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Systems of surveillance are crucial to the security of your residence or place of business.
These systems range from sophisticated alarm systems that notify law authorities at the first
sign of a problem to wireless home security cameras. The presence of security cameras can
deter would-be robbers, while hidden cameras can defend a property discreetly. Images
acquired by the cameras are saved in the storage containers of the surveillance system.
Given the sensitivity and importance of photos, the system may be exposed to hacking and
penetration to acquire access to the contents of these images and unauthorized usage by
unauthorized parties. With the growing volume of data within the monitoring system, data
security has become an essential problem in terms of storage and transmission. Images and
videos obtained from the monitoring system, in particular, should be forwarded to the
designated management rooms for storage and inspection. Cryptographic techniques are
used to encrypt the contents of the photos to prevent outsiders from viewing them, and
these images are transmitted as encrypted images. To encrypt five different-sized photos,
this study used the symmetric and asymmetric techniques RSA, AES, and Blowfish. These
algorithms' performance was compared using measures such as histograms, correlation
coefficient, entropy, SSIM, elapsed time, and PSNR criterion). Furthermore, RSA and
Blowfish outperformed AES in terms of a histogram, SSIM, and PSNR metrics for all five
photos, and AES outperformed both Blowfish and RSA. However, while RSA outperforms
Blowfish in both picture encryption and decryption, AES techniques outperform the other
algorithm in terms of propagation and confusion, as well as resilience to brute force attacks.

As a result, their security performance is vastly varied. When the algorithms' time
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parameters are examined, AES is determined to be faster than Blowfish and RSA. This
work demonstrates that AES is superior to RSA and Blowfish at encrypting images in real-
time on computers outfitted with surveillance cameras. After developing the AES algorithm
using the Apache Spark platform, it was discovered that the algorithm's execution speed
had doubled, implying that the new algorithm might be used to protect big data in the future.

Keywords: Surveillance Systems, AES, RSA, Blowfish, SSIM, PSNR, Apache Spark.
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1. INTRODUCTION

In the world of today's online, multimedia, and wireless networks, digital images, audio,
and video from multi-media sources are becoming an integral aspect of communication. It
makes it easier for hackers and assailants to disrupt, use improperly, change sensitive
multimedia data, and get unauthorized access to it. As a result, there is an increasing need
to create trustworthy and efficient security methods to protect the privacy of digital
multimedia data while it is being transferred across wireless networks and the Internet.
Using encryption methods to protect sensitive data is a feasible traditional approach
Encryption, which is the mathematical transformation of unencrypted data into an
incomprehensible form, provides data confidentiality, integrity, authenticity, and non-
repudiation. End-to-end secure communication is offered. The primary goal of encryption
is to safeguard plaintext. data that only a legitimate recipient with the right secret key will
be able to decrypt. A robust encryption method should satisfy the classical Shannon criteria
of confusion and diffusion, be resistant to cryptographic assaults, and have excellent
statistical characteristics. While diffusion shuffles plaintext bits so that any repetition in the
plaintext is dispersed throughout the ciphertext, confusion tries to make the relationship
between the key and ciphertext as complicated as possible. Traditional encryption methods
include DES, AES, IDEA, RSA, and others. These number-theory-based encryption
approaches are effective at generating good confusion and diffusion for encrypting text

data, but they are not suitable for encrypting multimedia data.

Multimedia data is typically very huge and bulky; nearby pixels/frames have a high
correlation, and there is spatial and temporal redundancy. Encrypting such data with typical
techniques requires a lot of computer power, a lot of time, and a lot of money for real-time
multimedia applications like video conferencing, picture surveillance, image-based
military, and satellite communication, among other things. As a result, stronger solutions
are required to successfully address multimedia data security issues. When we perceive the
world with our eyes, it should be smooth and pleasant to the eyes, but it might be irritating
to the eyes when we see the captured or transmitted images. This is due to image distortion
that occurs during the transmission or capture of the image. There are some algorithms and

approaches for measuring or analyzing this distortion, such as PSNR and SSIM, which
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detect the difference between the distorted image and the original or reference image. The
study of these factors provides information about the degree of resemblance to the reference

image or original.
1.1 CRYPTOLOGY

The study and application of strategies for safe communication in the face of hostile
behavior is known as cryptology[1]. Cryptography is the study and creation of methods that
keep the general public or uninvited parties from reading private messages. Modern
cryptography prioritizes information security concepts such data secrecy, integrity,
authentication, and non-repudiation[2]. Modern cryptography has connections to
arithmetic, computer science, electrical engineering, physics, and communication
science[3]. Examples of applications for cryptography include e-commerce, chip-based
card payments, digital currency, computer passwords, and communication within the

military.

Mathematics and computer science have a big impact on modern cryptography. Because
cryptographic methods are based on assumptions about computational hardness, it is
challenging for an adversary to successfully use them. Although theoretically possible, it
is practically impossible to break into a well-designed system.[4]. These plans must be
reevaluated and, if required, altered on a frequent basis in light of theoretical advancements
(such as improvements in integer factorization algorithms) and faster computing
technology. Such systems are said to as "computationally secure™ when they are properly
understood[5]. The best computationally secure but theoretically breakable approaches are
more difficult to use in reality than information-theoretically safe systems, like the one-

time pad, which are proven to be impenetrable even with unlimited computer capacity.



MESSAGE

(Algorithm)

(Algorithm)
CRYPTOGRAM

Figure 1.1: Cryptology Operation [6].

Cryptology is divided into two branches:

a. Cryptography is the study and development of cryptographic systems.

b. Cryptographic systems is known as cryptanalysis.

With a third party [6] present, safe communication between two parties (Alice and Bob) is
a focus of the computer science and mathematics discipline of cryptography (see Figure 1).
Based on techniques like encryption, decryption, signature, and the creation of pseudo-

random numbers, among others.
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Figure 1.2: A Fundamental Concept for Safe Communication [7].
1.2 HISTORY OF ALGORITHM

Algorithms have been an idea since ancient times. The oldest examples of algorithms can
be found in Babylonian mathematics from ancient Mesopotamia (now Iraq). The first
division method was written on a Sumerian clay tablet discovered near Baghdad in
Shuruppak approximately 2500 BC[7]. Babylonian clay tablets from the Hammurabi
dynasty, which ruled from 1800 to 1600 BC, contained formula computation algorithms[8].
Astronomy under Babylonian theory also made use of algorithms. The time and location
of key astronomical occurrences are calculated using algorithms that are described in
Babylonian clay tablets.

The Rhind Mathematical Papyrus, which was written in ancient Egypt around 1550 BC,
contains mathematical algorithms[9]. The mathematics of the ancient Hellenistic period
later employed algorithms. The Euclidean algorithm (originally published in Euclid's
Elements around 300 BC) and the Sieve of Eratosthenes (described in Nicomachus'
Introduction to Arithmetic)[10].



Dixit Algorizmi (Thus spake Al-Khwarizmi," where "Algorizmi" is the translator's
Latinization of al-khwarizmi's name) are the first words in the manuscript[11]. Due largely
to another of his works, Algebra, Al-Khwarizmi was the most widely read mathematical in
Europe in the late Middle Ages. [12]. Algorismus, which became "algorism” in English as
a transcription of his name, simply meant "decimal number system™ in late medieval Latin.
The Latin word algorithm was translated to algorithm in the 15th century as a result of the
Greek word (arithmos), which means "number" (cf. "arithmetic"). The term "algorithm"
first appeared in print in the 17th century, and the contemporary sense emerged in the 19th

century.
1.2.1 Algorithm

An algorithm is a finite collection of explicit instructions used to solve a class of specified
problems or carry out a computation in mathematics and computer science. Algorithms are
specifications for mathematics and data processing. Algorithms can do automated
deductions (also known as automated reasoning) and employ logical and mathematical tests
to steer the code in various directions (also known as automated decision-making). Alan
Turing utilized figurative terms such as "memory,” "search,” and "stimulus” to describe

machines by evoking human characteristics[13].

Notations for expressing algorithms include natural languages, pseudocode, flowcharts,
drakon-charts, programming languages, and control tables (which interpreters parse).
Algorithms are rarely expressed in difficult or technical terms using natural language
because it is often verbose and unclear[14]. The ambiguity in statements based on plain
English is greatly reduced by the methodical expression of algorithms in pseudocode,
flowcharts, drakon-charts, and control tables. Despite the fact that they are frequently used
to define or explain algorithms, programming languages are primarily designed for

expressing algorithms in a way that a machine can execute.
1.2.2 Encryption Ttechniques

There are numerous encryption algorithms and ways to choose from, and the most common

encryption systems: Asymmetric encryption vs. symmetric encryption[15].



a. Symmetric Encryption

One key is used for encryption as well as decryption in the symmetrical encryption method.
The National Institute of Standards and Technology (NIST) has conducted studies that
show the Rijndael algorithm, known as AES, to be the best in terms of security,
performance, efficiency, implementation capacity, and flexibility. This information was
made public on October 2, 2000. It outperforms all other algorithms currently available[16].
The AES encryption technique is used in this project to encode and decode 5 photos and to
test the encryption performance of various data volumes in the Apache Spark environment,
where the spark has numerous advantages in processing big amounts of data. Apache Spark
offers periodic data streaming and outperforms Hadoop in terms of in-memory
computation[17]. The photos will be encrypted using the AES technique, and the time spent
encoding and decoding will be calculated in normal mode. Also, the AES algorithm will
be customized for use in the Apache Spark environment. The algorithm is applied to the
Spark environment inside Clusters with multiple nodes and calculates the elapsed time for
encryption and decryption processes to try to gain more time to reach the fastest way to

secure surveillance system images in real time.

b. Asymmetric Encryption

In asymmetric key encryption, like that used by RSA and ECC, two keys are used: one to
lock or encrypt the plaintext and the other to unlock or decrypt the cyphertext. None of the
keys are dual-purpose[18]. Because the public key is used for encryption and the private
key is used for decryption, this technique of encryption is more secure. These keys are
linked, connected, and have the following operations: A public key can be used by anyone
who needs to encrypt data. When it comes to decryption, this key is useless. A user needs
the private key, which is a secondary key, to decode this data. In this way, the actor
decrypting the data is the only one who keeps the private key, maintaining security when

security is scaled[19].
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Figure 1.3: Symmetric and Asymmetric Encryption[20].

1.3 APACHE SPARK

Launched in 2009, it is an open-source big data analytics cluster computing project. One

of the essential components that provide the MapReduce environment its speed and

efficiency is the capability to run computations in memory[21].

The components of Spark is [21, 22]:

a.

Basic operations including memory management and communication with storage
systems are included in Spark Core.

Spark SQL is a collection of Spark packages that includes the tools for managing and
arranging data sets.

Spark Streaming It is a Spark component that analyzes both log files produced by a web
server and live data streams.

ML.ib, or machine learning, it is a library inside of Spark that includes machine learning
capabilities and a variety of different machine learning algorithms.

GraphX is one of the Spark libraries that focuses on producing and manipulating
arbitrary graphs.

By increasing the number of mathematical nodes using the techniques of a Spark block
manager known as the independent scheduler, the cluster manager is utilized to improve

the performance of the Spark environment.



Spark SQL Spark Streaming ml:‘cli":ibn 5 Grraaﬁ)r;mx
structured data real-time learning pr(?cessing
Spark Core
Standalone Scheduler YARN Mesos

Figure 1.4: Apache Spark Components [21].
1.4 PROBLEM STATEMENT

The term "surveillance system” refers to both overt and covert cameras that record visual
pictures while observing activity, behaviour, or data. The interest in securing this system is
of significant importance for the data it contains because it is subject to several penetration
difficulties and is classified as having weak security. To ensure the high reliability of this
system and to guarantee that unauthorized person's access to this data will prevent them
from seeing its contents because it is encrypted, the protection of image and video data

should go beyond simply preventing them from being accessed.

The following research questions must be answered:

a. Because your system is susceptible, hackers may be able to easily get into it in some
circumstances. Hackers can steal camera videos and so track your activities and life
from afar. To avoid this, choose a security system that is both redundant and encrypted.

b. Low-Quality Video Surveillance Footage & Alerts.

The quality of the captured images can also be measured to improve the performance of
the system. It can use (Entropy, elapsed time, SSIM, Histogram, PSNR, correlation

coefficient) criteria for measuring the quality of algorithms and images.
1.5 OBJECTIVES

The long-term purpose of the research is to improve the security of a surveillance system.

The process of recognizing, classifying, and modeling data about people in general for a



specific location is characterized here as surveillance systems. The current study's goal is
to give a thorough evaluation of the literature and industry practices concerning

surveillance systems, as well as to create a conceptual framework for it.

The study has the following sub-objectives in particular:

a. To give a complete assessment of the sources and characteristics of common
surveillance systems.

b. Developing a method for protecting collected data by symmetric and asymmetric
encryption algorithms.

c. Defining a conceptual framework for the proposed algorithms and encoding the
contents of the images captured by the monitoring system with those algorithms.

d. Using image processing and evaluation techniques in order to know the real
performance of algorithms and choose the best among them to protect the monitoring
system.

e. The algorithm that will be selected as the fastest and most efficient image encryption
algorithm is then improved and developed by Apache Spark to reach the highest levels
of efficiency in encrypting and protecting the data of the Surveillance systems.

f. This study's findings will be useful to the Surveillance system and related software
suppliers in establishing improved methods and tools for surveillance system

management and look-ahead scheduling.
1.6 CONTRIBUTION

The contribution to this study is the comparison between algorithms with different
encryption techniques and different efficiencies to find the best algorithm for encoding
surveillance camera images and to ensure a higher quality of the algorithm, as the best
algorithm is improved after the end of the comparison by applying it within the Apache
Spark platform. To achieve the method's high real-time execution speed, Apache Spark has
modified its use of the AES algorithm to carry out the encryption and decryption operation
in standalone mode within the Cluster. Thus, we obtain higher guarantees to protect the

storage of surveillance cameras and make the system more secure and effective.



2. LITERATURE REVVIEW

2.1 LITERATURE REVIEW

This portion surveys the scientific literature on the research topic and presents a summary
of the state of the science. This allows for the identification of pertinent ideas, approaches,
and research gaps that can be later applied to the study thesis.

a. Studies related to the AES algorithm

In this study, Arab, A., Rostami, M.J., et al, suggested using a novel image encryption
algorithm built on top of a modified AES algorithm and chaotic sequences. This method
uses an Arnold Chaos sequence to create the encryption key. The original image is then
encrypted with the help of a modified AES algorithm and round keys generated by the
chaos system. The suggested method not only lowers the algorithm's temporal complexity
but also gives it the potential to spread, making the images encoded by the suggested
algorithm resistant to differential attacks. The major area of the suggested technique is large
enough to resist brute force attacks. Since the input image and the initial parameters are
crucial to this approach, even minor changes to these values can have a big effect on the
encoded image. We demonstrate that this strategy can defend the image against statistical
attacks using statistical studies[23]. The results of the entropy test demonstrate that the
entropy values are nearly optimal, making the suggested algorithm resistant to entropy
attacks. According to the simulation results, the original image cannot be obtained while
slight changes to the key and the original image cause significant changes in the encrypted
image. The researchers were not able to return the encrypted images to their true state,

which prompted us to complete what they started to reach efficient and complete results.

Lin, Chih-Hsueh, et al, discussed the goal of this study to create synchronous dynamic keys
based on chaos and an Advanced Encryption Standard (AES) algorithm based on chaos
using the suggested synchronous random keys. First, a wavy control scheme is presented
based on the sliding mode control (SMC) technique to assure synchronization between the
distinct chaotic systems between the master and the slave. In communication systems,
synchronization allows for the simultaneous acquisition of the same dynamic random chaos

signals from the transmitter and receiver[24]. Then, a novel modified AES cipher scheme

10



based on chaotic synchronization and featuring dynamic random keys were presented. A
static key is utilized in the standard AES encryption method, and it must be rewritten
beforehand and kept secure. However, in the suggested design, the static key becomes
dynamic and unpredictable and is not required to be retained or broadcast across open
channels because the synchronization approach of chaotic systems is used. As a result, key
storage issues can be resolved and cryptographic security enhanced. Finally, a novel picture
encryption technique was produced using the chaos-based developed AES (CAES)
algorithm. To show the effectiveness and optimization of the proposed CAES encryption
system, simulated tests were used to generate statistical analysis, graph, information
entropy, and correlation indices. Researchers have found that current encryption techniques
may be vulnerable to being broken by quantum computers due to their supercomputing

speed. Therefore, it is crucial to understand how to protect the security of data flow.

The researchers [25] thought about creating a C-based AES-based picture encryption
application in cipher blockchain mode. Using the efficiency of AES-based picture
encryption systems, the proposed encryption method was assessed and compared with a
few existing chaos-based image encryption systems in terms of encrypting/decryption
speed and security. The results of the simulation disprove the generally accepted belief that
AES is inappropriate for image encryption. Additionally, the researchers recommended
using the performance of AES-based encryption of images as a benchmark for the speed of
image encryption algorithms. Image encryption techniques that work at speeds slower than
those utilized for real-world communications must be abandoned. Through the
aforementioned study, we were inspired to improve the speed of encoding algorithms so
they could operate swiftly in real-time and successfully decode the image and restore it to

its original form.

Digital picture communication has grown in importance as a mode of information
transmission due to the rapid growth of networking and communication technology.
Because of this, there is more interest in creating digital picture coding technologies. In this
study, we provide a method for encrypting digital images that is based on the MATLAB
AES implementation. Then, we combine both methods by processing digital photographs
to produce data that can be encrypted with the AES algorithm[26]. After that, the digital

11



image can be encoded. The results demonstrate that the method can more effectively realize
the impact of encryption and decryption when graph analysis and key analysis are
compared. Depending on the findings of the inquiry, we may look for novel, effective

approaches to assess the encryption strength of an algorithm.

b. Studies Related to the RSA Algorithm

The researchers took precautions to protect the images by transforming them from a
comprehensible to an incomprehensible form. In picture encryption, they contrasted
Advanced Encryption Algorithms (AES) with Rivest-Shamir-Adleman (RSA). Each
method was compared in terms of image coding quality assessment. In addition to
examining the graph and correlation results. The results indicated that the AES technique
produces higher-quality picture encryption with more closely spaced graph columns. The
AES algorithm's correlation coefficient is likewise closer to zero, indicating a stronger link.
The study's findings generally demonstrated that the AES method outperforms the RSA
technique for image encryption[27].

The researchers came to the conclusion that information security is a critical concern in
data transmission. Encryption has evolved as a solution and is now used extensively in
information security systems. An introduction to cryptography is provided, as well as an
explanation of the RSA cipher scheme. It also compares the RSA encryption technigue to
other encryption systems when applied to a grayscale image. The results demonstrated that
the time spent using mathematical relations in RSA allows for faster step execution and
more secure data than other algorithms and similar systems. However, in RSA, the time
spent on key generation increases because it makes it more secure than previously. It was
determined that the RSA algorithm has high encryption efficiency and may be compared
to other algorithms to find the best[28].

This study suggests a novel chaotic paired system-based picture coding algorithm. They
employed the 2D Becker chaotic map to regulate the system parameters and state variables
of the logistic chaotic map due to the scalability and weakness of a single chaotic map. A
logistic map's parameter changes after control, and the resulting logistic sequence is
therefore variable. Complexity research demonstrates that the revised map is random and

unpredictable. Furthermore, based on the improved chaotic maps, a new picture coding
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algorithm (RSA) with mixing and substitution operations is developed. Numerous
statistical tests and security analyses show that this technique provides great security and
can compete with certain other recently proposed picture encryption schemes[29].

c. Studies Related to the Blowfish Algorithm

The researchers Singh, P. and Singh, K, focused on how electronic systems communicate
data, and how information security has become essential. Security in connection and picture
storage has grown in importance with the expansion of multimedia applications. This study
focuses on the encryption and decryption of images using the 64-bit Blowfish block cipher,
which is intended to boost performance and security. Utilizing a changeable key size of up
to 448 bits, this approach will be used. Researchers have found that the Blowfish algorithm
outperforms other widely used algorithms and is safe from unwanted attacks[30].

The researchers stated that they are looking for an algorithm to improve the security of
long-term color image encryption that is accurate and efficient. By adding a new F function
to the conventional Blowfish Algorithm (BA), color picture coding security is raised. To
obtain the dynamic S-box and XOR operator from the F function, the number of iterations
is significantly reduced from sixteen to four. Secret keys for blocks of different sizes are
generated at random. Calculations are performed using Matlab R2008a methods on eight
images with a resolution of 512 by 512 pixels that were acquired from the shared USC-
SIPI picture collection. The security of the suggested technique significantly increases with
larger blocks. According to performance analyses, the entropy is higher than 7.9993 and
the correlation coefficient is smaller than -0.0016. Additionally, the Lena image's RGB
channel distribution shows notable security advancements. As the entropy ratio rises, the
correlation between image pixels declines substantially[31]. The suggested approach
outperformed standard BA at coding color images when compared to earlier efforts. The
Blowfish algorithm was selected for comparison with other picture encryption algorithms

based on the aforementioned results.

This research focused on picture security by increasing the usage of images in most
communications, as the information contained in these photos, such as military and medical
images, must be safeguarded. Blowfish has been presented as a separate symmetric

encryption method with the advantage of being highly resistant to attackers. As a result, it
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is frequently used in data coding, however, it is not appropriate for picture coding due to
the enormous amount of data, high redundancy, and significant correlation of image pixels.
The proposed improved approach utilized a blowfish-based image coding mechanism. To
improve the connection between the original image and the processing, the digital image is
first separated into a large number of random key-based blocks. Each of these blocks is
then subjected to the Blowfish algorithm. The suggested system is built to benefit from
strong attachment, which is backed by a chaotic map, leading to increased security and
performance[32]. This results in the suggested system having good image coding
performance. Both techniques were created for testing purposes in order to improve the
Blowfish coding algorithm, which showed that the original image had a flat graph after
encoding, reducing correlation between neighboring pixels in all color components, and
increasing state entropy. A comparison analysis with the old Blowfish method revealed that
the improved technique was superior and that better results could be reached if the
encryption algorithms' capabilities were developed and modified [33].

2.2 THE RESEARCH GAP

Based on prior studies, there is a research gap that is essentially an unanswered question
and an unresolved problem in cryptography, indicating a lack of existing research in this
sector. Despite the fact that there is a lot of current research, the results of studies tug in
diverse directions, making it difficult to draw definite conclusions[34]. Where the
researchers confirmed their success in encrypting the images with some of the proposed
encryption techniques, but it was difficult for them to decrypt the images and return them
to their normal state. Some of the researchers succeeded in encoding and decoding images,
but without success in developing or improving the techniques. We discover that
researchers in this field did not identify the best main algorithms that could be used and
tried to develop them, as well as using simple development techniques, and that improving
the algorithms depended on modifying the algorithm itself without resorting to external

factors.

14



2.3 DATA SECURITY AND ENCRYPTION

The protection of data against illegal access, use, modification, disclosure, and deletion is
known as data security. The process of transferring information from a readable plaintext
to an unintelligible encoded representation known as cipher text is known as data
encryption. Until it is decoded, encrypted data cannot be read or used by either people or
machines. The decryption key must be protected from unauthorized access because it is
secret[35].

The method of encrypting data makes it unusable but does not prevent hackers or data theft.
Instead, since the hacker or content thief cannot view it in unencrypted format, it prevents
the usage of stolen content. Protection is provided through encryption, which scrambles
data so that only the holder of the key or password may decode it. This safeguards the
data's confidentiality by preventing unauthorized users from accessing the storage system
or service and viewing the data. Additionally, it safeguards the data's integrity so that it
cannot be altered without the owner's knowledge[36].

Numerous servers connected to the internet are used to manage and store enormous
amounts of sensitive data. This is because it is nearly difficult to conduct daily activities,
such as dealing with business or personal matters, without your private information being

sent and kept by the networked computer systems of many firms[37].

Encryption data techniques encrypt the plaintext so that only the owner of the decryption
key may decipher it. This method safeguards the private information users communicate,
receive, and save on mobile devices, especially those linked to the Internet of Things[38].
Computer networks are used to transmit digital information, and data encryption
technologies protect the cloud. As the internet has changed computers and networks, more
recent encryption algorithms (ciphers) have taken the role of the obsolete Data Encryption

Standard (DES) to protect IT communications and systems[39].

These algorithms offer privacy protection along with essential security safeguards like non-
repudiation, integrity, and authentication. Any communication is first verified as coming

from the intended source by the algorithms, and then its integrity is checked to make sure
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that nothing was changed in the process of transmission. Additionally, senders are
prohibited from downplaying legal actions under the non-repudiation scheme[40].

The two main methods for encrypting data are symmetric encryption and asymmetric
encryption. In symmetric encryption, both data encoding and decoding are accomplished
using a single, confidential password. Asymmetric encryption encrypts and decrypts data
using two unique keys. It is also known as public-key encryption or public-key
cryptography. A shared public key must be used to encrypt the data. An unreleased, private,
secret key must be used to decode the material[41].

While symmetric-key encryption is faster than asymmetric encryption, the encryption key
must be shared between the sender and the recipient for the data to be unlocked. Enterprises
now need to securely retain an exponentially greater number of keys as a result of this.
Numerous data encryption providers have adapted to asymmetric algorithms as their use
has increased[42].

Beyond the distinction between symmetric and asymmetric encryption, there are various
techniques for processing secure data in use today. Each data encryption standard was

created to address a particular security requirement[18].
2.4 THE PROPOSED ALGORITHM OVERVIEW

The performance of image encryption and decryption using the proposed AES, RSA, and
Blowfish algorithms was evaluated in simulations using a specific set of criteria in this
work. Five different grayscale images of different sizes were used. Below is an overview

of the proposed algorithms and how they work.
2.4.1 Blowfish Algorithm

A symmetrical square assumption that works well for data encryption and security is
blowfish. Since it takes keys with different lengths, ranging from 32 bits to 448 bits, it is
ideal for data security. The Blowfish Algorithm is a symmetric key square figure for the
Feistel Network that typically emphasizes a transparent encryption process. It offers an
incredibly high encryption rate. The key can be any size up to 448 bits, and the square size

is 64 bits[43]. The actual encryption of data is extremely potent on large microchips, even
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though a remarkable presentation arrangement is necessary before any encryption can
place. The blowfish algorithm will take substantially longer to process data than the RSA.
Better results are produced using the Blowfish algorithm than the RSA[44].

Anyone can encrypt a message using the recipient's open public key in an open public key
encryption system, but only the recipient's private key can decrypt it. To be used for
encryption and unscrambling, an open and private key match should be easy for a client to
create. A framework for open public key cryptography is said to be of high quality if it is
computationally challenging to resolve a validly generated private key from its related open
key. At that moment, security is only dependent on maintaining the confidentiality of the
private key; the open public key may then be shared without compromising security[45].

In an open public key encryption system, anyone can encrypt a message using the
recipient's open public key, but only the recipient's private key can decrypt it. To be utilized
for encryption and unscrambling, an open and private key match must be straightforward
for a client to generate. When it is computationally challenging to resolve a properly created
private key from its accompanying open key, an open public key cryptography architecture
is said to be of good quality. At that moment, distributing the open public key without

affecting security is only possible if the private key's secrecy is preserved[46].

A communication can be encrypted by anybody using the recipient's open public key in an
open public key encryption system, but only the recipient's private key can decrypt it. The
ability of a client to quickly create an open and private key match is required for encryption
and unscrambling to function[47]. An open public key cryptography system is said to be of
high quality if it is computationally challenging to resolve a validly generated private key
from its corresponding open key. The confidentiality of the private key is then the only

need for retaining the open public key without compromising security[48].

a. Fast. Since it uses 32-bit microprocessors with 26 clock cycles per byte to encrypt the
data

b. Compact. The Blowfish algorithm can function in memory that is less than 5K.

c. Simple operations like CARs, and database lookups on 32-bit operands are all that the

Blowfish algorithm uses. Blowfish design is simple to examine.
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d. Modestly Secure. A maximum key length of 448 bits is available for Blowfish.
Blowfish is recommended for uses like communications links or automatic file
encryptors when the key won't change frequently.

e. The key is more substantial and difficult to crack.

f. The Blowfish would be provided without charge, without a license, and without being
patented for all usage[49].

Plain Text

& = |
P[2] o k-
- — T = x> ) o

Cipher Text

Figure 2.1: The Blowfish Algorithm Working [48].
2.4.2 RSA Algorithm

A popular public-key cryptosystem for safe data transit is (Rivest-Shamir-Adleman). In
addition, it is among the oldest. The names of the three people who first made the method
publicly known in 1977—Ron Rivest, Adi Shamir, and Leonard Adleman—are the source
of the word "RSA". An analogous technique was created in 1973 undercover at GCHQ (the
British signals intelligence organization) by English mathematician Clifford Cocks. In

1997, that system became widely known[50].

Asymmetric encryption and decryption were created in 1978 by Rivest, Shamir, and
Adleman utilizing two unique keys (public and private). Everyone on the network has
access to the encryption key used to encrypt the data, but only the recipient of the data has

access to the decryption key. There are three main phases in the RSA algorithm[51].

i. Key Generation: RSA needs two keys, a private key, and a public key. Anyone using the

network must be aware of the public key for it to be used to encrypt data.Only the private
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key will be able to decrypt material that has been encrypted using the public key. The steps
listed below are used to create RSA keys[52, 53].

a. Choose at random p and g, where p and q are both prime.

b. Find the value of n, which has the formula n = p*q and is used as a modulus for both
private and public keys.

c. Determine the value of n, where n is the Euler's totient function and n(n) = (p-1) (g-1).

d. Select the integer e, which is used as the exponent for the public key gcd(n),e)=1. This
number must be more than 1 and less than (n).

e. If the value of d is less than or equal to the value of, then determine d such that d * e =
1 mod. D is therefore equal to d mod. D must be positive if the value of d is negative,
which means that d=(d+).

f. A public key is KU, where KU=g, n.

g. A private key is KR, where KR=d, n.

i. Encryption

The receiver must maintain the sender’s private key secret while sending its public key (n,
e) across the channel. Next, the sender wants to deliver message P to the recipient. The
sender will first use a padding strategy to convert P into the number m; P1 must be equal

to or greater than 0 and less than n.[54].

The sender will do the calculation for the encryption text as the following: -

CP =Pemodn

P represents plaintext and cipher text is CP , P<n.

iii. Decryption

[55], Using the recipient's own private key exponent d, the original message P can be

extracted from the encrypted text CP as displayed below: P = (Cp)* mod n
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Figure 2.2: RSA Algorithm Working [56].
2.4.3 AES Algorithm

It employs symmetric block cipher technology and is one of the most widely used
algorithms today. The National Institute of Standards and Technology (NIST) developed it
in response to the need for new cryptographic algorithms to replace ones with security
issues. AES features a 128-bit block size and three key sizes of 128, 192, and 256 bits. AES
converts each data block several times[57]. The key length for a key value of 128 is 10, 12
for a key value of 196 and 14 for a key value of 256. The block is turned into a 4*4 matrix
at the start of the encryption technique, and then the cycles are executed. AES includes
mechanisms for clear data content hashing, alternate bytes, row modification, mixed
columns, and circular key addition in each round[58]. The technique and stages are reversed

during decoding. The pseudo-code for the AES algorithm is shown below[59].

KEY, INPUT STATE
OUTPUT CIPHER
State=AddRoundKey(STATE, KEY]O,...,3]);
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FOR i =1 to Round

{

STATE = SubstituteBytes (STATE);

STATE = ShiftRows (STATE)

IF (i < Round)

STATE = MixColumns (STATE)

STATE =AddRoundKEY (STATE, KEY [ 4%, ...., 4¥i+3]);

by

STATE =CIPHER

Cipher Key

(128,192 or

256 bits)

Nr | Key
Size

10 | 128

12 | 192

14 | 256

Relationship

between no. of
rounds & cipher key size

Round Keys 128 bit plaintext
(128 bits)
\ ’[ Pre-round J
Ij X0 Transfolrmanon
Y
P{ Round 1
K1 -
E ' :
X P[ Round 2
) K2 T
@ B
a P{ Round 3
AN K3 >
§ o .
1
e @
9 2 @
n ®
’( Round Nr )
Ko

v

128 Bit
Cipher text

Figure 2.3: AES Algorithm Working [60].
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3. METHODOLOGY

3.1 METHODOLOGY

This study used five different grayscale images with sizes ranging from 1920x1080 (as a
giant image) to 1600x900 (as a Medium Image), 1600x900 (as a Smedium Image), and
1431x832 (as a small image). The images encrypted with the blowfish, AES and RSA
algorithms, and their picture encryption and decryption performance were evaluated using
simulations (entropy, elapsed time, SSIM, Histogram, PSNR, and correlation coefficient).
The images were taken from Kaggle (https://www.kaggle.com/datasets/aryashah2k/large-

scale-multicamera-detection-dataset). Each simulation was created in Python and tested on

a machine that met the requirements listed in Tablel.

The five photos are displayed in various sizes and forms in Table 1. in addition to their
respective byte sizes. As the size in bytes between normal, encrypted, and unencrypted
images will differ from the sizes of images processed by the proposed algorithms, the
difference in size between normal, encrypted, and unencrypted images will produce
different and multiple results if the encryption process is started for both RSA and Blowfish
algorithms, AES. This will explain the algorithm's high efficiency in encoding and decoding
smoothly and without a significant increase in pixel size. The three algorithms can
successfully encrypt all of the photos by masking all of the information and decoding them
back to their original form, based on visual judgment. Visual examination alone, however,
is insufficient to gauge the effectiveness of encryption techniques; quantitative analysis is
also necessary. As a result, (Entropy, elapsed time, SSIM, Histogram, PSNR, and correlation
coefficient)are calculated to assess how well the algorithms in the simulation performed at

image coding[61].
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Table 3.1: Original Images [61].

Image Original Image
Large Image
(1920x1080)
976,041 bytes
Big Image
(1920x1080)
=1
796,220 bytes
Medium Image
(1600x900)
695,555 bytes

Smedium Image

(1600x900)

675,613 bytes

Small Image

(1431x832)

289,185 bytes
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3.2 HISTOGRAM ANALYSIS

A simplified illustration of the distribution of numerical data is a histogram. Karl Pearson
was the first to use the phrase. When displaying discrete or continuous data, a histogram is
utilized. By displaying a percentage of the data points that fall within a given range of values
(referred to as "bins"), it provides a visual representation of numerical data. It has a bar
chart appearance. Unlike a vertical bar graph, a histogram does not show any gaps between
the bars[62]. A histogram shows the frequency of occurrence for each distinct value in a set
of data. A histogram is a graph that is used the most frequently to show frequency
distributions. Despite how much it resembles a bar chart, there are important differences.
This practical data-gathering and analysis tool is one of the seven core quality tools[63].
Examples of histogram analysis include looking at the major local maxima, or simply peaks.
Applications determine how exactly to define a significant local maximum. If a local
maximum substantially exceeds neigh boring uninteresting values while not being too near
to another important local maximum, it is frequently regarded significant. A peak in the
histogram is often connected to a particular tissue type in medical imaging data. In the
histogram, the tissue types may overlap depending on the imaging modalities and tissue
types, resulting in fewer peaks than the actual tissue kinds[64]. A slice of an MRI dataset

for the shoulder area is shown in Figure 5, along with the histogram (for the entire dataset).
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Figure 3.1: An MRI Dataset Slice and A Histogram of the Entire 3D Dataset [65].
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The class intervals of the data are shown in rectangles. Rectangular shapes are generated on
the X-axis. On the Y-axis, the analyst plots the frequency of the data. Each rectangle

represents the number of frequencies that fall inside a particular class interval [66].

Examine the histogram to determine if a normal distribution is depicted. Once all of the
frequencies have been plotted on the histogram, the histogram will take on a shape. The
frequencies would be evenly distributed if the shape resembled a bell curve. There would
be a peak in the histogram. The greatest values in the data are represented by the peak. Both
sides of the peak in this type of distribution would have about equal quantities of data
frequencies. A normal distribution, for instance, would indicate that the majority of
customers are indifferent if a business is utilizing the histogram to understand their
preferences between two options[67].

Check the histogram to determine if it shows signs of a skewed distribution. The shape of a
skewed distribution histogram is asymmetrical. The histogram's one side is occupied by all
of the frequencies. Either the right or left side of the peak is where the distributions are
located. The analyst can determine which side of the histogram to focus on using this
diagram[68].

With this kind of histogram, the business may observe the most tolerable pricing

adjustments, for instance, if it were researching how customers react to price changes.

Examine the histogram to determine if a bi-modal distribution is present. There are two peak
spots in these histograms. The highest values are represented by these points. For instance,
the business can be evaluating the production levels of the employees throughout the course
of the day. The analysis may show that the workers are most productive between the hours

of 9 and 4 pm. As a result, the histogram would have two peaks[69].
3.3 CORRELATION COEFFICIENT ANALYSIS

A statistic that describes how closely related the pixels in an image are to one another is the
correlation coefficient. The correlation coefficient affects the effectiveness of the encryption
procedure as well[70]. Because hackers can utilize correlation data to decode any or all of

the ciphered images, an image encryption solution should conceal all features in the plain
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image before transforming it into a ciphered image with incompatible pixels and high
randomness[71]. Images have correlation coefficients that range from -1 to 1. The degree of
a positive relationship (similarity) between pixels in a picture is greatest when the
correlation coefficient is one. The negative correlation (contrast) in these pixels is strongest
when it equals -1[72]. After encryption, the ciphered image's correlation coefficient should
be fairly low. As a result, the plain image and the ciphered image's pixels are no longer
correlated. An image may have correlation coefficients in the horizontal, vertical, or
diagonal directions. Intensity levels in grayscale for a nxn image are represented by the I
matrix[73].

I, I, Lin
Ia I In

I= (3.1)
Iy A Iyn

The I matrix was split into two submatrices, X and Y, as illustrated in Figs. 1. a, 1. b, and 1.

¢, to calculate the horizontal, vertical, and diagonal correlation coefficients.

a. Horizontal b. Vertical c. Diagonal

Figure 3.2: | Matrix Splits in the Calculation of the Correlation Coefficient [75].
The correlation coefficient of the | picture is determined using the equivalent elements of
the two sub-matrices for a one-to-one comparison[74]. For example, when calculating the
[75] The horizontal correlation coefficient is calculated using the variables 1 _1,1and 1 1,2,
the vertical correlation coefficient using the variables 1 1,1 and 1 2,1, the diagonal
correlation coefficient using the variables 1 1,1 and |1 2,1, and so on. The correlation

coefficient of an image is determined mathematically as follows:

N [(i—E@) i~EW)] (32)
JE @)’ |[5, (i E )]
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EQ) =+ZM, v, (3.4)
where, correspondingly, x_i from the X matrix and y_i from the Y matrix represent the
intensities of two adjacent picture pixels. When computing the horizontal and vertical
correlation coefficients, N is equal to (n)x(n-1), while when calculating the diagonal
correlation coefficients, it is equal to (n-1)x(n-1)[76].

3.4 PSNR ANALYSING

The PSNR encryption quality indicator displays the pixels that separate plain images from
encrypted images[77]. The PSNR analysis accepts the original plain image and the ciphered
image as signal and noise, respectively[78]. Lower PSNR values signify better encryption.
Here is an example of how PSNR can be calculated:

PSNR = 10xlog;o || (35)
1 .. |,
MSE = ——3, %, [P, j) — C(i,)]? (36)

where MAX represents the maximum value for a pixel can take. MAX is equivalent to 255
if each pixel has eight bits. P stands for the normal image, C represents ciphered image and

n, m for the dimensions of the image.
3.5SSIM (STRUCTURAL SIMILARITY INDEX MEASURE)

By evaluating criteria for brightness, contrast, and structure of anamorphic images, SSIM
provides a measure of image quality, the amount of similarity and difference between an

image represented via algorithms[79].

SSIM (x,y) =1 (x, Y)1* [c (x, V)] [s (x, )] 3.7)

Where x and y represent the luminance, contrast, and structure of the deformed pictures in

the mathematical model of SSIM above.
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3.6 ENTROPY

In the subject of image coding, the entropy or average information of images, refers to a
measurement of visual unpredictability. In focused images, entropy is high, whereas in
unfocused images, it is low[80]. The entropy image illustrates the robustness and complexity
of the coding scheme by showing that the homogeneous regions have a lower share of
entropy than the heterogeneous parts. The position of each pixel (i,j) in the image and the

corresponding mathematical formula are used to calculate the entropy of the image[81].

H1= ), pklog2(pk) (3.8)

K stands for the overall number of gray levels, H1 represents entropy, and pk is the

probability associated with gray level k.
3.7 THE TIME ELAPSED

Run-time analysis, often known as run-time or execution time, is a theoretical categorization
that determines and anticipates an algorithm's increase in running time as its input size
(typically denoted by the number n) grows[82]. In computer science, run-time effectiveness
is a hotly debated subject: Depending on the algorithm it uses, a program's execution time
might range from seconds to years. It is feasible to assess an algorithm's run-time using
software profiling techniques however, they are unable to offer time data for all potential
inputs[83], by using run-time analysis tools it can only be done theoretically. Other growth

rates, such as memory usage, can be predicted using the run-time analysis methodology[84].

The dependability and security of the system will increase when an algorithm completes its
operations in real time. The effectiveness of an algorithm is heavily influenced by the speed
of encryption and decryption. The properties of the encryption technique being used, as well
as the computer's resources like RAM, CPU, and disk, will determine how quickly it can be
executed. The implementation of an inefficient algorithm unintentionally or accidentally can
have a major negative influence on system performance; hence algorithm analysis is crucial
in real-world applications. An algorithm that runs too slowly in time-critical applications

may produce results that are no longer relevant or useful. Another factor that can render an
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algorithm practically ineffective is if it uses an excessive amount of computational power

or storage to run[85].

The dynamics of the signal process and the mechanism of the observation process are
frequently merged into a state space model form for use in time series analysis. The ordinary
state space model can therefore be used to resolve several fundamental problems in time
series analysis, and state space models have been used to create several nonstationary time
series models[86]. However, there are numerous circumstances in which a more
comprehensive nonlinear or non-Gaussian model is necessary and the regular time series
model is insufficient. The use of nonlinear or non-Gaussian time series models is becoming

practical with recent advancements in computing capability[87].
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4. RESULT

4.1 EXPERMENTAL RESULT

All of the examined outcomes are presented in this section by the goals, which emphasize
problem-solving. Results that correspond to levels of statistical significance are presented
in this section. it has been offering visual aids for description, such as tables, graphics,
figures, and charts. For ease of understanding and clarity, the numerical data are also
presented as a bar chart. A bar chart of the scorer’s table form, which is also supplied, is

shown in the text.

The five photos are displayed in both their encrypted and unencrypted formats in Table 2.
Additionally, their size is shown, correspondingly, in bytes. For both the RSA and Blowfish
algorithms, the size difference between plain, encrypted, and decrypted images is too
similar, in contrast to the AES algorithm, where the size difference in bytes between normal,
encrypted, and decrypted images was significantly smaller than the sizes of images
processed by other algorithms, indicating the high efficiency of the AES algorithm in
smoothly encoding and decoding the images without a significant increase in pixel size. The
three algorithms successfully encrypt all photos by obscuring all information, and they
successfully decrypt all images to restore them to their original state, according to the visual
evaluation. Visual examination alone, however, is insufficient to assess the effectiveness of
encryption techniques; quantitative analysis is also necessary. As a result, the picture
encryption performance of the algorithms in the simulation is measured using Entropy,

elapsed time, SSIM, Histogram, PSNR, and correlation coefficient.
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Table 4.1: Visual Forms and Sizes of Original, Encrypted, and Decrypted Images.

Process Image Original Image AES RSA Blowfish

Large Image

(1920x1080
)

1,152,510 bytes 2,052,285 bytes 2,057,450 bytes
Big Image

(1920x1080
)

796,220 bytes 1,152,540 bytes 2,061,652 bytes 2,050,798 bytes

Medium
Image

Encryption

(1600x900)

Smedium

Image

(1600x900)

1,418,612 bytes
803,546 bytes 1,441,296 bytes Y
675,613 bytes

Small Image

(1431x832)

289,185 bytes 662,519 bytes 2,472,548 bytes 3,221,668 bytes

Large Image -

Decryption (1920x1080
)

976,041 bytes 239,097 bytes 976,041 bytes
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Table 4.1: Visual Forms and Sizes of Original, Encrypted, and Decrypted Images ‘Table

Continued’.

Big Image

(1920x1080)

796,220 bytes 162,132 bytes 796,220 bytes 796,220 bytes

Medium Image

(1600x900)

695,555 bytes 172,657 bytes

Smedium Image

(1600x900)

675,341 bytes
164,904 bytes 675,341 bytes

Small Image

(1431x832)

927,897 bytes

695,555 bytes 135,721 bytes 927,897 bytes

4.2 HISTOGRAM ANALYSIS

The ability of an encryption algorithm to cause confusion and diffusion can be assessed
using correlation studies and histograms[88]. The intensity levels of each pixel in the image
are represented by a frequency distribution in the histogram. The ciphered image is projected
to have an even distribution of pixel intensity values, in contrast to the histogram analysis

of the plain image, where this is frequently not the case. Because the plain image and the
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ciphered image won't look the same in a histogram, hackers won't be able to access your
data through a histogram.

For the AES, RSA, and blowfish algorithms, Table 3 displays the histograms of five
different sizes of original, encrypted, and decrypted pictures. In contrast to RSA, the
blowfish technique successfully encrypts images by dispersing the pixel intensities.
Histograms almost uniformly but not entirely obscure all of the statistical information in the
source photos. By evenly distributing pixel density values across all encoded images and
effectively hiding all statistical information of the source images, AES circumvents
Blowfish and RSA in image encryption. Since there is no longer a statistical correlation
between the original image and the encrypted image, the encrypted image is far more

resistant to intrusion attempts based on statistics.

RSA, AES, and blowfish histograms of original, encrypted, and decrypted photos are
displayed in various sizes. Unlike RSA, the blowfish and AES algorithms were successful
in encrypting photos by uniformly dispersing and concealing all statistical data from the
original photographs, as well as concealing the intensity values of the pixels in the
histograms. Because there is no longer a statistical association between the original and
encrypted images, the encrypted image is far more resistant to statistically-based infiltration

attempts.
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Table 4.2: The Histogram of Original, Encrypted, and Decrypted Images.

Process Image Original Image AES RSA Blowfish
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Table 4.2: The Histogram of Original, Encrypted, and Decrypted Images’ Tables Continued’.

Big Image

(1920x1080)

Medium
Image

(1600x900)

Smedium

Image

(1600x900)

Small Image

(1431x832)

4.3. CORRELATION COEFFICIENT

The correlation coefficient is a statistic for characterizing the relationship (measuring how

closely pixels are related to one another) between pixels in an image. The correlation

coefficient also has an impact on how well the encryption process works. Hackers can read

parts of or the full ciphered image using correlation data, hence image encryption solutions

should mask all features in the plain image before generating a ciphered image with pixels

that are uncorrelated and have a high level of randomness[89].

35




Tables 4 and 5 show the horizontal, vertical, and diagonal correlation coefficients for the
original and encrypted images, respectively. The horizontal, vertical, and diagonal
correlation coefficients of the original photographs are all more than 0.92, showing that the
pixels there are tightly associated to one another. The output values for all horizontal,
vertical, and diagonal poles of Table 5's images after they have been encrypted with AES
and Blowfish show that all correlation coefficients are very close to zero. These results
suggest that, in terms of correlation analysis, both techniques perform very similarly, as
opposed to RSA, whose output exhibited no variance in values. Both AES and Blowfish are
capable of high amounts of confusion and dispersion.

Table 4.3: Original Image for Correlation Coefficients.

Image Horizontal Vertical Diagonal
Large 0.9814 0.9771 0.9575
Big 0.9780 0.9521 0.9295
Medium 0.9803 0.9765 0.9633
Smedium 0.9817 0.9715 0.9609
Small 0.9811 0.9760 0.9643

Table 4.4: Encrypted Image for Correlation Coefficients.

Image Horizontal Vertical Diagonal
AES RSA Blowfish AES RSA  Blowfish AES RSA Blowfish
Large -0.0044 = -0.0302 @ -0.0015 @ -0.0059 @ 0.2399 0.0151 = -0.0007 -0.0328  0.0015
Big -0.0052 = -0.0293  -0.0009 @ -0.0064 @ 0.1757 0.0169 0.0009 = -0.0250 @ 0.0011
Medium | -0.0043 -0.0358 @ -0.0005 -0.0073  0.2542 0.0200 0.0003 = -0.0320 -0.0015
Smedium = -0.0058 = -0.0059 0.0018 = -0.0072  0.0763 0.0213 0.0008 @ -0.0116 @ -0.0007

Small -0.0052 = -0.0870 &= -0.0117 @ -0.0061 -0.0915  -0.0017 = -0.0004 0.2240 0.0171
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4.4 PSNR ANALYSIS

The PSNR is a statistic used to assess encryption performance that counts the number of
pixels that differ between the encrypted and normal images. The initial, plain image is
categorized as noise in the PSNR analysis, but the ciphered image is categorized as signal.
A lower value of PSNR indicates a stronger level of encryption[90].

Table 4.5: PSNR Analysis.

Image PSNR Value for AES PSNR Value for RSA PSNR Value for
Blowfish
Large 9.1550 8.9496 9.1819
Big 9.8854 9.2989 9.9008
Medium 8.9887 8.4927 9.0190
Smedium 9.1071 9.1151 9.1480
Small 9.3850 11.5298 11.6630

The PSNR values for five photos from surveillance cameras are shown in Table 6 for the
AES, RSA, and Blowfish algorithms. Better picture encryption is indicated by lower PSNR
values. In a PSNR examination, the RSA and Blowfish algorithms were unable to surpass
one another because their values were comparable to and greater than those of the AES
method. The AES method, on the other hand, outperformed the others, notably in the small
image, with lower and more steady results. Comparing AES to the other proposed
algorithms, It can be stated that AES can sufficiently obfuscate picture details from intrusion

attacks.
4.5 SSIM (STRUCTURAL SIMILARITY INDEX MEASURE)

By comparing criteria for brightness, contrast, and structure of anamorphic images, SSIM
provides a measure of image quality, the amount of similarity and difference between an

image that has been encoded using algorithms[91].
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In Table 7,8 the degree of similarity and difference between the original images and the
encrypted, decrypted images was measured through the criteria of luminance, a contrast in

pixels, and image structure to analyze the quality of algorithms.

Table 4.6: SSIM Values for Original & Encrypted Images.

Image Similarity Value of AES Similarity Value of of Similarity Value of
RSA Blowfish
Large 0.0092 0.0079 0.0079
Big 0.0101 0.0091 0.0091
Medium 0.0083 0.0074 0.0074
Smedium 0.0092 0.0093 0.0093
Small 0.0096 0.0179 0.0179

Table 4.7: SSIM Values for Original & Decrypted Images.

Image Similarity Value of Similarity Value of of Similarity Value of
AES RSA Blowfish
Large 0.9741 1.0 1.0
Big 0.9774 1.0 1.0
Medium 0.9761 1.0 1.0
Smedium 0.9767 1.0 1.0
Small 0.9725 1.0 1.0

The Structural Similarity Index, which ranges in value from -1 to +1, is calculated using this
system between two provided images. The number +1 denotes that the two photographs are
identical or extremely similar, whereas a value of -1 denotes that the two images are highly
dissimilar. These numbers are frequently modified to fall inside the range (0, 1), where the

extremes have the same significance.
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The results in Table 7 indicate the great similarity of the encryption process between each
of the proposed algorithms, with a slight superiority of the AES algorithm in some images,
where the values were closer to 0, and thus the value of the difference between the encrypted
image and the original is higher. For Table 8, the values for all three algorithms were close
to 1, so the decrypted images were very similar to the original images, with a slight
superiority for both the RSA algorithm and the blowfish algorithm. We conclude from these
criteria that the three algorithms have close encryption ability and hide the details of the
original images by 95% with a slight superiority of the AES algorithm. As for the similarity
of the original and decrypted images, the three algorithms succeeded in restoring the details
of the encrypted images as they are slight superiority to RSA and the Blowfish algorithm.

4.6 ENTROPY

In the context of picture coding, the entropy of images is a measurement of visual
unpredictability. In concentrated images, entropy is high, while in unfocused images, it is
low. The entropy graphic demonstrates the power and intricacy of the coding method by

demonstrating that homogeneous regions have less entropy than heterogeneous areas[92].

Table 4.8: Entropy for Original Images.

Image Image Processing Entropy

Big

Medium

Smedium

Small
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Table 4.9: Entropy for Encrypted Images by AES, RSA &Blowfish.
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Table 4.9: Entropy for Encrypted Images by AES, RSA &Blowfish ‘Table Continued’.
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Table 4.9: Entropy for Encrypted Images by AES, RSA &Blowfish ‘Table Continued’.
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Table 4.9: Entropy for Encrypted Images by AES, RSA &Blowfish ‘Table Continued’.
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The aforementioned data revealed that images encoded using the AES technigue had a high
degree of homogeneity, in contrast to images encoded with the RSA and Blowfish
algorithms, which had huge entropy values. Due to the intricacy of its coding scheme and
the homogenization of pixel coordinates in encrypted images, the AES technology has a

higher entropy than the other system.
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4.7 ELAPSED OF TIME

The amount of time that elapses between the start and finish of an event is known as elapsed

time. Simply put, it is the difference between the two times given[93].

Table 4.10: Elapsed Time For AES, RSA and Blowfish Encryption, Decryption Processes.

Image
The The Decryption = The Encryption The The Encryption The
Encryption Time of AES Time of RSA Decryption Time of Decryption

Time of AES Time of RSA Blowfish Time of
Blowfish
Large 0.0002 0.0028 6.8599 12.7739 15.1916 30.3832
Big 0.0001 0.0010 6.6928 13.3856 19.6631 39.3263
Medium 0.0059 0.0029 4.9113 9.8227 6.6435 13.2870
Smedium 0.0002 0.0089 3.7261 7.4523 6.0893 12.1786
Small 0.0001 0.0010 5.0098 10.0196 10.6241 21.2483

Table 10 displays the elapsed time for encoding and decoding operations per second for the
AES, RSA, and Blowfish algorithms. According to a wide range of tests, the AES algorithm
outperformed competing algorithms in the encryption and decryption procedures. The
encoding and decoding speed of the AES algorithm is 40% faster than the RSA encoding
ability and the Blowfish algorithm by more than 60%.
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5. DISCUSSION AND CONCLUSION

5.1 DISCUSSION AND CONCLUSION

The most popular cryptographic algorithms, AES, RSA, and blowfish, have each undergone
a thorough performance analysis in this study in terms of security and speed when used to
encrypt images from surveillance cameras. Analyses have been conducted using satellite
pictures in five distinct sizes. The two algorithms have produced remarkably diverse results
in terms of security-related factors. It is advised to use the AES algorithm in cipher
operations when the time parameter matters because it performs faster than RSA and
Blowfish in both encryption and decryption operations.

In terms of the (histogram, correlation coefficient, entropy, SSIM, elapsed time, and PSNR
criteria), AES, RSA, and blowfish achieved substantially varied results while ciphering
images. Moreover, the results are unaffected by the image size. These findings demonstrate
that the AES algorithms outperform the other algorithm due to their capabilities for diffusion
and confusion as well as their resistance to Brute Force attacks. Their security performance
differs greatly as a result. Comparing the algorithms based on time criteria, however, reveals
that AES is quicker than RSA and Blowfish. This outcome demonstrates that AES is suitable
for real-time picture encryption on onboard surveillance camera processors than RSA and
Blowfish.

5.2 ADOPTION THE AES ALGORITHM WITH APACHE SPARK

After finding the best algorithm for encrypting surveillance camera images, and to ensure a
higher quality of the algorithm, its ability is further improved by applying it within the
Apache Spark platform Apache Spark uses the AES method to carry out standalone
encoding and decoding operations within Cluster. This is accomplished by installing the
PySpark library on the Jupiter platform. The command also needs to set up the latest versions
of Java on the PC, jrel.8.0_271, and spark-3.0.1-bin-hadoop2. As in the preceding method,
after the AES algorithm's successful adaptation within Apache Spark. Within Spark, a
dataset snapshot is encrypted and decrypted, and the elapsed time for both operations is

calculated as shown in Table 11.
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The encoding and decoding of the five images of different size (Large, Big, Medium,
Smedium, Small) were tested using the AES algorithm as normal and the elapsed time was
calculated. After that, the AES algorithm was applied inside Apache Spark, and the five
images were encrypted. After calculating the elapsed time, a difference in time is shown in
(table 12), which proves the improvement of the AES algorithm.

Table 5.1: Normal AES vs AES Apache Spark.

Normal AES Encryption AES Encryption with
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Chart 5.1: AES & RSA and Blowfish Elapsed Time.
The chart shows the superiority of the AES algorithm over the rest of the proposed
algorithms in the time elapsed in the normal case when encoding and decoding individual
and group images. After developing the algorithm using Apache Spark, the developed
algorithm with the speed of execution outperformed itself in the normal state by 20 percent

in the calculated times.
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5.3 FUTURE PART

The market benchmark for big data analytics has been established by Apache Spark. It has
transformed how businesses use data by processing massive volumes of data at breakneck
speeds. But with the changing market trends, the future of Apache Spark is not without
challenges. Plans must be developed to deal with big data by adapting different algorithms
in the field of encryption by working with the Spark platform to develop the capabilities of
different encryption technologies to accommodate the huge amount of data, whether it is an
image or a video, and others. The real goal of the plan is to expand the range of symmetric
and asymmetric encryption algorithms using Apache Spark technology to encrypt huge data
of all kinds and give high efficiency to secure data in the monitoring systems of companies,
homes, and international agencies and ensure the security of huge data during the process
of transmission, storage, and monitoring to prevent falling into The risk of unauthorized

entry.
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