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ABSTRACT

Prepare-and-measure and entanglement-based quantum-key-distribution (QKD) pro-
tocols are vulnerable against a side channel attack that exploits the time difference
in detectors’ responses used to obtain key bits. There is a correlation between the
timing histograms of the detectors and the values of bits they generate, and informa-
tion leakage to an eavesdropper is quantified by mutual information between them.
The recommended solution against the timing side channel attack is to use a large
time bin width instead of high-resolution timing information in the QKD system. A
common notion is that using a large bin width reduces the resolution of detectors’
responses, hence supposedly minimizes the information leakage to an eavesdropper.
We challenge this conventional wisdom and demonstrate that increasing the bin width
does not monotonically reduce the mutual information between the key bits and the
detectors’ responses. Second, we discover the parameter of start time of binning
and show the characteristic behaviour of the mutual information with respect to it.
Third, we examine the effect of full width half maximums of the detectors’ responses
on the mutual information. As a result, although QKD is theoretically secure in
cryptographic point of view, it should be protected against side channel attacks, and
our findings about these three points should be found in the body of the thesis and
should be taken into account in order to estimate leakage information to a possible
eavesdropper correctly.

Additionally, there is a huge effort to improve data transfer capacity in QKD
technologies to make it deployable in various size establishments and on a global scale.
We propose a method to increase raw key rate in discrete-variable entanglement-based

QKD applications in which a Bell’s inequality is employed for security check. We
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focus on a standardized E91 QKD system. This method relies on the optimization
of photon budget allocation among different types of bits generated purposely and
occurred unavoidably in the QKD system. Additionally, we examine the optimized
values of core variables depending on various photon budgets. Meanwhile, we remind

the dependencies and limitations of photon counting process to the reader.



OZETCE

Hazirla-ve-6lg ve dolaniklik-tabanh kuantum anahtar dagitimi (KAD) protokollerinin,
anahtar bitleri elde etmek igin kullanilan dedektorlerin yanitlarindaki zaman farkindan
yararlanan bir zamanlama yan kanal saldirisina kargi savunmasiz oldugu bilinmekte-
dir. Bu yan kanal saldirisina kargi onerilen ¢oziim, yiiksek c¢oziiniirliiklii zamanlama
bilgisi yerine genis bir zaman bolmesi kullanmaktir. Yaygin bir goriis, genis bir zaman
bolmesi kullanmanin, dedektorlerin yanitlarimin ¢oziiniirliiglinii azalttigi, dolayisiyla
muhtemel bir saldirgana bilgi sizintisini en aza indirdigi yoniindedir. Bu ¢aligmada,
zaman bolmesi genigligini artirmanin, foton algilama zamanlar1 ile anahtar bitleri
arasinda olan ortak bilgiyi ve dolayisiyla bir saldirgana sizabilecek bilgiyi monoton
bir sekilde azaltmadigim gosteriyoruz. Ikinei olarak, bagka bir parametre kesfediyoruz
ve ortak bilginin ona gore karakteristik davramgm gosteriyoruz. Uclincii olarak,
dedektorlerin yanitlarinin ortak bilgi tizerindeki etkisini inceliyoruz. Bu ii¢ nokta ile
ilgili tespitlerimiz tezin ana metninde bulunmali ve olasi bir saldirgana sizacak bilgiyi
dogru tahmin edebilmek i¢in dikkate alinmalidir.

Ek olarak, KAD teknolojilerinin ¢esgitli biiyiikliikteki kuruluslar i¢in kullanilabilir
ve kiiresel olcekte konuglandirilabilir hale getirilmesi i¢in veri aktarim kapasitelerinin
geligtirilmesi tizerine biiylik ¢abalar sarf edilmektedir. Ayrik-degiskenli, dolaniklik-
tabanli, Bell egitsizligi iizerinden giivenlik kontrolii yapan KAD uygulamalarinda ham
anahtar oranini artirmak igin bir yontem Oneriyoruz. Standartlagsmig bir E91 KAD
sistemini ele aliyoruz. Yontemimiz, kasith olarak iiretilen veya kacinilmaz olarak
meydana gelen farkli bit tiirleri arasinda foton biitge tahsisinin optimizasyonuna
dayaniyor. Ayrica, cesitli foton biitgelerine baglh olarak optimize edilmis en 6énemli

degiskenlerin degerlerini inceliyoruz. Bu arada, okuyucuya foton sayma isleminin
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bagimli oldugu parametreleri ve limitlerini animsatiyoruz.
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CHAPTER 1

INTRODUCTION

Today, classical cryptography is used in all the applications where security (data
privacy, and authentication of communicating sides and information transceived) is
required. For data privacy, a transmitter uses a cipher (algorithm) to encode a plain-
text with a key to convert it to a ciphertext, and receiver decodes it into original
plaintext by using a cipher (decipher, inverse algorithm) with the same or a paired
key. There are two types of cryptographic systems which are symmetric and asymmet-
ric cryptography. The most recognizable feature of symmetric cryptography is that
only a single-key value is used for both encryption and decryption. Early examples
of symmetric key encryption are block ciphers and stream ciphers which differ in the
speed of encryption/decryption (caused by the waiting time of data being collected)
and the memory usage of hardware being used (because while block ciphers encrypt
data as the groups of 64, 128, 192 or 256 bits, stream ciphers can encrypt each bit or 8
bits separately). There are rounds of computations in which different subkeys derived
from an encryption key and an encryption function are used to generate a ciphertext.
If we think in terms of a matrix configuration, each round is composed of the stages
of substitution of bytes as a padding, row shifting, column mixing and XOR opera-
tion. Modern symmetric key cryptography algorithms like Data Encryption Standard
(DES) [2], Advanced Encryption Standard (AES) algorithms [3], International Data
Encryption Algorithm (IDEA) [4], Blowfish are commonly used today. On the other
hand, in asymmetric cryptography there are two keys which are paired. While one key
is used for encryption (it is sent by a receiver to a transmitter publicly) and is called

public-key, the other one is used for decryption at the receiver and is called private-key.



Asymmetric cryptography can be used for both data privacy and authentication pur-
poses. Asymmetric cryptography algorithms can be grouped into three types which
are RSA, Elliptic Curve Variant (ElGamal) and Elliptic Curve Cryptography (ECC)
algorithms. RSA is based on the factorization of prime numbers problem, ElGamal
and ECC are based on discrete logarithm problems. While symmetric cryptography
is based on the operations on the strings of bits, asymmetric cryptography is based on
the (arithmetical) operations on numbers and a publicly shared key (public-key). The
most common algorithms used are that of AES algorithms in symmetric cryptography
algorithms and RSA ciphers in asymmeric cryptography algorithms. They are used to
secure valuable information in governments, critical infrastructures, financial applica-
tions, synchronization banking etc. The security of public key cryptography relies on
the computational complexity in the era of classical computers. However, since none
of the computational complexities are unsurpassed against the computational capa-
bilities of quantum computers, the algorithms based on computational complexity
become vulnerable against quantum computers. More precisely, Shor’s algorithm is
the threat against factorization and discrete logarithm problems [5]. The superiority
of quantum algorithms which are running on quantum computers come from parallel
computational capability which results from the superposition property of quantum
states and speeds up the computational process. On the other hand, symmetric
cryptography offers a more layered and complex ecosystem, it is resilient to cryp-
toanalysis (transform ciphertext to plaintext without estimating key correctly), and
there is no a publicly shared key usage. Quantum computers enable quadratic speed
up with Grover’s algorithm against symmetric cryptography and exponential speed
up with Shor’s algorithm against asymmetric cryptography [6]. The quadratic speed
up may become slow against symmetric cryptography depending on the key length
used. Thus, symmetric algorithms are stronger and they can continue to be used. In

addition to the conventional symmetric algorithms, there is another algorithm called



one-time pad (OTP) which offers cryptographically ideal security [7) [§] if the follow-
ing conditions are satisfied. Encryption/decryption key must be composed of random
(equally likely) bits in order to have maximum uncertainty in estimating the values
of bits [6]. It must be in the same size as plaintext and must not have repetitive
sequences of bits, otherwise it may cause repeating patterns in ciphertext. It must
be used only once per plaintext in order not to be predictable by non-authenticated
sides, and then it should be destroyed by taking into account the possibility of a
security gap related to memory device. The encryption (decryption) method is based
on the XOR operation of key with plaintext (ciphertext). Until recently, the use of
OTP algorithm was limited to a few areas like military and diplomacy because it
requires long encryption keys (against the simple encryption algorithm) and it was
not feasible in terms of encryption processing time in daily life, also the usage of
the conventional cryptography algorithms was offering sufficient secrecy with 192-bit,
256-bit keys etc. (in a more complex cryptosystem) in the era of classical comput-
ers, and the distribution of key to legitimate communicating sides are not feasible in
terms of the number of trusted couriers required in daily life. However, it is thought
that the use of OTP algorithm will be encountered more frequently in various fields
against attacks with quantum computers in the future, for that reason we want to
elaborate it more. To begin with, ideal security (perfect secrecy) for a cryptographic
system is defined by the following. Key space is the space of all the probable keys
which can be used in a cryptographic system. The number of elements of key space
depends on the length of key that will be used, and there is a probability distribution
for all the elements on key space. Likewise, there is also a probability distribution for
all the possible values of plaintext having a certain length. Perfect secrecy is defined
as the equivalence of the conditional probability of obtaining a plaintext (among all

the possible plaintexts) given a ciphertext and the marginal probability of obtaining



the plaintext as given in Eq. [@.

ppic(ple) = pp(p) (1)

where yip(p) is the marginal probability of obtaining plaintext p € P and pp|c(p|c) is
the conditional probability of obtaining p given ciphertext ¢ € C where P and C are
plaintext and ciphertext space, respectively. Namely, the knowledge of a ciphertext
does not reveal any information about the original plaintext (for an attacker) [10]. In
information theory, the expected value of or the quantification of uncertainty is given
by (Shannon) entropy whose unit is bits (or bits/symbol) and it is given as in Eq.

for key space K.
H(K) = = 37 pnc(k) log ixc (k) 2)
k

where uk (k) is the probability of obtaining key k& € K and H(K) is the entropy of
random variable K. For uniform probability distribution (uk (k) = ﬁ where |K| is
the number of elements (events) of K), entropy has the maximum value among its all
possible values. It means there is max uncertainty in estimating key (for an attacker).
True random key generation can be realized with the use of quantum random num-
ber generators, encryption processing time can be decreased with the computational
capacity of quantum computers, and the use of OTP can be encountered more fre-
quently in daily life. The usage of one or more symmetric cryptography algorithms
(so called a hybrid system and its one component is generally OTP as encountered
in the literature) [I1], 12| 13] would be sufficient for encryption, however, there will
be the problem of key management or the secure distribution of encryption/decryp-
tion keys, and quantum cryptography (QC) plays a role here. QC is used for the
secure distribution of the classical cryptographic encryption/decryption keys and the
security is provided with the laws of physics.

In QC, logic bit 0 and 1 can be encoded into various degrees of freedom of photons

like polarization (spin angular momentum [14]), orbital angular momentum, arrival



time to a detector, or they can be encoded into the amplitude [I5] or phase [10]
quadrature of electromagnetic field of light. Logic bits are in the form of quantum
states in the (quantum) channel between sender and receiver, and until they are
measured they do not have certain values. Here, quantum states refer to being in a
superposition of all logic bit values and the values of logic bits are assigned with the
operation of measurement. As a quantum channel, single particle quantum states in
superposition or entangled particles can be used. In QC, non-orthogonal states or
non-orthogonal basis sets each of which is composed of two basis is used for encryp-
tion/decryption. Quantum key distribution (QKD) protocols can be divided into
various categories based on different perspectives, for example either prepare-and-
measure (PAM) or entanglement-based (EB) QKD protocols, either discrete-variable
(DV) or continuous-variable (CV) QKD protocols etc. In PAM QKD, there is a
well-defined sender and receiver which are legitimate communicating parties. Sender
encodes, receiver decodes. This is the original scheme on which QKD protocols are
based. However, in EB QKD, all communicating parties can be receivers, even if
an entanglement source is owned by a communicating party. Even, an entanglement
distributing node may not be seen as a trusted node. In DV QKD, one works with
single photons and avalanche photodiodes operated in Geiger mode for their detec-
tion and the degree of freedom in which information is encoded takes finite number
of values. On the other hand, in CV QKD, one works with photodiodes operated in
linear mode so works with photocurrent proportional to the power of incoming laser
and in parallel to that the degree of freedom takes infinite number of values. While
the advantage of using DV QKD over CV QKD is that achievable distances would
be higher, the advantage of CV QKD over DV QKD is that more information can be
communicated. The research topics presented in this thesis are based on DV QKD
systems, the topic discussed in Chap. [2|concerns both PAM and EB systems, and the

topic discussed in Chap. [3|is related to an EB QKD system. There are a lot of QKD



protocols like BB84 (PAM), E91 (EB), BBM92 (EB), B92 (PAM), six-states (PAM),
differential-phase-shift (DPS) (PAM), decoy state, SARG04, coherent one-way, high
dimensional QKD protocols, device-independent (DI) (a modified version of E91 can
be a DI QKD [17] and different versions of other protocols may be regarded as DI
QKD if some requirements are satisfied [I8]) and measurement-device-independent
(MDI) QKD protocols. Summary descriptions of some protocols can be found in the
following paragraphs.

In BB84 [19] (PAM QKD) which is the first QKD protocol, two non-orthogonal
basis sets, each of which comprised of two orthogonal basis, are used in encryption/de-
cryption. The basis positioned along the direction of 0° and 90° represent bit 0 and
bit 1, respectively, and this is called rectilinear basis set. The basis positioned along
the direction of +45° and —45° represent bit 0 and bit 1, respectively, and this is
called diagonal basis set. Information is encoded into polarization degree of freedom.
Sender, Alice, encodes each bit taken from a random bit string, which is generated by
a quantum random number generator source, into a polarization direction by using
basis sets chosen randomly. Thus, for bit 0, there are two possibilities of polarization
directions, either 0° or 45°. As the information is encoded into photons, they are sent
to receiver, Bob. He randomly chooses a basis set for each incoming photon, measures
them and obtains a logic bit. All the bits at a communicating side are called raw
key bit string. Then, the encoding and decoding basis sets are compared for all the
bits among Alice and Bob. While the results of the same basis sets are preserved for
formation of key bit string, the results of different basis sets are discarded because
of being in a random bit value. In this stage, the bit string is called sifted raw key
bit string. From now on, all the bits are expected to be in the same value among
Alice and Bob except a portion of them corresponds to an error rate which is caused
by trusted error sources. In order to test the channel security between Alice and

Bob and to compute the error rate, which is called quantum error rate (QBER), they



choose some bits randomly and compare the bit values. The ratio of the number
of mismatched values to the total number of bits in the substring gives the QBER.
An intercept-resend attack can be performed by an eavesdropper, Eve. Eve gets the
quantum states send by Alice and prepares another ones to send to Bob. Eve has
25% probability of introducing an error in the values of bits which will be obtained
by Bob. This is the value introduced by the attacker, but a value below this one and
above the expected error rate caused by trusted error sources can also be chosen as a
threshold. If the QBER is higher than the threshold, the protocol is aborted. If it is
below the threshold, then remaining bit string is called secret key bit string and has
enough secrecy to continue with privacy amplification and error correction stages.
In E91 protocol [20] (EB QKD), Alice can be called a sender if she bears source or
can be called a receiver like Bob because particles will also be distributed to her and
measured at her side. In this protocol, electrons and their spin angular momentum is
assumed to be the degree of freedom for encoding. A source emits pairs of spin-1/2
particles in singlet state and each particle of a pair is distributed to Alice and Bob.
For each incoming particle, a (Stern-Gerlach) measurement is performed via analyzers
in the orientation of one of the non-orthogonal states 0°, 45°, 90° at Alice’s side and
45°,90°, 135° at Bob’s side by choosing randomly. The result of each measurement is
either +//2 or —h/2 representing spin-up or spin-down states, is taken as +1 or —1
corresponding to bit 0 or bit 1. Since each particle of a pair has correlation in-between,
a correlation coefficient, S, is defined based on the measurement results, which tests
whether they still bear the original correlation before measurement. S is computed
over the measurement results. S is an inequality and there is a boundary for the
value of S. According to which side of the inequality S takes a value, Alice and Bob
understand whether the quantum correlation is preserved and communication system
has enough secrecy to continue. The details of the correlation coefficient is explained

in Chap. [3} Lastly, in the experiments of E91 protocol, photons are used as opposed



to electrons in this original version.

In BBM92 protocol [21] (EB QKD), singlet states composed of spin-1/2 particles
are assumed to be used as a quantum channel because it is explained based on the
original version of E91 protocol. Measurement states are 0° and 90° at both Alice’s
and Bob’s sides. Omne of them is chosen randomly for each incoming particle and
either +1 or —1 is obtained as the result of a measurement. They prove that since
the particles are correlated, measurement results in the same measurement states
among Alice and Bob will be correlated and no need to an additional inequality, as
used in E91, in order to test the secrecy. (Also, to note that in the experiments of
BBM92 protocol, photons are used instead of electrons like the implementations of
E91 protocol.) Namely, it may be inferred that secure key distribution is also possible
using less resources on the measurement side.

In an application of B92 protocol [22], Alice uses any two non-orthogonal states
for the encryption, for example 0° and 45°, which correspond to bit 0 and bit 1,
respectively. Bob uses two states, each of which is orthogonal to a state at Alice’s side,
for example 90° and 135°, which correspond to bit 1 and bit 0, respectively. Whenever
a photon sent by Alice can be detected at Bob’s side, its value will be the same for
both Alice and Bob. Its application can be considered by using the polarization
degree of freedom of photons and polarization analyzers for all possible combinations
of sender and receiver. Here, there is no publicly announcement of states as in BB84,
E91 and BBM92 and there is only the comparison of a subset of measurement results
to compute QBER. Additionally, since this is a PAM QKD protocol and two states
are used at each side, the error rate which will be introduced by an eavesdropper in
an intercept resend attack will be 25%. This protocol presents flexibility in choosing
of encoding states depending on the physical channel characteristics for experimental
implementations.

DPS protocol [23] is a simplified version of a different application of B92 protocol



[22] in which two unbalanced Mach-Zehnder interferometers (MZIs) are used, one is
at Alice’s side, the other one is at Bob’s side in a PAM QKD configuration. This
application can also be referred to as conventional B92 in the literature. Unbalance
is seen in the beam splitting ratios of beam splitters (BSs) and in the path lengths
of two arms of interferometers. At Alice’s side, the unbalance in the BS enables to
generate single photons from bright pulses. In the short arm of the MZI (at Alice’s
side), a phase shifter randomly switches between two values, and generates phase
encoded single photon states. A bright pulse follows a single photon in the quantum
channel between Alice and Bob and is used for security purposes. At Bob’s side, the
function of the MZI is to generate two phase difference values in the interfered single
photon states. Each phase difference corresponds to a bit value. On the other hand,
in DPS protocol, at Alice’s side, there is a phase modulator in front of a coherent
light source followed by an optical attenuator and as a result phase encoded single
photon states are generated. At Bob’s side, there are two unbalanced couplers in
the interferometric configuration presents different length arms without any phase
shifter. With this design, two possible phase difference values are produced for the
two photons that will interfere, only through the difference in path lengths. Thus,
DPS is a simplified version of the B92 and is interpreted differently in security aspects.

QC presents information-theoretically unconditional security, however, experimen-
tal implementations cause imperfections and can generate security loopholes. There
are several types of attacks exploiting different vulnerabilities of QKD systems in the
literature. The types of attacks are as follows: individual attacks, collective attacks,
coherent attacks and incoherent attacks. In an individual attack, an eavesdropper
measures all the quantum states during their distribution between legitimate com-
municating sides. According to her attack strategy, she may not prepare a quantum

state (like in photon-number-splitting attack which will be mentioned below), may



try to prepare the original state (like in intercept-resend attack which will be men-
tioned below) or may prepare a different state (like in faked-states attack which will
be mentioned below) to send to Bob. In a collective attack, eavesdropper has ancilla
states interacting with the quantum states distributing to legitimate communicating
side(s), she does not measure her ancillas during the distribution, she stores them to
her memory unit. She listens to the measurement basis sets shared in public channel
by Bob and/or Alice and applies the optimal measurement or the same measurement
basis sets with the legitimate communicating side(s) globally. This type of attack is
not realized because the required timescales to maintain the original quantum states
in memory devices have not been achieved yet [24]. In a coherent attack, eavesdrop-
per has a single ancilla state represented by any dimensional Hilbert space [25] and
interacting with all the quantum states distributed between Alice and Bob. It can be
the interactions of mutually dependent modes of the single ancilla with the quantum
states [26] and hereby there can be more correlations which will be utilized by Eve.
It offers more powerful attacks than collective attacks to an eavesdropper. In an
incoherent attack, eavesdropper attacks with an external light source and incoherent
signals, which can be based on various strategies. Other than the generalized attack
types as mentioned above, specific attacks can be listed as photon-number-splitting
attack, intercept-resend attack, faked-state attack, man-in-the-middle attack, trojan
horse attack, time-shift attack, detector blinding attack, large pulse attack etc. and
some of them are mentioned in the following paragraphs.

Photon-number-splitting attack (PNS) [27] is caused by the absence of real single
photon sources. As a representative, low-intensity coherent pulses are used. Actual
number of photons in a pulse follows Poisson statistics and can change around an
average number of photons. When the actual number of photons is higher than
one, photon content can be divided into two outputs by an eavesdropper: one for a

legitimate receiver side and one for the eavesdropper. In this way, she can have the
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exact quantum states that are send by Alice to Bob in a PAM QKD configuration.

In intercept-resend attack [28], Eve gets all the single photons send by Alice to
herself, she measures incoming signals by projecting onto randomly chosen states.
Then, she encodes the measurement results to the same states that she used in the
measurement and sends them to Bob. She tries to prepare the same states send by
Alice. This is a system vulnerability based on Eve’s interception ability.

In faked-state attack [29], intercept-resend is an intermediate stage. As a general
scheme, Eve gets a photon sent by Alice by intercepting the quantum channel, notes
measurement basis set in which the photon is measured, prepares a quantum state
not necessarily in the original state send by Alice and sends it to Bob. Moreover,
Eve determines the basis set in which the photon will be measured and the result
of the measurement at Bob’s side. In this way, QBER does not become as high as
in intercept-resend attack. This scheme could be applied to various QKD systems.
For example, in a DPS QKD system there are only two phase values representative
of two non-orthogonal states and correspond to two bit values. Phase detectors are
used. Eve prepares quantum states having certain phase values and sends to Bob.
She determines the measurement result to be obtained at Bob’s side by interfering
the quantum states she prepared. This attack can lead a decrease in the detection
probability of Bob but may be compensated by increasing the power of faked-states.

Time-shift attack [30] is based on detectors’ profiles not overlapping in time com-
pletely. Detectors having the same response profile but a time shift or detectors
having different response profiles without a time shift can cause a security gap be-
cause of having different quantum detection efficiencies at various times. There are
various attacks based on different scenarios, for example, Eve can send faked-states
to Bob by introducing a delay or she can shift original states send by Alice in time.
In both cases and in a time-multiplexed detection scheme with the usage of a single

detector, the bit value which will be obtained by Bob is determined according to the
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arrival time of photon chosen by Eve. Or in a detection scheme in which two detec-
tors are employed, Eve can introduce a delay into the original quantum signal that
Alice sends or the gate signal that actives a gated mode detector at Bob’s side if these
types of detectors and synchronization signals are used. Eve aims the times that both
detectors either do not response at the same time or do have different efficiencies in
order to access the bit values related to quantum signals.

In detector blinding attack [31], in a DPS QKD system Eve gets the photons send
by Alice, measures them and obtains a phase (bit) value. In this case, Eve encodes
quantum states into bright pulses instead of single photons. The interference de-
signed by Eve is observed at Bob’s side with a higher detection probability compared
to faked-states attack and with higher success probability of Eve because of the am-
plitude of the bright pulses compared to single photons. Detector cannot see single
photons and reacts to bright pulses inevitably. The name blinding comes from the
detector clicking corresponds to linear mode operation instead of Geiger mode.

All the communication networks require time synchronization to perform data
processing and integration precisely. One way to synchronize communication nodes
is to use clock signals [32] to be transmitted from one node to another. Approxi-
mately, 9 - 10° transitions of a caesium-133 atom between two hyperfine levels of its
ground state per second is defined as absolute time. The implementation of it at a
node is an oscillator, which is associated with a clock rate. Time synchronization can
be affected by various reasons. For example, in the node implementation, real clock
rate can differ from ideal clock rate with certain error bounds. The accumulation of
errors occurred in the transitions, which is referred to as clock drift, can affect time
synchronization. As well as the generation of clock signals, there can be imperfections
in their transmissions like the reasons caused by the specifications of intermediary ap-

paratus like electrical to fiber optical converters and vice versa, long-distance fiber
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channels or wavelength division multiplexing systems etc. Also, the motion of com-
municating side(s) and Doppler effect in the frequency of signals being transmitted
and received [33] can be another reason. All of them cause time jitter in clock signals,
which are evaluated in three ways: period jitter, cycle-to-cycle jitter and phase jitter.
Additionally, converters between analog and digital signals, function generators etc.
contribute to the total jitter budget of a network. These parameters become impor-
tant in quantifying system security, in determining data rate and maximum tolerable
distance in case of a long-distance communication. In addition to the clock signals’
jitter, detectors used in the key generation also have time jitter in their responses.
All these can cause imperfect time synchronization in QKD systems where the time
synchronization is of the greatest importance.

In addition to QKD protocols, there are also post quantum cryptography protocols
[341,135], 136, 37, 38, 9] in which there is a large volume of work studied. Allin all, (post)
QC can solve cybersecurity problems against quantum computer attacks. However,
it is not correct to assume that a system is secure because of employing quantum
cryptography without analyzing the system rigorously and optimizing parameters
according to the physical system characteristics as seen in the previous paragraphs,
otherwise major security loopholes may exist. Therefore, this thesis has been devoted
to the improvement of QC ecosystem in terms of security and communication speed
as discussed in the following paragraphs.

In order for the deployment of quantum communication technologies in a global
scale, it is necessary to meet data exchange demand of various size establishments
per certain time intervals. At the same time, it is important to make them cost
effective and feasible. In order to meet these requirements, a lot of effort has been
put into increasing key rate and having optimized systems. They can be achieved in
different ways, for example, presenting a method based on consuming less resources

for a constant throughput or by increasing the amount of information communicated
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per unit time or by obtaining the highest rank key rate in the same conditions or by
inventing a method that allows more users to communicate etc. The following three
protocols are the examples of it.

In 2020, in a QKD system [40] which implements BBM92 protocol, 300bps key rate
after error correction and privacy amplification was achieved at 143km atmospheric
free-space link between two Canary islands La Palma and Tenerife characterized by
a certain loss. It beated its preceded experiment (24bps in BBM92 protocol imple-
mentation in the same link [41]) done in 2009 with 92% improvement in the key rate
by developing a higher brightness entanglement source.

In order to increase communication distance and improve key rate in conventional
QKD systems, MDI QKD is created in 2012. Distance achieved in PAM QKD proto-
cols is doubled by changing the protocol topology [42]. Shortly, Alice and Bob became
transmitters and send quantum states to be measured to a third party. A transmit-
ter unit consists of a weak coherent pulse source, a polarization modulator and an
intensity modulator (IM). By means of an IM, a transmitter sends decoy states (ran-
domly chosen intensity levels among certain values) having certain polarization values
(one of the basis of either rectilinear basis set or diagonal basis set for each state) to
Charlie which is not necessarily a trusted node. Charlie performs Bell state measure-
ments in which two of four Bell states can be obtained (either (|HV) — |V H))/v/2
or (|JHV) + |V H))/v2) and can be used for key generation. According to Charlie’s
announcement of the measurement result, they eliminate bits encoded to quantum
states and preserves the ones which resulted in successful measurements. Then, they
announce intensity levels and basis sets correspond to the polarization states used in
encoding for the successful measurements via a classical channel. They eliminate bits
end up with unmatched basis sets. They use the same basis sets for key generation.
The intensity values are used in the control of probability of obtaining each type of

measurement result. They choose a subset of measurement results to compute QBER,
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which has certain values for the pairs of intensity levels and polarization values used
by Alice and Bob. Their reference for the QBERs are the expected QBER values
which had been calculated during channel characterization. If QBERs are not higher
than the expected values, either Alice or Bob flips the bit values in her or his own-
ership in order to obtain a raw key bit string. As a result, the usage of decoy states
contributes to the increase of communication distance and makes the QKD system
more robust to PNS attacks. Also, when MDI QKD protocol is implemented, system
vulnerabilities caused by detector imperfections and side channel attacks based on
this are eliminated. For this reason, MDI QKD protocol with its various variants like
MDI QKD employing entangled state distribution from transmitters and performing
entanglement swapping at the third node, MDI QKD based on phase-encoding [43],
time-bin phase-encoding [44] or twin-field [45] protocols are in demand currently.

A study [46] published in 2021 optimizes four-intensity MDI QKD protocol [47]
proposed in 2016 by defining new constraints and a new method called double-
parameter scanning applied in data processing. Here, decoy states are employed
and the protocol is applicable for polarization, phase or time-bin encoding schemes.
They apply global optimization technique which includes all the parameters from
transmitter side properties to secret key rate calculation obtained after error correc-
tion. Also, they examine symmetric and asymmetric quantum channels, in which the
intensities and their probabilities to be chosen can be the same or different among
Alice and Bob. Ultimately, they show that key rate can be improved between 35%
and 280% with certain adjustments.

There are two research topics carried out in the thesis. While one of them is about
a security loophole, the other one is within the scope of key rate improvement studies.
In the topic presented in Chap. [2| we focus on a security gap that arises in case of
an imperfect time synchronization, which is called timing side channel. The result of

an imperfect time synchronization is the time shift between detectors’ responses used
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for key generation. Also, the research that we focus on can be referred to as detector
efficiency mismatch. The leakage information is quantified by the mutual information
between a legitimate communicating side and an eavesdropper about a key bit value.
And a solution to this problem is to make binning on timing information revealed in
a classical channel. In the literature [I], for a time difference between two detectors,
the mutual information is examined for two time bin values. We believed that this
is not sufficient and made a detailed analysis of this side channel by examining the
mutual information for a wide range of time bin width values. Additionally, we
present a characteristic of the mutual information and also showed the dependence
of the mutual information to the uncertainty of a detector response. We challenge
the recognized solution, binning, to this problem with our findings. This problem
can exist in a wide range of applications because it is valid for both PAM and EB
QKD systems. In the topic presented in Chap. [3] we make optimization in an
EB QKD system and our objective is to obtain higher key rates than its standard
configuration. There are three types of bits in the system which are key bits, Bell’s
inequality bits, which are used to quantify the security of the system, and discarded
bits. In the quantification of security, we use Bell’s inequality and base the security
on the violation of it. In the standard configuration of the QKD system, a photon
budget is allocated in the ratios of 25%, 50%, and 25% occur for three type of bits,
respectively, for a given photon budget. These ratios are not optimum, they are
required to be optimised and the system should be made operated with a higher
performance. So that a proof-of-principle experiment would be more convenient for
field implementations. And we study for its optimization by maximizing the ratio of
key bits in order to maximize key rate. Lastly, in Chap. [4] we summarize the two
topics studied in the thesis, rephrase what has been done in the literature and our

findings comparatively, and our contributions to the literature.
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CHAPTER 11

TIMING SIDE CHANNEL ANALYSIS

2.1 Introduction

General scheme of QKD protocols [20], [19] are well known, their security proofs [48|
49, B0, 511, 52], side channels of QKD systems [53], 54l 5], B6L (57, B8, (9], and side
channel attacks [60, 6], 62 63, 64], 65, 66, 67, 68 B0, 69] are widely studied topics.
In this chapter, we study timing side channel which can also be referred as detector
efficiency mismatch [53, 30, [60].

Before starting a QKD protocol, detection modules need to be characterized. The
characterization involves time synchronization between authorized communicating
parties. Time synchronization involves determining the path differences between dif-
ferent receivers to the transmitter, and then compensating of these path differences
physically or digitally (as a post-process). Path differences in a QKD experimen-
tal setup are represented in terms of time differences between detectors’ responses.
During QKD, two communicating parties share the basis set in which a photon detec-
tion is realized and the timestamp of this event via a classical channel to determine
the coincidences, to generate raw key bits and to compute the quantum bit error
rate and/or the amount of violation of Bell’s inequality depending on the protocol
followed. The timestamps of the events are important in order to determine the co-
incidences correctly. When the time synchronization is not perfect but realized up
to a precision, the coincidences can still be determined correctly, however, a timing
side channel attack can occur within that precision. An eavesdropper can estimate
the raw key bits, which are required to be kept secret, by simply observing the times-

tamps and the relative delay between coincidence events in the same basis set. In
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other words, non-overlapping coincidences in time domain make the values of raw key
bits predictable for the eavesdropper. In summary, timing side channel can be under-
stood as the exploitable correlation between the timestamps and the measurement
results obtained from quantum channel. Measurement results carry the bit content
and therefore the security is relied on them.

In the literature, a recognized solution to this problem is to minimize eavesdrop-
per’s information by increasing time bin width for the publicly shared detection times
[1]. And only two values of time bin width are examined. However, in this study we
examine a range of bin width values and show that arbitrarily increasing the bin
width does not necessarily mitigate timing side channel attacks. Instead, the bin
width should be carefully chosen depending on the delay between the coincidences.

In this chapter, we analyse the timing side channel of a QKD system with imperfect
time synchronization.

The chapter is organized as follows; a detailed analysis of the mutual information
is discussed in Sec. [2.2] two important parameters in the mutual information, start
time of binning and the full width half maximum (FWHM) of detector response, are
discussed in Secs. [2.3] and [2.4] respectively. In the continuation, an experimental
method to put a time shift between detectors’ responses is introduced in Sec. [2.5]
the reason behind the time shift is explained in Sec. and important findings are

summarized in the last paragraph of the chapter.

2.2 Mutual Information

In an EB QKD system, two communicating parties Alice and Bob measure incoming
photons in their detection modules to obtain raw key bits. A detection module
involves a number of non commuting basis sets. A property represented by a discrete
variable of the incoming photon is measured in one of non commuting basis sets. For

example, the polarization of a photon is measured in one of the detector sets dedicated
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to (0°,90°) and (—45°,45°) polarization measurements and a bit is obtained. To note
that, (0°,90°) constitutes a basis set and each of the two orientations, 0° and 90°,
carries a bit content. If entangled photon pairs traveling to Alice’s and Bob’s detection
modules are measured in the same basis set, the measurement outcomes are used as
raw key bits. For each pair of bits, it is considered that whether they are raw key
bits, violation of Bell’s inequality bits or discarded bits according to coincided basis
sets among communicating parties. Similarly, in a PaM QKD system the scenario is
similar but the measurement outcomes obtained from all the basis sets are used as raw
key bits as long as Alice’s and Bob’s basis sets are matching. Again, the measurement
basis sets or bases and timestamps are publicly shared in these systems, which makes
PaM protocols also vulnerable against timing side channel attacks. Because any time
difference between coincidences obtained from the same basis sets makes those bit
contents distinguishable. For the clarity of content, we will continue with the EB
QKD protocol. However, the calculations are valid and can be repeated for PaM
protocols also.

In QKD protocols single photon avalanche diodes (SPADs) are commonly used
for detection of photons. For an incident photon, an SPAD outputs a Transistor-
Transistor Logic (TTL) signal to create a register having the detection time. There
is a time difference between the time that photons falls onto the active area of the
SPAD and the generation of a TTL signal. This time difference is a distribution
rather than a constant value. This timing histogram is called timing jitter or simply
detector response. As the model of a detector response, we work with Eq. [,

which is an exponentially modified Gaussian distribution

1 ¢t t—1
d(t) = —e 12 - ¢ o' erfe( 0
27, TG

); (3)

where ‘-’ is convolution product, 7. and 7¢ are model parameters and the peak density
of d(t) is observed at t = t5. The values for a reference detector are 7. = 400ps,

Tq = 290ps and ty = 1000ps. A second detector also has the same parameters except
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Figure 1: The graph of normalized frequency of occurrence dependence to time. Blue
curve is the original timing histogram of the detector, red and yellow curves are the
binned versions of the original histogram, and legend represents bin width values.
for ty. By changing the value of ¢y for the second detector, a Aty time difference
between the two detectors is generated. The modeling of a detector response with an
exponentially modified Gaussian function is common. In Eq. , we just use a certain
function of this kind, and for the second detector, we shift its peak intensity position
over time. The profile of the reference detector is the blue curve in Fig. [I} In Fig. [I]
the y-axis represents the normalized frequency of occurrence, which is equivalent to
the probability density for the original timing histogram.

Since there are two detectors dedicated to the measurement of raw key bits in one
basis set, there are also two different paths a photon can traverse. Each path contains
an optical path plus a distance from the start to the peak position of detector response.
In the most general case, Aty is the timing difference between two detectors due to
optical path distances which may be caused by the motion of communicating side(s),
electrical delays, thermal fluctuations in the system etc., and must be monitored
and adjusted constantly. In Fig. (a), it is shown as only an extra optical path for

the visualization. For example, if the raw key bit detection parts of the detection
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Figure 2: (a) Schematic representation of the detectors in the same basis sets at
Alice’s (left) and Bob’s (right) sides. PBS is polarizing beam splitter. D, (D’) and
D_ (D’_) are detectors in the transmitted and reflected outputs, respectively. TSU is
timestamp unit. Aty is extra optical path. (b) The cross correlogram of coincidence
events between Alice and Bob. ¢ is the time difference between D_ and D’_, ¢ + Aty
is the time difference between D, and D’, . Since there is an extra optical path, there
are two separate peaks in the cross correlogram.

modules at Alice’s and Bob’s sides are represented schematically as in Fig. (a),
the photon that goes to D, travels more than the one goes to D_. If the entangled
state in the quantum channel between Alice and Bob is (]00) + |11))/v/2, then the
coincidence events coming from the detectors D, and D;_, and D_ and D’ are seen
as separate peaks in a cross-correlogram as shown in the sketch in Fig. [(b). The
existence of this time difference will cause information leakage to an eavesdropper.
This information leakage is quantified with mutual information which is a measure
of the eavesdropper’s information gain about key bit value [70] [7T]. The source of
the mutual information can be explained as follows. A detector generates an output
signal for each photon it detects. In the QKD system, a basis set composed of two
detectors. Depending on the position of a detector, every single pulse coming from
this detector represents the same bit value. Likewise, a timing histogram is related to
a bit value. When the timing histograms of two detectors do not overlap completely,
they become distinguishable and bit values become predictable.

Time bin is the unit time interval used in a QKD system. In every time bin, a

measurement may be performed in detection modules, and if there is a measurement,
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one bit of information contributing to a bit string may be obtained. Time bin width
determines the precision of timing histograms and the precision of timestamp infor-
mation revealed via classical channel by communicating parties. However, there are
processes which are binning for discrete time signals and quantization for continuous
time signals. In binning process, the value of bin width is redetermined and repre-
sentative values for normalized frequency of occurrences falling into each time bin
are regenerated. In our study, we work with discrete time signals, namely quantized
continuous time signals, and we apply the binning process on them. As an example
to binning process, in Fig. [1| the red and yellow curves are the binned versions of the
original timing histogram. The bin width is 500ps in the red curve and 1000ps in the
yellow curve.

A timing histogram may be considered as having two regions, the region which
corresponds to the observation of a photon and the region in which distribution is
almost zero. During a binning process, required time interval may involve the region
in which distribution is almost zero but must involve the region which corresponds
to the observation of a photon. The required time interval, at most, must be the
sum of these two regions. If it is needed to show these regions on a graph, although
there is no a strict boundary between the regions, in Fig. [3| from —4ns to 4ns can
be considered as the region where the photons are observed and from —13ns to —4ns
can be considered as the region where the distributions are almost zero.

The formula used to find a required time interval is given in Eq. .

timeinterval for a photon observation
= (4)
bin width

required time interval = number of bins - bin width (5)

number of bins >

where number of bins is the minimum integer value that satisfies the inequality given

in Eq. (4) and all the terms used in the formula were introduced in the previous
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Figure 3: The timing histograms of two detectors having a time difference in-between.
The regions of the timing histograms are as follows. From —4ns to 4ns is the region
where the photons are observed and from —13ns to —4ns is the region where the
timing histograms are almost zero.

Table 1: The pairs of bin width and required time interval which should exist in the
timing histogram of a detector.

Bin Width (ps) | Required Time Interval (ps)

2 5000
248 5208
2120 6360
2500 5000
3500 7000
4998 9996
5000 5000

paragraph.

Required time interval for a bin width may vary since all the bins must have the
same width in the binning process. Some of the pairs of bin width and required time
interval can be seen in Table[I] In order to make binning on a timing histogram, the
timing histogram should involve the required time interval related to the bin width
which will be used in the binning process. Hence a timing histogram is generated for
the required time interval before a binning process is applied on it.

In the literature, it is known that binning process with large bin width value
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reduces the mutual information; however, in this study we show that not every incre-
ment of the value of bin width gives a reduction in the mutual information. Instead,
there is a fluctuation behaviour which is explained in the rest of the chapter.

The mutual information I(X;T) between the raw key bit values and detection

times can be expressed as in Eq. @

I(X;T) = Z / plx, ) log, [%: dt
—Z/ p(t | 2)1o {p(;Lx)-dt

-3 [Pwonen G

—Zp / ) log, d, (£)dt — / d(t) log, d(t) dt (6)

where the first line follows from definition of mutual information and the third from
substituting the relevant distributions. Namely, p°(x) is the probability mass function
of the symmetric Bernoulli random variable z. d,(t) is the probability density of
taking a click at time ¢ given z. For example, dy(t) is the probability of taking a click
for 0 at time t. Therefore, dy(t) and d;(t) are the detectors’ responses of detectors
dedicated to obtaining 0 and 1, respectively. dy(t) and d; (¢) differ by Aty as described
above. Namely, while the peak density of dy(t) is positioned at ¢y, the peak density of
dy () is positioned at to + Atg. d(t) is the probability density of taking a click at time
t from an ensemble of detectors. The last step follows from algebraic manipulations

and substituting Eq. .

=> P@)d(1) (7)

Mutual information is computed for various Aty values and it fluctuates as shown
in Fig. |4 with varying bin width values. For each bin width value, binning is started
at the same point of the original timing histogram so there is no phase difference

between the binning processes. Bin width of 0.5ns and 1ns as the evaluation points
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Figure 4: The graph of the mutual information dependence to the bin width and
Aty. Legend represents At values. Bin width of 0.5ns and 1ns shown on Aty = 400ps
curve are the evaluation points on the continuous time signal in [1].

on the continuous time signal in [I] are shown on the At, = 400ps (upper most)
curve in Fig. [ for comparison. The fluctuating behaviour of mutual information
with increasing bin width indicates that a combination of bin width and Aty should
be chosen carefully to minimize the mutual information.

Since the mutual information is an entropic quantity, its unit is bits/symbol. Here,
the term symbol is related to a symbol in constellation diagrams used in digital modu-
lation schemes. For our protocol, each symbol physically represents a photon, carries
one bit of information and is represented by a bit, 0 or 1. For bigger constellation
sizes or higher dimensional QKD systems, a symbol carries more than one bit of
information and represented accordingly. For example, for a constellation diagram

having four symbols, each symbol is represented by two bits, 00, 01, 10 or 11.

2.3 Start Time of Binning

The index of the time bin at which a photon detection event is registered depends
on the start time of binning as well as the bin width. Mutual information changes

according to the start time of binning, it is periodic with respect to it for a constant
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bin width value and the period is equal to the bin width itself. As a result, the
start time of binning is also very critical for QKD security. In order to model this
behaviour, we use Gaussian distribution which is a good approximation for timing
histograms of two detectors from now on. For illustrating the effect of the start time
of binning on the mutual information we considered the following values: At is taken
as 350ps (the mean (i) of Gaussian distribution for a detector is Ops, the mean of
Gaussian distribution for a second detector is 350ps) and the FWHMs of detectors’
responses are taken as Ins. The timing histograms of the two detectors can be seen
in Fig. [3] For these timing histograms, in Fig. [5 mutual information is computed
for five values of bin width, which are 1ps, 1ns, 2ns, 3ns and 4ns. In the figure, the
periodicity of mutual information can be seen explicitly. For example, if we look at
4ns (green) curve, the peak value seen around 12.3ns repeats itself at around 8.3ns.
Time difference between the two peak values are exactly equal to the amount of
time bin width value. In Fig. [3] the two detectors are plotted for the time interval of
—13ns and 4ns. Since binning process must contain the observation of a photon, start
time of binning starts from —13ns and ends at —5ns for Fig. [5| because significant
values of the timing histogram related to a photon observation starts after around
—4ns. Moreover, the periodicity of the binned version of the timing histogram of the
detector having ;1 = Ops can also be seen in Fig. [6] In the figure, the binned versions
are plotted for a constant bin width.

In Fig. [7] the mutual information is calculated for bin width values ranging from
0 to 4ns. In all the mutual information calculations related to different values of bin
width, the phase at the start is 0 and after one bin width the phase becomes 2.
Instead of showing the start time of binning as an axis in Fig. [7] we chose the phase
because of being a better indicator of periodicity, and in order to show the periodicity
obviously, the phase is chosen from 0 to 4w. This graph shows that even carefully

chosen bin width is not sufficient for QKD security as the start timing of binning also
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Table 2: Some examples of FWHM of detector response in the QKD market.

Brand Product Time Jitter (FWHM)
Single Quantum | A typical SNSPD with a cryogenic amplifier | < 15ps [72]

IDQ Superconducting Nanowire System (ID281) | < 30 — 60ps [73]
Hamamatsu Silicon Photomultipliers on the order of 100ps [74]
Qubitrium SPADs 1.5 — 2ns, 3ns

plays a crucial role.

2.4 FWHM of Detector Response

In the QKD market, there is a variety of companies offering detectors having low time
jitters, which are characterized by FWHMSs, as products in order to allow high key
rates in QKD implementations (as an example, some detectors and their time jitters
can be seen in Tab. . On the other hand, for a constant Aty, when FWHMs of
detectors’ responses decrease, the overlap portion of their timing histograms decreases
and their profiles become distinguishable as can be seen in Figf§, and ultimately the
mutual information increases. For this reason, detectors having low time jitters are
more vulnerable to the timing side channel attack.

Fig. [0 shows the scan of FWHM of detector response and bin width values for
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Figure 8: The effect of the FWHMSs of detectors’ responses having Aty = 100ps on
the distinguishability of the profiles and hence the values of coincidences. Blue and
red curves are two detectors’ responses. Black curve is the summation of them after
multiplied by 0.5. The distinguishability of the two can be seen in the summation
curve. (a) FWHMs = 20ps. (b) FWHMs = 500ps.
Aty = 350ps. A constant start time of binning is used for varying bin width. It is very
critical that when the FWHM of detector response is smaller than Atg, the mutual
information is almost 1. This is a direct consequence of the fact that the coincidence
peaks in the cross correlogram are almost completely distinguishable from the publicly
shared timestamps and basis sets when the FWHM of detector response is smaller
than Atg. The message that should be taken from this graph is that the FWHMs
of detectors’ responses should be negligible compared to Atg. More generally, the
coincidence peaks in the cross correlogram should overlap as mush as possible. This
can easily be arranged in a typical QKD setup by a careful physical adjustment of
the distances from the PBS to the detectors, and using the detectors the same (or
similar) FWHMs of the responses and/or electronic delays. However, an exhaustive
search of ways to prevent a loophole in the security of the QKD system is required
against an externally given delay to one of the coincidence curves as shown in Sec.
2.5

The timing side channel mentioned in this work is due to the timestamp and
basis set information sharing of Alice and Bob in the public channel. An alternative
solution to this problem is that only Alice (Bob) shares the timestamp and basis set
information in the public channel and Bob (Alice) checks for the distinguishability

in the cross correlogram peaks of + and — coincidences. After the analysis, Bob
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Figure 9: The graph of the mutual information dependence to the FWHMs of detec-
tors’ responses with varying bin width. Color bar represents the mutual information.
eliminates the offset delay in one of the detectors to make the cross correlogram peaks
completely overlapping. After this compensation Bob can share his timestamp and
basis set information with Alice in the public channel. In this way, the eavesdropper
never learns about the relative delay in coincidences from different detector sets in a
basis set. Also, measurement-device-independent schemes can be applied to eliminate

this problem.

2.5 A Method to Introduce Time Shift Between Detectors’
Responses

In this section, a method to introduce time shift between detectors’ responses is ex-
plained. Experiment on which the method will be described and the study start with
a beam profile having pump and down converted photons, however, for a complete
description of the experimental setup, stage until the generation of the profile will be
mentioned briefly.

For the purpose, a spontaneous parametric down conversion source (SPDC) is
utilized which is shown in Fig. [I0] A laser source emits vertically polarized collimated

beam whose central wavelength is 405nm. The beam is passed through a band-pass
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Figure 10: First part of the experimental setup shown in Fig. LD is laser source.
BF is band-pass filter. PLs are plano-convex lenses in a telescope configuration. SF
is spatial filter. BBO is beta barium borate nonlinear crystal.

Figure 11: The beam profile having pump photons (|V')) and down converted photons
(|[HH)), which is obtained after the BBO crystal.

filter having 405+ 2nm central wavelength and 10+2nm FWHM of bandwidth in order
to eliminate the unwanted wavelengths around the central wavelength. A telescope
configuration composed of two plano-convex lenses is used to expand non-Gaussian
beam profile and a spatial filter is used to take a relatively more uniform portion from
the non-Gaussian profile. Then, the beam is passed through a nonlinear crystal whose
cut angle is for type-1 SPDC, and horizontally polarized down converted photons are
generated.

The experiment continues with a beam profile having pump and down converted
photons which is shown in Fig. captured by a camera (Thorlabs Thorcam DCC1645C-
HQ).

In Fig. (12| a long-pass filter having 750nm cut-on wavelength is used in order to
block the pump beam. A dicroic mirror having 805nm cut-off wavelength separates
the signal and idler beams whose wavelengths are 780nm and 842nm, respectively.

At the reflected arm of the dicroic mirror, there is the signal beam and beam walk
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is performed with the help of two mirrors for fine tuning while coupling them to
a single mode fiber. Then, an aspheric lens focuses the collimated beam to single
mode fiber launch. The fiber is connected to detector 1 (S-fifteen Instrument, SI-
APD Visible Single Photon Detector) which outputs an electrical pulse in NIM logic
family for a photon falls onto the active area of it. Timestamp unit (TSU) (qutools,
quTAU time-to-digital converter) processes input signals in TTL logic family. Then,
a NIM2TTL converter is required in-between to make the logic families compatible.
At the transmitted arm of the dicroic mirror, the collimated idler beam is focused
onto the active area of detector 2 (Excelitas Technologies, Single Photon Counting
Module SPCM-AQRH-10) with the help of a plano-convex lens. TSU is connected
to a software, which makes cross correlation of the two time series obtained from
the detectors and generates the number of coincidences vs time graph, running on a
personal computer (PC). From the graph, time difference between the detectors can
be read. In the second stage of the experiment, white noise is injected to detector
2 at various amounts without saturating it with an external light source, and time
shifts that occur between detectors’ responses accordingly can be read from the same
graph.

Initially, the time difference between the detectors is read from the cross correlo-
gram and the number of photons observed by detector 2 per second is read from the
(individual) count rates tab of the TSU software in the PC. The original cross cor-
relogram obtained is shown in Fig. Then, (white) noise is injected gradually, the
cross correlogram depending on each noise injection is obtained and the total number
of photons observed by detector 2 per second is obtained in each noise injection from
the count rates tab. In the legend of the figure, the values seen are the total number
of photons, namely the number of photons without noise injection, which is 120 K/s.

Figure [14] is generated from Fig. [13] and shows the amount of accumulative time

difference occurred between detectors’ responses depending on the amount of the
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Figure 12: The experimental setup built in order to introduce time shift between
detectors’ responses. LP is long-pass filter. DM is dicroic mirror. M is mirror. AL
is aspheric lens. SMF is single mode fiber. SMFL is SMF launch. D1 and D2 are
detectors. PL is plano-convex lens. NIM2TTL is a converter between logic families.
TSU is timestamp unit. PC is personal computer.
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noise. The time difference is initially 4.056ns, finally 7.937ns, hence the total amount
of time shift produced in this setup is 3.881ns. Initial time difference is caused by
optical path differences and electrical delays between detectors as mentioned in Sec.

2.2] and final time difference is caused by the reasons explained in Sec.

2.6 FWHM Increase and Peak Shift of the Cross Correlo-
gram

Dead time is a crucial parameter in determining the counting performance of an
SPAD, which is also the type of the detector to which we inject noise. It is referred
to as the decrease of sensitivity of the SPAD against incoming photons. In order
to detect a single photon, SPADs can be operated with various reverse bias voltages
above the breakdown voltage. Operation with how much above the breakdown voltage
is determined by excess bias voltage. When a photon is detected, SPAD’s dead
time launches with a decrease of excess bias voltage below breakdown voltage, and
followed by an increase of it up to the designed operating value. These two stages
are called quenching and twilight zones [75]. The aims of the stages are to protect
the SPAD from overheating by increased energy inside caused by the absorption

of the photon, and to recover the SPAD after the required cooling is completed,
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respectively. SPAD can detect photons as long as the excess bias voltage is above the
breakdown voltage. So depending on the incoming photon rate and SPAD recovery
time, incoming photons can also be detected in the twilight zone. As the excess
bias voltage increases, the detection efficiency of the SPAD increases and time jitter
decreases [760]. SPAD response may vary with operating conditions, also by third
parties as shown in Sec. As a result, the more number of photons, the earlier
detection of the subsequent photons in twilight zone, and the less excess voltage
across SPAD, the more time jitter. As the number of photons injected to a detector
increases, the cross correlogram appears to be time shifted and widened.

In conclusion, in order to reduce or minimize the information leakage to an eaves-
dropper, choosing the bin width and start time of binning values are very important
in QKD protocols. Because the mutual information fluctuates with respect to the bin
width and the mutual information periodically fluctuates with respect to the start
time of binning. Therefore it can be concluded that arbitrarily increasing the bin
width is not a precaution to a timing side channel attack. For the security of a QKD
system, the bin width, the start time of binning and the ratio of the FWHMs of detec-
tors’ responses to the time difference between the timing histograms or the coincidence
peaks in the cross correlogram should be carefully adjusted with the characterization
of physical system parameters. It is also possible to avoid the timing side channels
by allowing one side to compensate for the time delays between cross correlogram

peaks.
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CHAPTER II1

PHOTON BUDGET OPTIMIZATION

3.1 Introduction

In QKD literature, various methods were studied to increase key rate. For exam-
ple, encryption and decryption in various degrees of freedoms [77] were put into use,
brightness of entanglement source was increased [40] via fidelity and repetition rate
increase, error correction with high speed [78] and varied schemes [79] were per-
formed, high dimensional QKD protocols [80, 8I] were generated, alternative QKD
schemes like twin-field QKD [82] [83] [84], 85] were created and achievable distances
were improved [86, 87, [8F].

In DV-QKD, there are two EB protocols E91 [89] and BBM92 [21], and there
are different protocols which use entangled photons [90, [91]. The studies performed
related to E91 are security analysis [92] 03], examination of protocol under a certain
noise model [93], employing optoelectronic polarization rotators (OPRs) in the im-
plementation of violation of Bell’s inequality [94] or throughout the QKD system [95]
as dynamic components instead of employing beam splitters and wave plates [90] as
the conventional static components, usage of entanglement between different degrees
of freedoms (hybrid entanglement) [97], efficiency analysis and improvement [98], fea-
sibility study on satellite-based communication [99], side channel analysis [100], and
eavesdropping attack [10T].

Here, we studied E91 protocol. We focused on the key rate after the steps of
sifting and parameter estimation, before the steps of error correction and privacy
amplification, which can also be called raw key rate, and aimed at increasing it.

In the EB QKD modified protocol of Ekert which is studied in Ref. [96], there
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are three types of bits whose ratios are determined according to the beam splitting
ratios of beam splitters at Alice’s and Bob’s sides. The three types of bits are key
bits, Bell’s inequality bits and discarded bits whose ratios are 25%, 50% and 25%,
respectively. These ratios are not optimum. Our method of increasing the raw key
rate will be the optimization of these ratios.

Photon budget defines the number of photons entering the detection module of
a communicating side in a certain time interval. While the photon budget can take
various values, a typical value is 10°/s, as also assumed and used in our study.

For this study, our motivation is to increase the ratio of key bits in order to max-
imize raw key rate given photon budget without compromising the security of key.
This can be achieved by decreasing the ratios of discarded bits and Bell’s inequal-
ity bits. We examined various beam splitting ratios of beam splitters at Alice’s and
Bob’s sides, and determined the optimum ratio of key bits yielding the maximum key
rate. However, this optimization study can also be implemented to the QKD systems
employing OPRs which are used for the same function as beam splitters and wave
plates. This would be done by determining OPRs’ optic axes’ directions and the
speed of change of the optic axes. Furthermore, this optimization study can also be
implemented to the QKD systems which would use metamaterials having quantum
phase transition materials for polarization change to be used in faster cryptography.
The security of raw key relies on quantum bit error rate and Bell’s inequality pa-
rameter. Quantum bit error rate will be a threshold determining the continuation or
termination of the communication system. Bell’s inequality parameter which depends
on the amount of Bell’s inequality bits will quantify how secure the system would be.

Organization of the chapter is the following. In Sec. we investigated the
uncertainty of the violation of Bell’s inequality dependence to the number of photons
used in the calculation of it and to the beam splitting ratios. In Sec. we examined

the effect of dead time of a detector in photon counting and examined the concept
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on which photon budget allocation in the E91 protocol [96] is based. In Sec. [3.4] we
introduced key rate expression that we use in our study and introduced the optimized
photon budget. In Sec. [3.5, we presented the effects of photon detection efficiency
and dark count of a detector on photon counting, explicitly. Lastly, in Sec. [3.6] we
represent another approach to photon budget optimization at an idea level, and then
finalize the chapter by summarizing the topic, giving our results and mentioning the

importance of the study.

3.2 Dependencies of Uncertainty of the Violation of Bell’s
Inequality

In the process of obtaining a final raw key to be used in the encryption and decryption,
key bits and Bell’s inequality bits are collected for a period of time. At the end of each
period, the security of key bits is quantified with a parameter, which is generated by
using Bell’s inequality bits. If this parameter, so called Bell’s inequality parameter,
is below a threshold, that block of key bits cannot contribute to final raw key and
is discarded. Bell’s inequality parameter is calculated frequently within the process
of key distribution until final raw key could be obtained. Whenever the parameter is
above the threshold, the related block of key bits can be used to contribute final raw
key. In this way, the blocks of key bits are collected and final raw key is obtained.

The Bell’s inequality parameter we used throughout the chapter is given in Eq. .
S:E(ag,b0)+E<a0,b1> —E(al,b0)+E((l1,b1) (8)

where ag(by) and a;(by) are two sets of detectors located at Alice’s (Bob’s) detection
module. FEach set of detectors consists of two detectors. In other words, each of
aog(bo) and ai(by) can be called a basis set and consists of two orthogonal basis.
Thus each detector is related to a basis and is dedicated to measure a polarization
direction which is shown in Fig. [15|[96]. E(a;, b;) is a correlation coefficient related to

measurement results obtained from basis sets a; and b;. The mathematical expression
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Figure 15: (a) Measurement basis sets used in the calculation of the amount of
violation of Bell’s inequality at Alice’s and Bob’s sides. The four basis sets and their
components are as follows: ag = {3,4}, ay = {5,6}, bp = {1',2'}, by = {3',4'}. (b)
B1, B2, B3: Beam splitters. PBS: Polarizing beam splitter. WP: Wave plate. The
numbers indicate detectors, in other words, the basis sets’ components. Figure on the
left and right represent the detection modules at Alice’s and Bob’s sides, respectively.
Reflected outputs of B1 and B3 constitute key bit detection parts of the detection
modules.

of this correlation coefficient for various values of a; and b; can be found in Eq. @
Lastly, S is the combined correlation coefficient used to quantify the quantumness a
QKD system has. While the Bell’s inequality satisfies |S| < 2, which we call classical
region, its violation is realized when 2 < |S| < 2v/2.

In a pair of measurement among Alice and Bob, the coincidence of two of the
basis in Fig. (a) results in a Bell’s inequality bit being obtained in the QKD
system. The reflected outputs of B1 and B3 in Fig. (b) represent the same basis
set, thus the coincidence of these basis sets results in a key bit being obtained in the
system. Lastly, the coincidence of a measurement at the reflected output of B1 and
a measurement at the basis set labeled with {3’,4'} results in a discarded bit being
obtained in the system. Namely, the type of a bit is determined by which basis sets

coincide.
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The components of S are given in Eq. @D

S = E(ao,b0)+E(ao,b1)—E(al,bg)‘l'E((ll,bl)

. T3y —|— Tgor — MNggr — Mgy’ + UERY —|— Tyqr — N34 — MNy3z! (9)
N3y + Ny + N3 + Mgy N3z + Nyar + N34 + Naz
ns1 + Nezr — N2 — N1 N53r + Near — Nisar — Nz

Ns1r + Ner + Nsar + Mgy Mgz + Near + Nsyr + Mgz

where ny; with k = {3,4,5,6} and [ = {1’,2',3',4'} which are shown in Fig. (a)

is the number of coincidences in polarization directions k and [ at Alice’s and Bob’s
sides. my; can be written in terms of four parameters as given in Eq. by using

statistical approach.
N = n- B2 - B3 py (10)

where 7 is the total number of photons which will be used for the calculation of S
or total number of coincidence counts, B2y is the beam splitting ratio of the beam
splitter B2 shown in Fig. (15| (b) at the direction of the basis set of which the basis k
is a component, B3; is the beam splitting ratio of the beam splitter B3 shown in Fig.
(b) at the direction of the basis set of which the basis [ is a component and py; is

the probability of coincidences in k& and [ whose expression is given in Eq. .
pr = Tr[(My, ® M) (11)

where T'r is trace operator, Mk(Ml) is the operator represents measurement along the
direction of k(l), p is the density matrix of the quantum state used in the quantum
channel and ® is tensor product enabling a joint measurement along the directions
of k£ and [ on the quantum state. Measurement operator Mk(]\ZIl) is obtained by the
outer product of ket (column vector) |k)(|l)) and bra (row vector) (k|((l|), which is

the complex conjugate of |k), as given in Eq. (12).

My = |k) (k| (12)

|k) represents a polarization direction (#) as shown in Fig. |15 (a). Matrix represen-

tations of computational basis |0) and |1) are given in Eq. (13)). |0) and |1) represent
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horizontal and vertical polarization directions, respectively. Thus each of the po-
larization directions can be expressed in terms of computational basis as given in

Eq. . An example of it can be seen in Eq. .

0)=1 1, 1= (13)
0 1
|k) = |0) = cosf|0) +sinf|1) (14)
|k =3) =|67.5°) = cos67.5° |0) + sin67.5° |1) (15)

Ultimately with Eq. , the total number of photons, which is allocated from
photon budget to Bell’s inequality bits and is used in the calculation of S is allocated
to the components of S, namely, ny,; for all the values of k£ and /. The mathematical

expression of it is given in Eq. .

A mixed state consisting of the singlet state |1)~) given in Eq. and white noise,
which is also called Werner state, was used in the quantum channel. The visibility

(V) of singlet state is taken as 0.95. Expression of the mixed state can be seen in

Eq. explicitly.

™) = (|0> ® (1) = [1) @10))

-5l -

E(IOU — [10)) (17)

(V)

po= VIY7) 7|+ ——(100) {00] + [01) (O1] + [10) (10] + [11) (11]) (18)

Values of the probability of coincidences are given in Table
Beam splitter B2 in Fig. (b) has a constant beam splitting ratio among trans-
mitted and reflected beams, and it is 0.5. Thus the value of B2, is equal to 0.5 for

all the values of k. The change of the beam splitting ratio of beam splitter B3 in Fig.
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p3rr = 0.0821 | p3y = 0.0821 | ps1r = 0.4179 | ps3 = 0.0821
paz = 0.0821 | pyyr = 0.0821 | per = 0.4179 | pesr = 0.0821
3y = 0.4179 | p3y = 0.4179 | psor = 0.0821 | psy = 0.4179
pav = 0.4179 | pszr = 0.4179 | pe1r = 0.0821 | pgz = 0.4179

Table 3: Values of the probability of coincidences.

(b) enables various ratios among three types of bits. Thus we examined a range
of beam splitting ratio of B3. For a chosen reflectance (R) of B3, the relations given
in Eq. are obtained.

B3y = B3y =R (19a)

B3y = B3y = (1- R) (19b)

As a result, nyg; can be written in terms of two independent parameters n and B3;.
Thus it can be interpreted as S is a function of independent and random variables.
Propagation of uncertainty can be applied to S and the uncertainty of S can be

expressed as given in Eq. [102, 103].

0S = \/ZZ ankl5nkz> (20)

where § stands for uncertainty. The definition of uncertainty of coincidence counts

is given in Eq. because in Poisson statistics, standard deviation is equal to the
square root of mean. Uncertainty of S, 5, can give an idea about how reliable an S

obtained would be relatively. Lastly, 0 stands for partial derivative.

kg = \/Th1 (21)

For the mixed state p, the uncertainty of S depending on the various numbers of
photons and various values of the reflectance of beam splitter B3 was computed and
shown in Fig. [16]

Expected value of S is obtained by using Eq. .

(5) = Tr[S] (22)
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Figure 16: The graph of the uncertainty of S dependence to the number of photons
and the reflectance of beam splitter B3. Color bar represents the uncertainty of .S.
where (5‘ ) is the expected value of S, S is the operator acting on the density matrix
. S is obtained by substituting the joint measurement operators of k and [ which
are related to ny; into Eq. (@) Also, ideally expected value of S can be obtained by
using Eq. .

S =2V2V (23)

where V' is the visibility of the quantum state. In addition to Fig. [16], the uncertainties
in terms of error bars around the ideally expected value of S can be seen in Fig. .
In the figure, the dependence of the uncertainty to the number of photons is shown
for the case of 50 : 50 beam splitters are employed at both communicating sides.
Since the number of photons used in the calculation of S follows Poisson distribu-
tion, S also follows the same statistics. A Poisson distribution can be approximated
with a Gaussian distribution when its mean > 20 [104]. We considered different pairs
of numbers of photons 1 and reflectance R as independent experiments and modeled
the probability distribution of S in each case with a Gaussian distribution approx-
imation whose standard deviation is the corresponding uncertainty in Fig. (16, We

called the region |S| < 2 as classical region, computed the areas under the probability
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Figure 17: The graph of the uncertainty of S dependence to the total number of
photons used in the calculation of S in case of 50 : 50 beam splitters are employed.
distributions of S which fall into the classical region and showed the dependence of
the probability to n and R in Fig. [18|

The probability shows the percentage of all the blocks of key bits collected in a
key distribution process which cannot contribute to the final raw key. In other words,
it represents the ratio of key rate which will be discarded in unit time interval. Even
if the quantum channel is secure, communicating sides can obtain an S value from
the classical region at that probability. We will call the raw key rate remains after

the decrease at that probability as average raw key rate in the rest of the chapter.

3.3 Effect of Dead Time of Detector in Photon Counting

Dead time is the bottleneck which limits photon counting in a detector. The number
of photons observed at a detector may differ from the number of photons reaching

the detector. The relation between them is given in Eq. .

n
N = 24
n-t-10712 41 (24)

where n is the number of photons reaching detector per second, t is the dead time of

detector in terms of ps and takes value within the range of 1ps < ¢t < 10'%ps, and N
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Figure 18: The graph of the dependence of the probability to the number of photons
and the reflectance of beam splitter B3. Color bar represents the probability of
obtaining a value from the classical region for S.

is the number of photons observed at detector per second. Dependence of N to t is
shown in Fig. [19

There are three types of n with which we are dealing. Photon budget is allocated
among three types of n as given in Eq.. They are the numbers of photons reaching

detectors or detectors’ groups which are dedicated to obtain three types of bits.

N = Nkey + Ng + Ndiscarded (25)

The numbers of photons reaching these detectors are determined by the ratios of three

types of bits as given in Eq. (20]).

Nkey = N - Tatioof key bits (26a)
ns = n - ratioof Bell's inequality bits (26b)
Ndiscarded = N - Tatio of discarded bits (26¢)

The ratios of three types of bits change according to the beam splitting ratios at

communicating sides as given in Eq. .
ratioof keybits = Blg - R (27a)
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Figure 19: The graph of the number of photons observed at a detector per second
dependence to the dead time of detector. Legend represents n, namely, the number
of photons reaching detector per second.

ratioof Bell'sinequality bits = (1 — Blg) - 1 (27D)
ratioof discarded bits = Blg - (1 — R) (27¢)

where Bl and R are the reflectances of the beam splitters B1 and B3 in Fig. [15|(b).
Ratios of three types of bits dependence to the beam splitting ratios are shown in
Fig. 20l In the figure, the beam splitting ratios are taken symmetric for both sides,
namely, it is taken as Blgp = R so the x-axis shows the values of R. The ratios of key
bits, Bell’s inequality bits and discarded bits are %25, %50 and %25, respectively,
where the beam splitting ratio for key at both sides = 0.5.

In the rest of the chapter, dead time was be taken as 1ps. In the calculation
of the numbers of photons in three types of bits, coincidence window, which is the
time interval to determine coincidences (pairs of bits) among communicating sides,
is also chosen equal to dead time. Given the dead time and coincidence window,
we continued our study with the numbers of photons observed in three types of bits
which are given against the ratio of key bits in Fig. [21]

While 7 in Eq. is the number of photons which will be used in the calculation
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Figure 20: The graph of the ratio of three types of bits dependence to the beam
splitting ratio for key at both sides, namely, dependence to the ratios in the reflected
outputs of Bl and B3 in Fig. [15] (b).
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photons which will be used in the calculations of raw key rate, Bell’s inequality
parameter and the number of photons discarded, respectively.
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of S, Ng in Fig. is the number of photons which will be used in the calculation of

S per second.

3.4 Average Raw Key Rate

The key rate formula we used is that of device-independent QKD which is based
on collective attacks scenario [I7]. In collective attacks scenario, an eavesdropper
collects her ancilla qubits which interact with Alice’s and Bob’s qubits, and stores
them in a memory unit without performing any measurement. After she learns the
measurement, basis sets performed at Alice’s or Bob’s side via classical channel, she
makes the optimal measurement (or maybe the same measurements as Alice or Bob)
on them. The key rate formula is the first multiplier in Eq. whose unit is

bits/symbol.

(1 1) - h<1 +/((S +255)/2)2 - 1)) + Ny - (1= P) (28)

where 1 is the entropy of Alice or Bob, it is equal to the initial mutual information

between them in accordance with the entropic relation given in Eq. .
I(A;B) = H(A) — H(A|B) (29)

This initial entropy is at its max value because of the assumption that they have the
same key bit string and it is secure (H(A|B) = 0). h(Q) is the binary entropy of

quantum bit error rate (), which is calculated as given in Eq. .
Q = Tr[(My ® My)p] + Tr((Mz ® My)p] (30)

where My and My are measurement operators along the directions of 90° and 0°,
respectively, as shown in Fig. (a). M, and M, are measurement operators, which
are applied at Alice’s side, along the same direction as M,/ and MQ/, respectively. The
expected value of Q is 0.025 caused by the visibility V' of the quantum state [¢)7)

within the mixed state p. The threshold of ) which is determined by the attack type
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assumed is 0.071 [I7]. Thus, in an implementation of this experiment, a value between
these two values can be chosen as the threshold for (), depending on the physical
conditions. We continue with the value of 0.025. The first two terms constitute the

new mutual information between Alice and Bob. It can also be referred to as classical

(S+65)/2)2—1
2

mutual information because of basing on classical bits. h(H ( ) is the
accessible information about the quantum state (Holevo bound) by an eavesdropper.
It is the maximum quantum mutual information between one of the legitimate parties
and Eve in a one-way communication of classical information between Alice and Bob
in the parameter estimation stage. Here, S is the mean and 6.5 is the uncertainty of
Bell’s inequality parameter. In the comparison of different distributions of S in the
experiments using different total number of photons, the range of 4 o, where p is
the mean and o is the standard deviation of the distribution, can be used. Thus from
the range of S 4+ 95, we chose S + 0.5 because of being closer to the classical region
to distinguish the effect of different distributions of S as the worst case scenario that
can be encountered in an experiment. With the subtraction of this term, key rate,
which is secure, between Alice and Bob is obtained. N, is as defined in Sec.
and is the conversion parameter from bits/symbol to bps which would be the unit of
the key rate used in the rest of the chapter since each symbol or photon carries one
bit of information. P is the probability of obtaining an S from the classical region
and with the use of it the key rate formula turns into average key rate.

The average key rates that can be obtained depending on the beam splitting
ratios, and the maximized key rate can be seen in Fig. 22 While average key rate is
0.1331Mbps in the standard configuration which is the employment of 50 : 50 beam
splitters [96] and is shown as a red circle in the figure, it becomes 0.4342Mbps in
the employment of 90 : 10 beam splitter at Alice’s side and 97 : 3 beam splitter
at Bob’s side and shown as a blue circle in the figure. Hence our method presents

an increase in the average key rate up to 226.22%. Also, while the ratios of key
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bits, Bell’s inequality bits and discarded bits are 25%, 50% and 25% in the standard
configuration, their ratios in the maximized key rate configuration is 87%, 10% and
3% which can be seen in Fig. 23] 24 and 25] respectively. In the figures, the labels of
x-axes and legends were kept the same in order to enable reading the values of all the
parameters which depends on the beam splitting ratios. Additionally, the number of
photons used in the calculation of S becomes 10°/s with the 10% allocation. This
value can be read from the graph of Ng dependence to the beam splitting ratios at
Alice’s and Bob’s sides which is Fig. [26] S with its uncertainty corresponding to that
much of photons is —2.6870 £ 0.0255. The uncertainty can be seen in Fig. 27 The
quantification of violation of Bell’s inequality can be given in terms of the number of
standard deviations (SDs). It is computed as given in Eq. (31)).

22V — 2
ag

number of SDs = (31)

where ¢ is 1SD, which can be seen in Bell’s inequality parameter given in the form
of —2.6870 + 0. Thus in the optimized allocation, Bell’s inequality is violated with
26.95SD and it can be seen in Fig. 28] In the literature, there are various numbers
of standard deviations in the violations of Bell’s inequality, such as 6SD, 12SD [105],
8.5SD, 9.3SD [106], 10SD [107, 108], 24SD [109, 108], 203SD [I10], and there is no
threshold other than the trivial conclusion that the number of standard deviations
> (0 must be satisfied. Thus 26.95SD is within the acceptable range of the numbers of
standard deviations of the violation, and 10% allocation instead of 50% to the Bell’s
inequality bits does not expose a compromise in the security of the QKD system
which is based on S.

Incremental steps of the beam splitting ratio at Alice’s side is 0.1 and at Bob’s side
is 0.001. More precise optimum values can be obtained by reducing the incremental
steps of the beam splitting ratios in the simulations for the QKD systems which
enable more sensitive implementations. However, the change in the beam splitting

ratios from 50 : 50 to roughly 90 : 10 would give a considerable increase in the key
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Figure 22: The graph of the average key rate dependence to the beam splitting ratio
for key at Bob’s side, namely, dependence to the beam splitting ratio at the reflected

output of B3 in Fig. (b). Legend represents the beam splitting ratio for key at
Alice’s side, namely, the beam splitting ratio at the reflected output of Bl in Fig.
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Figure 23: The graph of the ratio of key bits dependence to the beam splitting ratios
for key. Legend represents the beam splitting ratio for key at Alice’s side.
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Figure 24: The graph of the ratio of Bell’s inequality bits dependence to the beam
splitting ratios for key. Legend represents the beam splitting ratio for key at Alice’s
side.
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Figure 25: The graph of the ratio of discarded bits dependence to the beam splitting
ratios for key. Legend represents the beam splitting ratio for key at Alice’s side.
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Figure 26: The graph of the number of photons used in the calculation of S depen-
dence to the beam splitting ratios for key. Legend represents the beam splitting ratio
for key at Alice’s side.
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Figure 27: The graph of the uncertainty of S dependence to the beam splitting ratios
for key. Legend represents the beam splitting ratio for key at Alice’s side.
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Figure 28: The graph of the number of standard deviations of the violation of Bell’s
inequality dependence to the beam splitting ratios for key. Legend represents the
beam splitting ratio for key at Alice’s side.

rate as shown in this study.

Fig. is plotted to show at which beam splitting ratios a maximized average
key rate can be achieved. In this figure, the beam splitting ratios at both sides
are chosen as the same as indicated in the label of x-axis. Photon budget changes
within the range of [10%,10%/s. Color bar shows normalized average key rate in which
average key rates at various beam splitting ratios for a photon budget is normalized
according to the maximized average key rate. After n = 10°/s, maximized average
key rate seems to happen when beam splitting ratios for key = 0.9. It is suggested
to look at average key rate change in a graph of the type of Fig. 22| If the global
maximum average key rate cannot be seen in such a graph, the conclusion that this
experimental setup for higher photon budgets may not be effective can be inferred.
For example, maximized average key rate values for n = {103 10*,10°} /s can be
seen in Fig. 30} BI] and [32] along with corresponding numbers of standard deviations.
And it can be concluded that when n = 10/s; it is not effective to work with the
experimental setup configuration given in this study since the global maximum value

of the average key rate cannot be seen in Fig. [32] (a).
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Figure 30: (a) Average key rate dependence to the beam splitting ratios for key
at Alice’s and Bob’s sides when n = 10%/s. (b) Number of standard deviations
dependence to the beam splitting ratios for key at Alice’s and Bob’s sides when
n=10%/s.
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Figure 31: (a) Average key rate dependence to the beam splitting ratios for key
at Alice’s and Bob’s sides when n = 10%/s. (b) Number of standard deviations
dependence to the beam splitting ratios for key at Alice’s and Bob’s sides when
n=10/s.
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Figure 32: (a) Average key rate dependence to the beam splitting ratios for key
at Alice’s and Bob’s sides when n = 10%/s. (b) Number of standard deviations

dependence to the beam splitting ratios for key at Alice’s and Bob’s sides when
n=10/s.
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Average key rate values can change according to detector specifications. In order
to see the effects of photon detection efficiency and dark count on photon counting,

Sec. [3.8] should be consulted.

3.5 Effects of Photon Detection Efficiency and Dark Count
of Detector in Photon Counting

Besides dead time, photon detection efficiency (PDE) and dark count (DC) also take

part in the relation between the numbers of photons reaching a detector and observed

at the detector per second. They can be incorporated as given in Eq.(32).

n-PDE + DC
N = 2
n-PDE-t-10712 41 (3>

where n, t and N are as defined in Eq. In this study, PDE and CD are taken as
1 and 0/s, respectively, for the simplification. The effect of PDE can be seen in the
left hand side of Fig. [33] which is a vertical shift in the linear region. And the effect
of DC can be seen in the right hand side of Fig. [33] which shows itself as noise while
working with relatively lower number of photons. And it shows the performance of
a detector while working with relatively low number of photons. In this figure, dead
time was taken as 22ns for all the curves and substituted into Eq[32) in terms of ps
as compatible with Eq[24] Alternative to Eq.(32)), a formula which characterizes a
detector should be used in a specific implementation in order to obtain average key

rates achievable.

3.6 Another Approach for Photon Budget Optimization

In an E91 QKD system application having dynamic polarization rotators used instead
of beam splitters and wave plates as shown in Fig. different measurement basis sets
are realized with the rotations of optical axes of OPRs. In Fig. S is entanglement
source, CAs are coincidence analyzers and QRNGs are quantum random number

generators. QRNGs apply voltage to OPRs and change the direction of optical axes,

o7



(=)
ES)

(=]
ES

——PDE=1.00, DC=0/s
——PDE=0.58, DC=25/s
PDE=0.58, DC=1500/s

——PDE=1.00, DC=0/s
——PDE=0.70, DC=25/s
PDE=0.58, DC=25/s

(=}
o
T

—_

(=}
o
T

=l
™
T

Number of Photons Observed N (s‘])
=

Number of Photons Observed N (s'])
=

cﬁ
S
=]

10° 10° 10 10 10° 10°

Number of Photons Reaching Detector n (s’l) Number of Photons Reaching Detector n (s’l)

(a) (b)

4

Figure 33: The graphs of the number of photons observed vs the number of photons
reaching detector. The effect of photon detection efficiency and dark count to the
number of photons observed.

with uniform or non-uniform probabilities randomly. Uniform probability distribution
among basis sets used in the generation of raw key bits, Bell’s inequality bits and
discarded bits yields 17%, 66% and 17%, respectively. Photon budget optimization
can be applied to this systems in the similar way explained in the previous sections
(and this study can also be found in [I1I]) and optimum ratios can be obtained
by creating non-uniform probability distribution. In performing this optimization, a
point needs to be taken into account differently from the previous method, which is
explained as follows. Certain directions of optical axes will correspond to certain basis
sets. When switching between basis sets, there exist time intervals in which photons
will be discarded because of not measuring in the expected optical axes orientations
or in the expected basis sets and will contribute to the discarded bits defined in Sec.
3.2l The time intervals and the number of photons which will be discarded depend
on the speeds of changes of optical axes. Thus, this point also should be taken into
account in the optimization. However, what we offer here is a different approach than
this method. It is the idea of regaining of the discarded bits defined in Sec. to

the system and using them to apply voltage to OPRs. In this way, the number of

o8



D PBS PBS D

OPR —— S —OPR P

o QRNG QR|NG oA
| |

Figure 34: Reducing the number of discarded bits by regaining them to the system.
S is entanglement source, OPRs are optoelectronic polarization rotators, PBSs are
polarizing beam splitters, Ds are detectors, CAs are coincidence analyzers and QRNGs
are quantum random number generators.

discarded bits will be reduced by ‘recycling’.

As a result, in this chapter, we focused on a standardized E91 QKD protocol, in
which 50 : 50 beam splitters are employed at both Alice’s and Bob’s sides. Depending
on the positioning of measurement basis sets with respect to the beam splitters, there
was the allocation of 25%, 50% and 25% of a photon budget among three types of
bits, which are key bits, Bell’s inequality bits and discarded bits. We calculated raw
key rate for the 50 : 50 beam splitters and for the standard allocation as a reference
point. Then, we examined the value of raw key rate for various beam splitting ratios
and for various allocations of the photon budget. We searched the optimum beam
splitting ratios and allocations yielding the global maximum raw key rate, and showed
that 226.22% increase in raw key rate can be achievable with 90 : 10 and 97 : 3
beam splitting ratios, and with the allocation of 87%, 10% and 3%. Additionally,
we showed that optimum beam splitting ratios can vary for different photon budgets
in a constant configuration of experimental setup by defining a parameter called
normalized average key rate and by using it. An E91 QKD protocol may have various
configurations such as not including all the basis sets used in this study or establishing
symmetrical detection modules in terms of basis sets at both communicating sides
or the realization of basis sets by using OPRs instead of beam splitters and wave

plates. The optimization of photon budget allocation should be applied to all the
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experimental setups of the similar kind for the best use of resources and for the

maximization of raw key rate.
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CHAPTER IV

CONCLUSION

QKD protocols presents unconditional security in theory. Imperfections occur in ex-
perimental implementations unavoidably and they can cause security loopholes as
opposed to its core promise. One of them is timing side channel or detector efficiency
mismatch, which is valid for PAM and EB QKD systems. In the literature, there
was a recognized solution to this problem, which is the increase of time bin width in-
stead of revealing precise timing information via public channel. Mutual information
between the values of key bits and the timestamp information of photon detection
events is used in the quantification of leakage information to a possible eavesdropper.
In the literature, it has been shown that as time bin width increases, the mutual
information monotonically decreases. On the other hand, in the thesis, we performed
a detailed analysis of timing side channel and showed that arbitrarily increasing the
time bin width does not necessarily decrease the mutual information. It fluctuates
as opposed to the monotonically decreasing behaviour shown in literature previously.
Additionally, we revealed a characteristic of the mutual information, which is periodic
fluctuation with respect to a parameter called start time of binning for a constant
time bin width. Then, we continued with presenting the dependence of the mutual
information to the uncertainty of a detector response and showed that decreasing the
FWHM of a detector response increases the mutual information for a constant time
difference between detectors’ responses. Consequently, with this study, we demon-
strate that three important parameters, time bin width, start time of binning and
a comparison or the ratio between the FWHM and time difference between detec-

tors’ responses must be chosen carefully in order to prevent security loopholes caused
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by experimental implementations. And before finalizing the chapter, we showed a
method to introduce time shift between detectors’ responses experimentally, which
can be utilized by an illegitimate party for the purpose of creating a timing side
channel.

For QKD systems to be deployable in real life, they need to be improved from an
engineering point of view. This may include increasing the data exchange capacity of
a system to meet the demands, identifying trade-off relations, making choices based on
priorities and making tolerable compromises, or the simplification of system. Likewise,
in the second part of the thesis, we focused on the improvement of raw key rate in a
standardized E91 QKD system without compromising its security. Our method is to
optimize photon budget allocation among three types of bits used in the system for
different purposes or occurred unavoidably. These three types of bits were key bits,
Bell’s inequality bits and discarded bits and their ratios were 25%, 50% and 25%,
respectively, in the proof-of-principle experiment. On the other hand, we presented
226.22% increase in raw key rate with 83%, 10% and 7% allocation of photon budget
among three types of bits. These ratios were achieved by replacing 50 : 50 beam
splitters with a 90 : 10 beam splitter at one communicating side and a 93 : 7 beam
splitter at the other communicating side. In this way, we presented a study that will
make the use of a standardized QKD system more effective. Before performing the
optimization, as a required step, we showed that Bell’s inequality parameter, S, used
in the quantification of security can be written in terms of two independent random
variables, and the propagation of uncertainty formula can be used in obtaining the
probability distribution of S. Other than that, we reminded the effects of dead time,
photon detection efficiency and dark count of a detector on photon counting process
to the reader. We demonstrated that the optimum beam splitting ratios can vary
depending on photon budget. Lastly, we presented another approach for photon

budget optimization in a simplified system.
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