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Date:



To my father Kamuran Civaş
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ABSTRACT

Transceiver Architectures and Physical Layer Techniques for

Unconventional Communications in the Internet of Everything

Meltem Civaş

Doctor of Philosophy in Electrical and Electronics Engineering

January, 2024

This thesis explores the emerging Internet of Everything (IoE) framework, a trans-

formative paradigm in Information and Communication Technologies (ICT) that

extends human connectivity beyond traditional boundaries. The IoE conceptualizes

a comprehensive network architecture that mirrors the complexity of interconnected

systems in nature, integrating a diverse array of ICT technologies across different

scales and environments. This advancement presents numerous opportunities but

also poses significant challenges, particularly in aligning communication technology

with the IoE’s complex and dynamic nature. The thesis considers the challenges and

the solutions at the physical layer/device level linked to unconventional communi-

cations essential for realizing the IoE. It focuses on two emerging communication

paradigms: Molecular communications (MC) and Terahertz (THz)-band communi-

cations. These paradigms are key to expanding beyond the limitations of existing

networks and are instrumental in actualizing the IoE. A comprehensive exploration

is conducted into the challenges and potential solutions associated with these uncon-

ventional communications. The thesis first introduces the universal IoE transceiver,

a novel device concept for integrating heterogeneous networks within the IoE frame-

work. It discusses transceiver architectures based on graphene and related materials,

which are promising for unconventional communication modalities, especially in the

context of the Internet of Bio-Nano Things (IoBNT), an emerging subset of the IoE.

The thesis further investigates advanced physical layer techniques for practical MC

systems and explores effective solutions for facilitating THz-band communication

in space. These in-depth studies aim to enhance connectivity and communication

on a universal scale, shaping the future landscape of the IoE. The work presented

provides pathways toward mitigating the complexities inherent in unconventional
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communications, thereby contributing to the advancement of IoE technologies.



ÖZETÇE

Her Şeyin İnternetinde Geleneksel Olmayan Haberleşme için

Alıcı-Verici Mimarileri ve Fiziksel Katman Teknikleri

Meltem Civaş

Elektrik ve Elektronik Mühendisliği, Doktora

Ocak, 2024

Bu tez, insan bağlantısını geleneksel sınırların ötesine taşıyan Bilgi ve İletişim

Teknolojilerinde (BİT) dönüştürücü bir yaklaşım olan, gelişmekte olan Her Şeyin

İnterneti (IoE) çerçevesini incelemektedir. IoE, doğadaki birbirine bağlı sistem-

lerin karmaşıklığını yansıtan, farklı ölçeklerde ve ortamlarda çeşitli BİT teknolo-

jilerini entegre eden kapsamlı bir ağ mimarisini kavramsallaştırmaktadır. Bu il-

erleme çok sayıda fırsat sunmakla birlikte, özellikle iletişim teknolojisini IoE’nin

karmaşık ve dinamik doğasıyla uyumlu hale getirme konusunda önemli zorluklar

da ortaya çıkarmaktadır. Tez, IoE’nin gerçekleştirilmesi için gerekli olan gelenek-

sel olmayan iletişimle bağlantılı fiziksel katman ve cihaz seviyesindeki zorlukları ve

olası çözümleri ele almaktadır. Gelişmekte olan iki iletişim paradigmasına odaklan-

maktadır: Moleküler iletişim (MC) ve Terahertz (THz) bandı iletişimi. Bu paradig-

malar, mevcut ağların sınırlamalarının ötesine geçmenin anahtarıdır ve IoE’nin hay-

ata geçirilmesinde etkilidir. Bu geleneksel olmayan iletişimlerle ilgili zorluklar ve

potansiyel çözümler hakkında kapsamlı bir araştırma yapılmıştır. Tezde ilk olarak

IoE çerçevesinde heterojen ağları entegre etmek için yeni bir cihaz konsepti olan

evrensel IoE alıcı-vericisi tanıtılmaktadır. Özellikle IoE’nin gelişmekte olan bir alt

kümesi olan Biyo-Nano Nesnelerin İnterneti (IoBNT) bağlamında, geleneksel ol-

mayan haberlesşme modaliteleri için umut verici olan grafen ve ilgili malzemelere

dayalı alıcı-verici mimarilerini tartışmaktadır. Tez ayrıca pratik biyosensör ta-

banlı MC sistemleri için gelişmiş fiziksel katman tekniklerini araştırmakta ve uza-

yda THz-bant iletişimini kolaylaştırmak için etkili çözümler araştırmaktadır. Bu

derinlemesine çalışmalar, IoE’nin gelecekteki manzarasını şekillendirerek evrensel

ölçekte bağlantı ve iletişimi geliştirmeyi amaçlamaktadır. Sunulan çalışma, gelenek-

sel olmayan iletişimin doğasında var olan karmaşıklıkları azaltmaya yönelik yollar
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sunmakta ve böylece IoE teknolojilerinin ilerlemesine katkıda bulunmaktadır.
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INTRODUCTION

The digital world is advancing towards a new era extending human connectivity

beyond traditional boundaries, marking the emergence of the Internet of Everything

(IoE). The IoE represents an innovative paradigm in the field of Information and

Communication Technologies (ICT), conceptualizing a comprehensive network ar-

chitecture that mirrors the intricacy of interconnected systems observed in nature.

Drawing from a diverse array of ICT technologies across different scales and envi-

ronments, the IoE presents numerous opportunities. However, these opportunities

also come with their challenges. Addressing these challenges requires enhancing our

communication technology to align with the complex and dynamic nature of the

IoE.

The present-day networking environment comprises a wide variety of communi-

cation technologies. Our relentless efforts to probe into less-explored environments,

such as underwater, outer space, and within the human body, drive the continual di-

versification of these technologies. By analogy, the natural communication systems

that have evolved over billions of years demonstrate significant variability, particu-

larly noticeable in biological signaling pathways and entities. The IoE framework

aspires to unify traditional and emerging communication mechanisms from these

heterogeneous networks. This unification, melding natural and human-made net-

works, is a step towards optimizing our connectivity on a universal scale.

Therefore, this thesis considers the challenges and potential solutions at the phys-

ical layer/device level linked to unconventional communications that are key to real-

izing the IoE. It focuses on two emerging communication paradigms: Molecular com-

munications (MC) and Terahertz (THz)-band communications. These paradigms

hold the power to expand beyond the limitations of our existing communication



networks, playing a significant role in making the IoE a reality.

In the subsequent chapters of this thesis, a thorough exploration will be con-

ducted into the challenges and potential solutions associated with unconventional

communications at the physical layer/device level. This level is crucial for realizing

the IoE paradigm, as the most prominent challenges lie at the physical level. Exten-

sive research and novel approaches supported by detailed analysis aim to illuminate

this critical aspect, providing pathways toward mitigating the complexities inherent

in unconventional communications.

The first part of the thesis introduces an innovative communication device paradigm

- the universal IoE transceiver. This concept embodies the significant potential for

seamlessly integrating heterogeneous networks within the framework of the IoE. The

discourse will then explore transceiver architectures based on graphene and related

materials. These architectures offer promising avenues for unconventional communi-

cation modalities, specifically emphasizing MC and Terahertz (THz)-band commu-

nications within the Internet of Bio-Nano Things (IoBNT), an emerging subset of

the IoE. The next part will investigate advanced physical layer techniques for prac-

tical MC systems. After that, the focus will shift toward exploring effective physical

layer solutions instrumental in facilitating THz-band communication. These in-

depth explorations aim to pave the way for a deeper, more seamless connection and

communication with the universe, sculpting the landscape of the upcoming IoE era.

The thesis is organized as follows:

Part 1: Transceivers Architectures for the Internet of Everything: Op-

portunities and Challenges

Chapter 1: This chapter introduces a new communication device concept, i.e., the

universal IoE transceiver. This concept encompasses transceiver architectures char-

acterized by multi-modality in communication (with modalities such as molecular,

RF/THz, optical and acoustic) and energy harvesting (with modalities such as me-

chanical, solar, and biochemical), along with modularity, tunability, and scalability.

An overview of the opportunities micro/nanoscale universal transceiver architectures
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offer to realize IoE applications is provided. The most pressing challenges in imple-

menting such transceivers and a brief review of the open research directions are also

discussed. This discussion mainly focuses on the opportunities and challenges of the

IoE physical layer, which can enable the efficient and effective design of higher-level

techniques. It is proposed that such universal transceivers can pave the way for a

deeper, seamless connection and communication with the universe and pioneer the

construction of the forthcoming IoE landscape.

Chapter 2: This chapter focuses on expanding connectivity to biological networks

via the Internet of Bio-Nano Things (IoBNT). The IoBNT, a transformative com-

munication framework within the IoE, is characterized by heterogeneous networks

comprising biological entities and artificial micro/nano-scale devices, referred to as

Bio-Nano Things (BNTs). These BNTs interface with conventional communication

networks to enable innovative biomedical and environmental applications. Realiz-

ing the potential of IoBNT necessitates the development of new and unconventional

communication technologies, such as molecular communications. This development

also includes corresponding transceivers, bio-cyber interfacing technologies that con-

nect the biochemical domain of IoBNT to the electromagnetic domain of conven-

tional networks, and miniaturized energy harvesting and storage components for the

continuous power supply to BNTs. Graphene and related materials (GRMs) exhibit

exceptional electrical, optical, biochemical, and mechanical properties, making them

ideal candidates for addressing the challenges posed by IoBNT. This chapter high-

lights recent advancements in GRM-based device technologies that hold promise for

implementing the core components of IoBNT. By identifying the unique opportuni-

ties offered by GRMs and aligning them with the practical challenges associated with

IoBNT, particularly in the materials domain, the aim is to accelerate the transition

of envisaged IoBNT applications from theoretical concepts to practical implementa-

tions while also uncovering new application areas for GRMs.
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Part 2: Physical Layer Techniques for Practical Molecular Communi-

cation Systems

Chapter 3: This chapter introduces a novel detection method for graphene bioFET-

based MC receivers (MC-Rxs). Practical MC-Rxs may be implemented based on

field-effect transistor biosensor (bioFET) architectures, in which surface receptors

reversibly react with ligands, encoding the information via their concentration. The

time-varying concentration of ligand-bound receptors is translated into electrical sig-

nals via the field effect, which is then used to decode the transmitted information.

However, ligand-receptor interactions often fail to provide ideal molecular selec-

tivity since similar types of ligands, or interferers, co-existing in the MC channel

can interact with the same type of receptors, resulting in cross-talk. Overcoming

this molecular cross-talk with time-domain samples of the Rx’s electrical output

is not always achievable, especially when the Rx lacks knowledge of the interferer

statistics or operates near saturation. In order to address this issue, a frequency-

domain detection (FDD) technique for bioFET-based MC-Rxs is proposed in this

chapter. This technique leverages the difference in binding reaction rates of differ-

ent types of ligands, which is reflected in the noise spectrum of the ligand-receptor

binding fluctuations. An analytical derivation of the bit error probability (BEP) of

the FDD technique is presented, demonstrating its effectiveness in decoding trans-

mitted concentration signals under stochastic molecular interference compared to a

widely-used time-domain detection (TDD) technique. This analytical performance

bound for the FDD is then verified through particle-based spatial stochastic simula-

tions of the binding reactions on the MC-Rx in microfluidic channels. The proposed

FDD method can be applied to any biosensor-based MC-Rxs that employ receptor

molecules as the channel-Rx interface.

Chapter 4: This chapter analyze the symbol error probability (SEP) for FDD

introduced in the previous chapter, and also investigate the end-to-end channel

capacity of bioFET-based MC receiver with cross-reactive receptors, considering

factors such as background interference and similarities in ligand affinities. The
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results are promising regarding the potential of bio-sensor based MC systems.

Part 3: Enabling Terahertz Communication in the IoE: Physical Layer

Solutions and Applications

Chapter 5: Despite its potential viability, the Terahertz (THz) band has fre-

quently been overlooked in discussions about inter-satellite links (ISLs). This chap-

ter proposes a THz-band ISL system, considering recent advancements in the area

from the past decade. Subsequently, link budgets for a representative usage scenario

are computed to demonstrate propagation mechanisms. As the chapter concludes,

it outlines avenues for future research, including exploring the Internet of Space,

while acknowledging potential challenges that might emerge.

Chapter 6: This chapter proposes using Terahertz band (0.1-10 THz) wireless

communications in the Internet of Space to meet the increasing demand for space

links. The major challenges posed by the realization of THz band space links and

potential solutions are discussed. The chapter also includes the simulation of Mars-

space THz links under conditions of a clear Mars atmosphere and heavy dust storms,

demonstrating that a significant bandwidth is available for Mars communication

traffic even under the most challenging conditions.
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Part I

Transceivers Architectures for the

Internet of Everything:

Opportunities and Challenges

6



Chapter 1: Universal Transceivers for the IoE 7

Chapter 1

UNIVERSAL TRANSCEIVERS FOR THE IOE

1.1 Introduction

The ever-growing demand for high data rates and low latency coupled with the

exponential increase in the number of interconnected devices has been met by the

evolution and diversification of the conventional communication technologies, partic-

ularly moving towards higher frequency bands, e.g., mm-Wave and THz bands [13].

Likewise, the objective of extending our control and connectivity to underexplored

environments, e.g., underwater, intra-body, with the ever-increasing resolution has

led to the emergence of new non-conventional communication modalities, such as

acoustic communications and molecular communications (MC) [14, 15]. These fast-

paced developments have been further accompanied by the introduction of numer-

ous wireless power transfer (WPT) and energy harvesting (EH) techniques that can

exploit various energy sources to overcome the limitations of finite-capacity batter-

ies and enable self-sustaining networks within the Internet of Things (IoT) frame-

work [16, 17, 18]. Hence, the current and future landscapes of communications

and networking are characterized by increasing heterogeneity of communication and

power supply technologies, which are optimized only for particular scales, environ-

ments, and applications.

The recently introduced Internet of Everything (IoE) framework is positioned

to exploit the heterogeneity of current and next-generation communication and

networking technologies (both conventional and non-conventional) to extend our

connectivity to the entire universe, which is itself a natural IoE, an inherently het-

erogeneous network of everything we perceive, whose interactions governed by the

laws of physics [19]. Maximizing the connectivity to the universal scale through the
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integration of different communication technologies and their close interaction with

the natural IoE is expected to enable novel applications. For example, control over

biological communication pathways among living entities, such as biological cells,

animals, plants, through the seamless interface of our communication technologies

will have broad implications for biomedical, agricultural, and environmental ap-

plications [20]. As a particular example, interfacing future molecular nanosensor

networks located inside the human brain to the low-latency and high-rate electro-

magnetic 5G wireless networks can bring the Internet of Senses to reality, enabling

the nonverbal, i.e., conceptual, communication of human-body senses between in-

dividuals. The countless number of applications that can be enabled by the blend

of heterogeneous technologies across different scales and environments, however,

impose several fundamental challenges, such as interoperability, ubiquitous connec-

tivity, energy efficiency, and miniaturization.

As in all networking technologies, the opportunities and limitations pertaining

to the physical layer of the IoE will largely determine what we can achieve with

higher-layer techniques and protocols in terms of tackling its core challenges. With

this consideration, we set out to investigate the physical architecture of a universal

transceiver that, we believe, can enable the efficient and effective design of higher-

level techniques for the IoE. Here we coin the universal IoE transceiver as an um-

brella term, which encompasses all transceiver devices that are characterized by the

key IoE attributes, such as multi-modality, modularity, tunability, and scalability, and

can be embedded into any entity or device to transform them into IoE devices. Al-

though combinations of these traits have already been considered in the literature for

various communication devices and networks, those studies are limited to particular

communication technologies and applications, and thus, away from providing gen-

eral insights into transceiver architectures that can address the IoE challenges. For

example, multi-modal communications has been extensively studied in the context

of underwater networks to optimize the connectivity by adaptively combining acous-

tic communications with optical or RF communications [21, 22, 23]. Smart gateway

architectures, providing modularity and multi-modality in terms of communication
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technologies and protocols, have been proposed for IoT to shield the heterogeneity of

the IoT sensing layer in its interaction with the network layer [24]. Cognitive radio,

and in general, software-defined radio technologies consist in the dynamic tunability

of the transmission and reception parameters of network nodes, which gives their

flexibility in overcoming the limited spectrum challenges [25, 26, 27]. Multi-modal,

bio-cyber, and macro-nano interface architectures have been proposed for MC, which

transduce MC signals to different signal forms including RF and optical [28, 29, 30].

Focusing on the fundamental traits introduced above, this chapter provides an

overview of the opportunities that are made possible by such universal transceiver

architectures. That is performed in the context of IoE, such that the overview is

not focused on particular technologies or applications. However, example scenarios

of practical applications accompany the discussion to justify the need for universal

transceivers combining these features. We also discuss the most important challenges

in implementing such transceivers and briefly review potential research directions to

practically address them. Although our discussion is focused on physical layer chal-

lenges, we occasionally extend it to higher layers to provide a broader perspective.

1.2 Universal IoE Transceiver

We envision a universal IoE transceiver as a physical device enabling the design

of higher-level communication techniques and protocols that would help overcome

the fundamental IoE challenges, such as interoperability, ubiquitous connectivity,

energy efficiency, miniaturization, and scarcity of bandwidth. Although this work

is not proposing a particular architecture, the following set of properties delineates

the universal IoE transceiver, which is investigated in this chapter in terms of op-

portunities and challenges:

• Multi-modality in communications: The universal IoE transceiver is ca-

pable of transceiving communication signals in multiple forms, e.g., RF, op-

tical, molecular, and acoustic. Supporting multiple combinations of commu-

nication modalities, the universal transceiver will bring important functional-



Chapter 1: Universal Transceivers for the IoE 10

ities, such as adaptivity, multiplexing, and seamless interfacing between dif-

ferent modalities as discussed in Section 1.3, which will help overcome the

interoperability and ubiquitous connectivity challenges of the IoE.

• Multi-modality in EH: The considered device has an architecture that can

harvest energy from multiple energy sources, such as RF, mechanical, biochem-

ical, and solar energy sources, as well as, utilize WPT in an hybrid manner.

The adaptivity enabled by multi-modality in energy supply will effectively

address the energy scarcity challenges in the IoE.

• Modularity: The device has a modular architecture that enables reconfigura-

bility. This will allow the utilization of the most appropriate communication

and EH modalities for particular applications and application environments,

eliminating any redundancy. Future communication and EH technologies can

also be integrated into the universal transceiver thanks to its modular struc-

ture.

• Tunability: The dynamic tunability of transmission and reception parame-

ters for individual communication modalities, e.g., the frequency of transmit

signals in RF communications or the type of carrier molecules in MC, will

contribute to the adaptivity, energy efficiency, and environment-compatibility

of the universal transceiver, as discussed in Section 1.3.

• Scalability: The device architecture is scalable to micro/nanoscales, support-

ing ubiquitous connectivity especially in bio-nano environments and enabling

the deployment of more IoE functionalities in smaller volumes.

In the following, we address the PHY/device opportunities and challenges for

a universal IoE transceiver defined by aforementioned properties. Extension of the

investigation to upper layers (e.g., network layer) within the IoE framework can be

considered as a future work.
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1.3 Opportunities of Universal IoE Transceivers

The universal IoE transceivers can present unprecedented opportunities within the

emerging IoE framework by supporting the interoperability of heterogeneous com-

munication networks through seamlessly interfacing their physical layers, providing

ubiquitous operation and adaptivity at diverse and dynamic environments, and en-

abling the opportunistic utilization of multiple communication and energy modali-

ties. In this section, we present a detailed discussion of these opportunities along

with the potential applications.

1.3.1 Heterogeneous IoE

The current landscape of networking is already characterized by heterogeneity of

communication technologies. On top of that, our perennial quest to reach out to

underexplored environments, such as underwater and intra-body, is pushing the di-

versification of the communication technologies to new levels. Besides, natural com-

munication systems, which are optimized through billions of years of evolution, are

also characterized by substantial heterogeneity, for example, in terms of biological

signalling pathways and signalling entities.

IoE, which aims at integrating these conventional and unconventional communi-

cation mechanisms involved in these heterogeneous networks to merge natural and

human-made networks and maximize our connectivity to the universal scale, poses

a great interoperability challenge.

Nature has developed its unique and elegant ways of overcoming the interop-

erability challenge in interconnecting different species through inter-kingdom com-

munication pathways which lend itself to intriguing consequences that are yet to

be fully uncovered. For example, the signalling through gut-brain axis connects the

nerve cells in human central nervous system and the microbes in the gastrointestinal

tract, which have implications in many human-body disorders and diseases, such as

depression and irritable bowel syndrome [31]. Plants and animals communicate with

diverse signalling mechanisms, e.g., visual and biochemical signals released by the
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Figure 1.1: An example architecture for a universal IoE transceiver.

plants attract the animals that can disperse the seeds of the plant, or, bat-pollinated

plants can communicate with the bats via acoustic signals [32]. Similarly, the plants

and the microbes located at the plant’s root, e.g., fungi and bacteria, communi-

cate by means of chemical signals enabling mutual relationship for the plant and

the microbes. That is, the plant releases metabolites to the soil, and the microbes

provide nutrition and protection against pathogens and stress for the plant upon

stimulation [33]. These inter-kingdom communication pathways are typically real-

ized through the sharing of a common information carrier that is recognized by all

involved species.

It is difficult to envision a scenario where a signal type of carriers is used to

interconnect all entities, both natural and human-made, involved in a universal IoE.

However, a universal transceiver supporting multi-modal communications, as shown

in Fig. 1.1, can overcome the interoperability challenge of the IoE by acting as a

seamless interface between different types of networks.

Interfacing various networks of heterogeneous technologies via universal transceivers,

that is the underlying theme of the IoE framework, is expected to open up un-
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precedented opportunities. For example, reprogramming biological communication

systems for smart farming, can be realized by bridging different IoE technologies.

More specifically, an Internet of Bio-Nano Things (IoBNT) [20], which uses molec-

ular communication modality to regulate the growth of certain microorganisms in

soil that provide the plants with the immune response against the upcoming en-

vironmental changes, can be interconnected via an electromagnetic communication

modality with an Internet of Drones (IoD) [17, 34, 35] that provides real-time feed-

back by monitoring the crops having disease or stress. Similarly, an IoBNT using

MC to communicate with the intra-body cells can be interconnected with a bio-

cyber interface via multiple communication technologies suitable for the intra-body

communication, e.g., MC, THz, and acoustic, for healthcare applications such as re-

mote healthcare with continuous monitoring as illustrated in Fig. 2.1. In particular,

an IoBNT can monitor the concentrations of hormones or molecules in the blood,

and transmit this information to the bio-cyber interface, which can connect to the

conventional EM networks using RF modality so that the healthcare provider can

remotely monitor the person’s health condition [36]. Moreover, the neural interfaces

and wearable sensor/actuator networks embedded with universal transceivers can be

utilized in the transfer of senses, thoughts and skills non-verbally among individuals,

i.e, Internet of People and Senses (IoPS) [37]. In particular, a neural interface com-

municating with the neurons in the human brain can be interconnected to the other

neural interfaces for the transfer of thoughts via low-latency and high-data-rate com-

munication technologies, e.g., THz and optical, that can satisfy the requirements of

such applications [38]. The universal IoE transceivers can facilitate the cooperation

of many other Internet of X’s (IoXs), such as Internet of Vehicles (IoV) and Internet

of Energy (IoEn), within the IoE framework for novel applications emerging from

the close interaction between the heterogeneous technologies inherent in these IoXs.

1.3.2 Ubiquitous Connectivity and Continuous Operation

Varying environmental factors and dynamically changing application requirements

demand flexibility and adaptation for maintaining reliable communication and con-
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Figure 1.2: Remote healthcare application with continuous health monitoring en-
abled by universal IoE transceiver.

tinuous energy harvesting concurrently. The modular architecture and tunability,

on which a universal IoE transceiver relies, can satisfy these requirements by en-

abling reconfigurability and adaptation. That is, a universal IoE transceiver either

reconfigures its communication and/or energy harvesting modes to the one that is

best suited for the environment and the application or opts for the most appro-

priate transmission/reception and energy harvesting parameters. This can provide

seamless coverage and uninterrupted operation everywhere.

There exist a number of communication technologies, each of which has various

advantages and disadvantages for a particular application or an environment (see

Table 1.1). The multi-modality support of an IoE device for communication can

eliminate the shortcomings of a particular technology by allowing the utilization

of advantage of another in a flexible manner. As an example, consider free space

optical (FSO) and RF communications for outdoor applications. FSO communica-
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Table 1.1: Comparison of some of the key IoE communication modalities.

Communication modality Medium Data rate Communication range

Molecular

Intrabody,

Airborne,

Underwater

Very low Low

THz-band EM
Intrabody,

Airborne
Very high Low

Acoustic

Intrabody,

Airborne,

Underwater

High Moderate

RF
Airborne,

Underwater
High High

Optical
Underwater,

Intrabody
Very high Moderate

tion can provide high data rates compared to RF communication. However, FSO

communication is highly affected by the weather conditions such as fog and clouds,

and atmospheric turbulence [39]. This can cause link failures or range reduction due

to strong attenuation in hard weather conditions. To utilize the potentials of both

technologies in the fullest extent and ensure reliability together, the IoE transceiver

can employ both modalities adaptively and collaboratively using novel methods such

as hybrid channel coding [40].

Similarly, a universal transceiver can incorporate the advantages of multiple com-

munication technologies, e.g., acoustic, optical and MC using buoyancy, for continu-

ous operation in the underwater. Acoustic communication is a well known solution

for underwater applications such as underwater habitat monitoring and submarine

communication due to its robustness and relatively long-range support in the under-

water. However, acoustic communication cannot support the applications requiring

high-data rates such as high-quality video streaming due to the limited bandwidth.

On the contrary, optical communication can provide extremely high data rates but

suffers from the strong underwater attenuation limiting the communication range.

Moreover, the optical links may not be always available because they require line-

of-sight. For instance, in an underwater surveillance scenario based on the sen-

sor network equipped with the universal IoE transceivers, videos or images can be
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streamed in real-time using optical links, and when the optical links are not avail-

able videos and images can be streamed using acoustic links nevertheless with low

quality. Furthermore, both optical and acoustic communication may not work for

the deep sea applications such as transmission of the location of black box on deep

ocean floor, since optical and acoustic communication suffers from high attenuation

and long channel multipath limiting the reliable communication in long distances,

respectively. In such a scenario, the black box with a universal transceiver can

use MC via buoyancy, which is a recently introduced delay-tolerant method for the

deep sea applications [41], to transmit its location to the surface buoyant machine

vertically. In MC via buoyancy, the injected information-carrying liquid, which is

lighter than the ambient, is propelled by the buoyancy forces after losing the initial

inertia force [41]. Thus, when the buoyancy force is stronger than the horizontal

ocean currents, buoyancy-based MC links are suitable. On the other hand, MC via

buoyancy still requires effective coding methods to improve the low transmission

rates. In addition, according to the availability of the sensor network with the uni-

versal transceivers deployed nearby, the universal transceiver of the black box can

opportunistically utilize acoustic or optical communication to communicate with

the sensor nodes that can relay the information to the surface buoyant machine.

Then, the surface buoyant machine relays the location of the black box to the drone

network that can provide the rescue team with knowledge of the disaster area, as

illustrated in Fig. 1.3.

The dynamic tunability of transmission/reception parameters for a particular

modality in the universal transceiver can help overcome challenges imposed by the

environmental factors, affecting reliable operation. This can be exemplified by the

case of MC, which uses molecules as the information carriers. The environmental

factors, such as the chemical composition of the channel, dynamic flow conditions,

and temperature, can affect the lifetime of the information carrying molecules and

the bio-compatibility of the MC link [5]. For example, considering an intrabody

IoE application, a particular type of information carrying molecules might be safe

only up to a certain level of concentration in blood, beyond which it may cause
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Figure 1.3: Ubiquitous connectivity enabled by the universal IoE transceivers for
the underwater applications.

toxic effects for tissues and organs. A universal IoE transceiver can adapt to this

condition by alternating the type of the carrier molecules within the set of molecule

types harvested and stored in its molecular storage unit, as shown in Fig. 1.1.

Continuous operation also requires exploitation of multiple energy sources due to

the uncertainty inherent to these energy sources. A multi-modal energy harvesting

unit sensing and exploiting diverse forms of energy resources available in the envi-

ronment can alleviate this problem. The multi-modal energy harvesting capability

will not only provide continuous operation but also increase the energy harvesting

capacity of the universal IoE transceivers as discussed in Section 1.3.4.
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1.3.3 Increasing the Communication Performance

Utilizing multi-modal communications for performance improvement is a emerging

research topic [42, 43].

The current approaches are based on either using a particular modality at a

time or using two different communication modalities simultaneously via multiplex-

ing. However, with only these functionalities, the adaptation to the diverse envi-

ronments is not possible. A universal IoE architecture can simultaneously provide

a combination of diverse functionalities including the aforementioned ones such as

mode-switching, multi-modality and dynamic tuning of transmission/reception pa-

rameters, which can allow fullest adaptivity to the environment and/or application,

and provide improved performance at the same time.

The functionalities of a universal IoE transceiver can pave the way for novel

solutions tackling the performance impediments even in the arguably most chal-

lenging environments. For instance, there exist only a few technologies that can

potentially support in-body communications, e.g., MC and Terahertz (THz)-band

communications, due to the challenges imposed by the size constraints and phys-

iological conditions. Considering an MC communication scenario involving multi-

ple nanomachines sharing the same channel medium, multi-user interference (MUI)

caused by the interfering molecules released by the other transmitters can degrade

the performance significantly [44]. In case of a crowded MC network, the universal

IoE transceiver can tune or reconfigure its communication mode opportunistically to

minimize or avoid interference. For instance, the IoE transceiver can alternate the

type of carrier molecules prior to transmission by dynamically sensing the channel in

terms of concentration levels, similar to the cognitive radio methods in EM commu-

nications [45]. Alternatively, it can utilize an orthogonal communication modality,

e.g., THz-band EM communications, to avoid MUI depending on the channel condi-

tions. In addition, hybrid communication schemes multiplexing MC and THz-band

communications can be devised to exploit orthogonality of these modalities collab-

oratively.

The functionalities of the universal IoE transceivers can also be leveraged in
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transmission control. For instance, in the case of MC, synchronization between the

transmitter and the receiver is challenging because the feedback link from the re-

ceiver can cause huge overhead due to slow propagation of molecules [46]. An IoE

transceiver can employ different types of molecules for data transmission and syn-

chronization [47]. Similarly, an IoE transceiver can use a communication modality

in transmission control to assist another modality used in data transmission. A

relevant example is the hybrid underwater optical/acoustic networks for real-time

video streaming [48]. The optical data transmission is only possible when the optical

modems are aligned properly. Therefore, until the alignment, while the optical links

are not available, acoustic links can provide backup for transmission of data, and

control signals, such as acknowledgements, for the optical modems.

1.3.4 Increasing the Energy Harvesting Capacity

EH enables IoE transceivers to operate without requiring any external source of

power. By assuring theoretically unlimited energy, EH aims to increase longevity

and hence to replace batteries, in particular, which are not only capacity-limited but

also maintenance-heavy and environmentally unfriendly. Despite its benefits, EH

often fails to support periodic reporting due to the uncontrollable and unpredictable

nature of the exploitable sources and the power-hungry communication capabilities

of the IoE transceivers. Hence, the coexistence of different harvesting mechanisms

is crucial to tackle the non-deterministic behavior of the EH, achieving reliability in

IoE communications.

Hybrid EH enables us to utilize ambient sources opportunistically and thus re-

duce the variance in the EH output thanks to the enhanced continuity in the energy

input. If the deployment environment has multiple sources available together, the

IoE transceiver can harvest them simultaneously or alternately. That often increases

the amount of collected energy for a given time period, which expands the feasible

energy tunnel enhancing the optimal energy allocation policy [16]. If a large enough

storage is employed, the optimal energy allocation policy of the hybrid EH IoE

transceiver approximates to that of an unlimited battery, referring to perpetual and
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reliable operations at the highest transmission rate possible.

There are a plethora of studies combining different energy sources/harvesters in

practice [49]. The prominent examples of this exploit either a single source (provid-

ing multiple energy streams, such as temperature gradients and vibrations generated

on a pipe due to water flow) with different harvesting mechanisms, e.g., thermoelec-

tric and piezoelectric generators, or multiple (diverse) sources, such as solar and

wind power or acoustic waves and RF signals. The hybridization of sources should

also increase the overall energy conversion efficiency of the system, compared to

the sum of individual efficiencies, which can be achieved at the slight expanse of

volume, cost, and complexity [50]. Increasing the EH capacity is particularly impor-

tant for applications in which the power provisioning process is intertwined with data

communication. One example is the nano-devices harvesting molecules for energy

generation, where some of those molecules are then used to transmit data. Hence,

the IoE transceivers with multi-modal EH capabilities will increase the likelihood of

energy generation from their surroundings by accommodating the necessary compo-

nents, which offers numerous benefits especially for the multi-modal communications

in the IoE domain.

1.4 Challenges and Potential Research Directions

The fundamental properties of the universal IoE transceivers, i.e., multi-modality in

communications and energy harvesting, modularity, tunability and scalability, bring

many opportunities, some of which are discussed in the previous section; however,

the realization of them poses unique challenges. In this section, some of these

challenges along with the open research directions that can potentially address them

are discussed. We first focus on the open problems in enabling the multi-modality

in communications and energy harvesting. Our discussion is then extended to the

adaptivity challenges in connection with the tunability property of the universal

transceivers with regard to several aspects including channel sensing and energy

awareness. We also provide an in-depth discussion on the miniaturization challenges

to satisfy the scalability criterion of the universal transceivers.
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1.4.1 Multi-modal Communications

Integration of multiple communication modalities is a key feature of the universal IoE

transceiver architectures, providing the IoE devices with the capability of seamless

interfacing between heterogeneous networks and ubiquitous operation. On the other

hand, multi-modality in communication poses two fundamental challenges, namely,

reliable and information-efficient inter-modality transduction, and cross-modality

interference.

Inter-modality transduction is highly common in conventional communication

networks. For instance, conversion between electrical and optical signals is the

enabler of the global Internet through optical fiber links. Acoustic transceiver com-

ponents such as acoustic signal generators and receivers also rely on transduction

between acoustic and electrical signals. On the other hand, with the emergence of

IoBNT, research efforts are increasingly focused on bridging conventional modalities,

e.g., optical, magnetic and electrical, with the unconventional carriers of information

such as molecules [51, 52, 53]. In this direction, proposed transduction methods are

mainly based on synthetic biology products and tools, such as whole cell biosensors

and optogenetic methods [54]. However, entirely biological nature of these trans-

duction methods limits their application range to in vivo environments. On the

other hand, the universal IoE transceiver consisting in the interface of conventional

and unconventional communication modalities must be able to operate in various

environments to support the universality of the IoE. To this end, investigation of

novel nanomaterials which are compatible with a large range of environments and

scales, and support transduction of different energy forms into each other could be

a promising approach. Transduction performances of such materials in terms of

information efficiency and delay also an issue requiring through investigation along

with the hardware complexity burden that each modality adds. Moreover, multi-

modality in communications comes with its unique challenges. For example, it is

imperative to investigate cross-modality interference, which could significantly affect

the communication performance, if two modalities are interlinked indirectly through

their impact on communication channel or transceiver. In the following, we discuss
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some of these challenges and propose potential research directions.

Transduction

Inter-modality transduction can be performed in two ways, namely transduction

of all modalities to and from electrical domain, and direct transduction between

different modalities without conversion to electrical domain. We envision that inter-

modality transduction in universal IoE transceiver architectures is based on the first

one because current signal processing elements rely on electrical signals providing

fast processing. Important challenges regarding the inter-modality transduction are

transduction efficiency, processing delay, throughput mismatch between different

modalities, and hardware complexity. Direct inter-modality transduction without

conversion to electrical signal is also a potential approach that can be taken to

address the aforementioned issues with the indirect transduction [55, 56].

Inter-modality transduction must be information efficient such that information

loss during the transduction process should be minimized. In this direction, inves-

tigation of high-performance novel materials enabling transduction from a set of

diverse modalities to electrical domain and from electrical domain to the modality

of choice is crucial. Employing the same material for transduction of all modalities

is also crucial for integrability. Moreover, for an efficient transduction, respective

material parameters, which affect the material properties, must be optimized as well.

Graphene and related materials (GRMs) are promising in this direction. Graphene

is a two-dimensional carbon-based nanomaterial having unique electrical, optical,

mechanical, thermal and chemical properties [57], which make it suitable for trans-

duction of diverse modalities including acoustic, optical, RF/microwave, THz and

molecular. The outstanding properties of graphene also enable sensitive and fast

sensing of diverse modalities including light and molecules [57]. Moreover, as a

planar material graphene provides flexibility in a way that high integrability and

compactness are possible [57].
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GRMs in acoustic-electrical transduction: Thanks to its high mechanical

strength and ultra-thin structure, graphene is deemed promising as a wideband ul-

trasonic transducer as well as wide-frequency-response electrostatic acoustic trans-

ducer [58, 59]. Thin structure of graphene-based diaphragm of acoustic transducers

provides the broadening in the frequency spectrum of the generated or detected

acoustic waves considering conventional diaphragms, and high mechanical strength

of graphene makes graphene-based diaphragms robust to deformation [59]. On the

other hand, such acoustic transducers can have limitations in terms of the output

quality. For instance, graphene-based acoustic wave generators provide limited out-

put pressure density due to the loss caused by high sheet resistance of graphene [60].

In this direction, thermo-acoustic graphene acoustic wave generators using thermal

variations in the air near its surface instead of mechanical vibrations to generate

acoustic waves offer a great potential because of their flatter output response at wide

frequency range and the output power increasing linearly with the input power [61].

In this direction, investigating the performance of graphene acoustic transducers in

diverse environments, e.g., underwater, is also crucial for the IoE support.

GRMs in EM-electrical transduction: Graphene can also be used in wide-

band optical to electrical and electrical to optical conversion thanks to its electro-

absorption and electro-refraction properties [62]. Due to its high conductivity,

graphene can also be utilized in radiating and receiving RF and microwave signals.

Although exfoliated and chemical vapor deposition (CVD)-based graphene sheets ex-

hibit large surface resistance causing large losses at RF/microwave frequencies [63],

it has been demonstrated that screen-printed graphene components can be utilized

in RF sensing and transmission [64]. Graphene also supports the tunable propaga-

tion of Surface Plasmon Polariton (SPP) waves at THz band [65], which are EM

waves propagating along a metal-dielectric (or semiconductor-dielectric) interface

formed through the interaction of EM field with the oscillation of surface charges.

This capability of graphene has opened the way for the development of tunable

graphene plasmonic modulators modulating SPP waves, and tunable graphene plas-
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monic nano-antennas converting SPP waves to EM waves and vice versa [66, 67].

GRMs in molecular-electrical transduction: Graphene can also be utilized

in molecular-to-electrical and electrical-to-molecular transduction [5]. Field-effect

transistor-based biosensors (bioFETs) made of functionalized graphene have been

shown to be promising in the transduction of biomolecular concentrations, e.g.,

present in blood, saliva and tissues [68, 69], into electrical signals. There also exist

porous graphene structures, which can be utilized as a membrane in drug reservoirs

that can selectively release particular types of molecules through controllable pore

sizes [70, 5]. In addition to GRMs, transition metal dichalcogenides (TMDs) are

also emerging 2D layered materials offering great potential for inter-modality trans-

duction [71]. A particular member of TMDs is Molybdenum disulfide (MoS2), which

has attracted great attention because it is electrically and mechanically robust. In

this direction, various applications of MoS2 have been reported including highly sen-

sitive molecular-to-electrical conversion [72] and optical-to-electrical conversion [73],

and electro-optic modulators [74, 75]. Black phosphorus (BP), which is the another

class of 2D materials with the applications in optical detection and modulation, and

molecule sensing [76], can be potentially utilized in inter-modality transduction.

Cross-domain matching: The investigation of high-performance materials is

also crucial to address transduction and processing delay issue. Graphene is also

promising in this direction. Thanks to its exceptionally high carrier mobility (up

to ∼105cm2/V·s at room-temperature [77]), graphene can transform light as well as

THz signals into electrical signal with ultrafast response [78, 79]. Graphene can also

enable tunable ultrahigh-speed processing components for THz-band communica-

tion such as frequency converters, mixers and modulators [80]. Large surface specific

area of graphene (∼ 2600 m2/g) provides rapid sensing of molecules as well [81]. It

has been also demonstrated that graphene composites can be utilized in ultra-fast

sensing of acoustic signals [82].

Information throughput of different communication links might be different due

to the diversity in employed communication methods, bringing the challenge of
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throughput-mismatch in interfacing heterogeneous networks. For instance, consider

a IoBNT scenario where an intra-body nanonetwork employing MC interfaces with

external networks via EM communication. Due to slow molecular diffusion and

reaction dynamics, MC provides very low data rates compared to conventional EM

communications. In such as scenario, when the external device sends high-rate data

to an intra-body nanomachine with an universal IoE transceiver, the nanomachine

may not relay the external input to the other intra-body nanomachines reliably

because of the limited storage capacity, i.e, buffer overflow. Thus, novel transmission

rate control techniques for limited storage capacity are required in this direction.

Integration: The integration of separate transduction, processing, and memory

components for multiple communication modality can increase the hardware com-

plexity of the universal IoE transceivers. In this regard, one of the potential research

directions is the direct inter-modality transduction without conversion to electrical

signals, which removes the necessity of processing in electrical domain, and also

improves the transduction efficiency and delay. Alternatively, materials and meth-

ods enabling multi-functional capabilities, e.g., transduction, signal processing and

memory, can be investigated towards reducing the complexity.

Cross-modality Interference

As the universal IoE transceivers can use multiple communication modalities si-

multaneously, a novel performance limiting factor, namely the cross-modality in-

terference emerges. For instance, when MC and EM communication are active at

the same time, MC changes molecular composition of the medium, which in turn

affects the propagation of EM waves in a way that molecules vibrate as a result

of energy absorption from EM waves and causes the molecular absorption noise at

the corresponding EM wave frequencies [83]. The impact is drastic at THz and

optical frequencies. Similarly, EM radiation can affect the performance of MC be-

cause the temperature fluctuations due to molecular absorption of EM energy affect

molecular dynamics [84]. Moreover, the molecular composition of the medium can
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change the reception/transmission performance of the transceiver components. For

instance, absorption of interfering molecules on the graphene THz or optical anten-

nas can change the refractive index of the antenna surface, which in turn affects the

propagation of surface plasmonic waves [85]. A similar effect can be observed on

graphene-oxide-based optical antennas, whose fluorescent properties are affected by

the pH change in the medium due to the interfering chemical molecules [86]. This

challenge can be addressed by identifying all the possible cross-modality interfer-

ences and developing the necessary channel and network coding methods.

1.4.2 Multimodal Energy Harvesting

Leaving aside the continuous efforts to improve simplicity and hence energy efficiency

of the communication methods, such as modulation and detection techniques [5],

the most promising solution to enable self-sustaining operations is the integration

of EH modalities into the IoE domain. EH has recently received tremendous re-

search interest partly due to the energy needs set by the emerging IoE applications.

Different application requirements and ever-changing medium conditions have pro-

liferated the need for EH methodologies to achieve robust, continuous, and self-

sustaining operations by reducing the impact of unpredictable and uncontrollable

factors, i.e., the uncertainties. These are the options that have been considered for

self-sustainable communication networks; thus, they are promising for integration

into the IoE transceivers in a multi-modal manner. Depending on the application

environment and device architectures, various energy sources can be exploited by

the IoE devices [87, 19]. For example, solar power, flow energy, vibrations, elec-

tromagnetic signals, and metabolic sources have been deemed feasible for harvest-

ing [16]. Despite being useful, using only one harvesting mechanism may not always

be enough for the continuous operation of IoE devices. Hence, the research has

looked towards hybridization of harvesters/resources.
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Hybrid Energy Harvesting Methods

An interesting research direction in parallel with the wider IoE vision is towards

hybrid EH systems exploiting multiple energy sources. We have previously investi-

gated novel EH methods based on ambient electric field [88, 89, 90], and introduced

energy-neutral Internet of Drones concept under the umbrella of IoE [17]. The

aim here should be to combine several EH mechanisms for designing self-sustaining

battery-less universal transceivers that can support various applications from micro-

nano scale in-body applications to macro-scale airborne applications. Towards this

objective, total energy consumption of universal transceiver should be estimated by

considering energy requirements of different communication modalities and process-

ing units. At the end, different EH and WPT techniques can be combined to provide

the energy required for node operation, i.e. sensing and processing, as well as data

communication between nodes and information gateways.

Concerning the intrabody and body area applications, human body stands as a

vast source of energy in the form of mechanical vibrations resulting from body move-

ments, respiration, heartbeat, and blood flow in vessels, thermal energy resulting

from varying body temperature, and biochemical energy resulting from metabolic re-

actions and physiological processes [91]. Literature now includes a multitude of suc-

cessful applications of EH from human body to power miniature biomedical devices

and implants. Some examples are thermoelectric EH from body heat for wearable

devices [92], piezoelectric EH from heartbeats [93] and respiratory movements [94]

for pacemakers, as well as biochemical EH from human perspiration [95]. These

together with EH from chemical reactions within the body, such as glucose up-

take, lactate release, and pH variations [91, 96], can be exploited to power the IoE

transceivers. Among the potential EH mechanisms, mechanical EH has attracted

the most interest. Research in this field has gained momentum with the use of flex-

ible piezoelectric nanomaterials, such as ZnO nanowires and lead zirconate titanate

(PZT), in nanogenerators, enabling energy extraction from natural and artificial vi-

brations with frequencies ranging from very low frequencies (< 1 Hz) up to several

kHz [97, 98]. A hybrid EH architecture is also proposed for IoE comprising modules
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for EH from light, mechanical, thermal, and EM sources [16].

Wireless Power Transfer

As explained previously, the universal IoE transceivers can sustain multi-modal EH

capabilities by benefiting from ambient resources that are available in their deploy-

ment environment. In some cases, some of those sources can be dedicated, i.e.,

external sources delivering power to the IoE transceivers remotely, which refers to

WPT. WPT has seen significant advances in recent years due to increasing need

for replenishing the energy reservoir of IoT devices as well as wearable and im-

plantable devices [99]. Various forms of WPT have been considered for powering

medical implants [100, 101]. For example, near-field resonant inductive coupling

(NRIC)-based WPT, the oldest WPT technique, has been widely-used for cochlear

implants [102, 103]. Other techniques include near-field capacitive coupling, mid-

and far-field EM-based WPT, and acoustic WPT. The near-field capacitive and in-

ductive coupling, however, is only efficient for distances on the order of transmitting

and receiving device sizes, and for the right alignment of devices. Therefore, it

might not be suitable for powering micro/nanoscale IoE tranceivers [102]. On the

other hand, radiative mid- and far-field EM-based WPTs can have looser restrictions

depending on the frequency of the EM waves.

Recent research on mmWave and THz rectennas suggests the use of high-frequency

EM WPT techniques for power delivery [104]. However, for intra-body applica-

tions, the higher absorption with increasing frequency and power restrictions should

be taken into account. Nonetheless, simultaneous wireless information and power

transfer techniques (SWIPT) utilizing THz-band have been investigated for EM

nanonetworks [105, 106]. Similar SWIPT applications have been considered for MC,

where the IoE devices use the received molecules for both decoding the information

and harvesting energy [107, 108]. There are also applications of acoustic WPT for

biomedical implants using external ultrasonic devices [109, 110]. Although not prac-

tically implemented yet, ultrasonic EH has been also considered for powering IoE

devices with piezoelectric transducers [111, 112, 113].
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It should be noted that both EH and WPT are still at their infancy especially

for nano-molecular communications in the IoE domain. New research efforts focus

on reducing the power requirements of IoE transceivers by using energy efficient

protocols, conservation schemes and novel topologies, rather than focusing on EH

and WPT mechanisms or their joint utilization [114]. Therefore, it stands as a major

open issue to utilize various EH and WPT mechanisms to create modular energy

unit for the universal transceiver framework, such that different power extraction

modalities can be configured depending on the application and medium of operation.

1.4.3 Adaptivity and Tunability

Channel Sensing and Cognitive Radio

Channel sensing is essential to enable adaptivity in universal transceiver architec-

tures. The adaptive and opportunistic selection of the most proper communication

modality and dynamic tuning of transmission and reception characteristics require

dynamic channel sensing in multiple modalities and in a broadband manner. Broad-

band sensing refers to the sensing capability that can provide tunability property

to the universal IoE transceivers in the maximum possible extent. For instance, in

the case of MC, sensing as many different kinds of molecules as natural systems

have is required for bio-compatibility. For EM communication, sensing at wide fre-

quency range is needed for dynamic tunability. On the other, simultaneous channel

sensing in different communication modalities may impose high complexity burden.

These issues necessitate the development of low-complexity, reliable and broadband

channel sensing techniques for each communication modality. Channel sensing tech-

niques have been widely explored for RF [115, 116], optical wireless [117, 118, 119]

and acoustic communications [120, 121], and similar investigations have just started

for MC [45].

For the RF modality, spectrum sensing has received great attention because it is

indispensable part of cognitive radio (CR) technology alleviating spectrum scarcity

problem via dynamic spectrum access. CR capability can provide the universal

transceivers with the adaptivity desired in a way that the universal transceivers
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can reconfigure their transmission parameters according to the available commu-

nication resources in the surroundings. Considering the heterogeneity of networks

in the IoE environment, diverse communication technologies will utilize the RF

spectrum. In this respect, one particular challenge is the identification of the sig-

nal types/transceivers occupying the bands and their corresponding transmission

parameters, e.g., carrier frequency, bandwidth, modulation type, transmission pro-

tocol, number of carriers [122], which is crucial to obtain spectrum awareness. Dif-

ferent from the classical signal identification techniques, deep-learning based identi-

fication does not require prior knowledge about the signals such as noise statistics,

demanding extensive analysis [123, 124]. Hence, deep learning-based identification

techniques could be promising in this direction but the complexity burden should

be further considered. Regarding spectrum sensing in RF spectrum, wideband and

low-complexity compressed sensing techniques are available, thus can be utilized for

the universal transceivers [125].

As the frequency usage is shifting towards mmWave and THz frequencies in

EM communication, there is also need for ultra-wideband spectrum sensing tech-

niques. Considering the high-sampling rate requirement of mmWave and THz band

communication technologies, compressed sensing techniques exploiting the inherent

sparsity of mmWave and THz signals can be utilized in universal transceivers [126].

Time-varying spectrum occupancy and high path losses affecting reliable sensing

are the other issues relevant for channel sensing in mmWave/THz communication

modalities [127].

CR has also been considered for acoustic communication systems for efficient

spectrum usage. The concerted effort in cognitive acoustic have been focused on un-

derwater acoustic communications [128]. The challenges identified in this direction

include narrowband response of the acoustic transducers, long preamble of under-

water acoustic modems, i.e., guard time or cyclic prefix signal inserted to overcome

interference, and highly varying underwater channels [128]. As discussed in Section

1.4.1, graphene-based acoustic transducers, which are suitable for wideband acous-

tic transduction [58], offer a potential to address narrowband transduction issue.
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Moreover, further investigation considering channel conditions peculiar to other ap-

plication environments different than the underwater channels is needed towards

realizing cognitive acoustic for the universal transceivers.

Similar to the CR technology, the universal transceivers can use the MC channels

opportunistically by sensing the type and concentration of molecules in the channel

dynamically. For instance, if the channel is crowded with a specific type of molecule,

the transceiver can use a different type of molecule to avoid MUI. However, sensing

becomes challenging as the number of communication entities using MC, including

bio-entities using chemical signaling, in the medium increases because there might be

many types of molecules in the medium. Thus, to maintain reliable communication

and to minimize the possible harmful effects on surrounding bio-processes, novel MC

wideband sensing techniques recognizing as many as molecules are needed.

In addition to the modality-specific issues in channel sensing, there are novel

issues such as sampling rate adjustment. Sampling rate can be different for different

modalities. For instance, MC does not require high-rate sampling as the wideband

RF spectrum sensing requires. However, in dynamic environments higher sampling

rates may be needed. Hence, the dynamic optimization of the sampling rate is an

open problem.

Energy-aware Communications

The conventional way of ensuring the longevity for energy-constrained devices is

to adopt energy-efficient communication techniques since the majority of the lim-

ited energy budget is consumed during data transmission. Radio optimization, clock

synchronization, low-power sleep/wake-up, energy-efficient routing, and data reduc-

tion schemes are the main enablers of lengthened operation times [35].

Energy-aware communications can be regarded as a subset of those techniques

yet they have some differences in practice. For example, the low-power operation

can be achieved through aggressive duty-cycling and/or wake-up radios by turning

the radio on (for idle-listening or transmission) and off (for power saving) period-

ically [129]. In similar, multi-path routing, data compression, and network coding
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schemes can be adopted during the system design stage to assure reliable commu-

nications on a budget. When the energy input is not constant, i.e., the device is

creating its own energy via EH, however, energy-aware communication techniques

come into prominence. In such cases, the devices adapt to energy availability by

changing their transmit power and/or sampling rate dynamically, besides updating

their data queue by dropping some packets based on freshness or priority. The re-

cently emerged intermittent or transient computing techniques, on the other hand,

can assure application execution under scarce EH conditions through an incremental

process at each power cycle based on the energy input [130], [131].

On the molecular level, energy-aware algorithms can be used for efficient coor-

dination and movement EH nanonetworks, e.g., engineered bacteria tracking and

eliminating harmful targets in the human body [132]. Since the molecules har-

vested for energy generation can also transport information, the EH process directly

governs data transmissions [133]. Other approaches, such as feedback control, are

also promising for energy-aware MC, especially in diffusion-based information trans-

fer [134]. By adopting these technologies, the IoE transceivers can achieve energy

awareness in communication in concordance with the EH modality selection mech-

anism.

EH Modality Selection

As discussed earlier, adaptive hybridization of different energy forms is crucial for

the IoE vision as it grants unique capabilities. However, the design of a hybrid EH

system is not always straightforward [135] since each harvester/storage device often

needs its own interface circuitry, which translates into increased cost and complexity.

Most of the communication modalities utilize electrical energy, which is stored

in electrical storage shown in Fig. 1.1. To ensure the flow, the system needs an in-

put power conditioning/management/provisioning circuit to interface with the EH

sources, alternate between harvesters and energy stores (molecular or electrical), or

combine them when necessary. This circuit should include a rectifier for converting

the collected energy into a utilizable form and preventing its flow back to the har-
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vester(s), besides a DC-to-DC converter for maximum power tracking and providing

the stable output required by the transceiver antennas. The MC modality of the IoE

transceiver can also use the electrical energy for internal operations, such as sensing

and processing. However, the IoE transceiver harvesting molecules need additional

components, such as a chemical bank with basic building components to convert the

harvested molecules into molecular information [107], which can be attached to the

molecular storage.

Once established, the IoE transceiver can harvest energy opportunistically from

any source available in its vicinity, swap between (or combine) harvesters or energy

stores when the primary source disappears or when it changes its application envi-

ronment, and probe its proximity using different sensors enabled/disabled according

to the requirements of different tasks/applications. In this way, universal, modular,

and adaptive IoE systems can be devised.

As discussed, the EH modality selection can be either pre-planned or adaptive

to the ambient factors. One example is swapping sunlight to wind and/or rain

drops when the weather in the deployment environment changes. The other case

is the change of the environment itself, i.e., the system can harvest energy from

heartbeat and/or blood flow instead of lactate or glucose when it moves within

the body. These approaches often refer to online energy profiling, in which the IoE

system adapts its operation to the current channel/medium state, thereby harvesting

energy opportunistically. The conventional EH transceivers, however, commonly

accommodate offline energy profiling, i.e., the medium-specific energy availability

is known prior to operation. If the IoE transceiver employs the latter, it changes

its application environment as it knows that a particular source will be available/in

abundance in a particular location. This availability can be either due to perpetual

bio-mechanical drivers, such as heartbeat, blood pressure, and breathing, or due to

recurring events, e.g., periodically released hormones [136]. Hence, the IoE system

not only changes its medium but also its EH modality as a reflex to sustain reliable

communications by getting the most out of the surrounding resources. That requires

seamless coordination and efficient interaction of system components.
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1.4.4 Miniaturization

The miniaturization trend at all levels of communication systems is being driven

by the increasing number of connected devices. The miniaturization can provide

key advantages including easy integrability, more functionality with lower footprint,

increased performance, reduced power consumption and manufacturing cost. In the

context of IoE, which aims at the ubiquitous connectivity of highly diverse enti-

ties, including bio/nanomachines, the miniaturization of transceiver components to

micro/nanoscales is indispensable. The future 6G networks will also be a part of

the IoE environment, for which the frequency shift towards THz band in EM com-

munication is inevitable [137]. The usage of THz band necessitates downscaling

the size of transceiver components to micro/nanoscales. Moreover, nano and bio-

nano networks using unconventional communications at nanoscales, such as MC,

are important components of the IoE, and interfacing these networks also requires

miniaturization to micro/nanoscales. As such, universal transceivers must be in-

tegrable to a very large set of diverse devices and entities of varying scale and

structures. Moreover, micro/nanoscale devices and components are known to be

more energy-efficient in providing the similar functions as their macroscale counter-

parts. The miniaturization of the universal transceivers can also provide flexibility

in their integration to various devices of different size scales to transform them into

IoE devices. For example, micro/nanoscale universal transceivers can be embedded

into both micro/nanoscale biosensors and macroscale bio-cyber interfaces as part of

an IoBNT application such as remote healthcare with continuous health monitoring

based on IoBNT as illustrated in Fig. 2.1.

In the past decades, silicon semiconductor technology has been the driving force

for down-scaling the size of transistors so that they can be packed onto smaller and

smaller chips. However, it is now long-evident that the silicon technology is reaching

its physical limits. As silicon layers are getting thinner, electron flow through silicon

channels is slowing down due to the surface imperfections that are scattering charges

[138]. New novel nanomaterials with exceptional electrical, mechanical and bio-

chemical properties, such as GRMs as discussed in Section 1.4.1, have emerged to
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overcome this limitation and to expand the diversity in functionalities in line with

the More than Moore approach. However, there still exist substantial challenges

with regard to growth and processing of these materials [139].

There also exist technical challenges to build some transceiver components with

desired performances at micro/nanoscales. For instance, regarding conventional

communications, e.g., RF and acoustic, shrinking the size of transceiver compo-

nents such as antennas and modulators to micro/nanoscales while preserving their

functions is still an issue because the operation in the micro/nanoscale limits the

carrier frequency to high-frequency ranges for these technologies. On the other hand,

it should be noted that realizing universal IoE transceivers requires departure from

the approaches aiming to optimize the performances of the transceiver components

for individual modalities. Rather, the underlying theme of universal transceivers

must be the maximization of the versatility stemming from multi-modality, scalabil-

ity, and tunability, which can nevertheless be obtained by transceiver components

suboptimally performing in individual modalities. Accordingly, in the following,

we discuss the miniaturization challenges and potential research directions in de-

veloping miniaturized IoE universal transceiver components with regard to several

modalities.

With the recent paradigm shift towards the usage of THz band, EM antennas

are getting shrunk down to micro/nanoscales. Due to high losses introduced at THz

frequencies by spreading, molecular absorption and scattering, the THz communica-

tion range is substantially limited. To overcome this limitation, multi-input-multi-

output (MIMO) array architectures enabled by graphene plasmonic nano antennas

have been proposed [140, 141]. Howeover, THz wave propagation introduces novel

physical phenomena that can affect the performance of MIMO arrays. For instance,

a THz beam may diverge from the direction of its modulation sidebands slightly

due to frequency-dependent diffraction nature of THz signals [142]. This may de-

grade the performance of a MIMO array in terms of bit error rate because different

antennas may detect different spectral information [142]. Thus, novel detection and

demodulation methods are needed to overcome this limitation. Other important
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challenges towards THz communications with miniaturized transceivers are the ef-

ficient signal generation and detection. In this direction, concerted effort has been

dedicated to solid-state electronics and photonics approaches [143]. However, the

electronics approach suffers from limited output power at THz frequencies and pho-

tonics approach based on quantum cascade lasers offers poor performance at room

temperature [144]. In this direction, micro/nanoscale graphene transistors with ex-

tremely high carrier mobility can pave the way for the development of THz-based

signal generation and sensitive detection components [145].

Silicon technology has achieved the miniaturization of optical communication

components to microscale [146, 147]. Recently, optical components utilizing SPPs

have emerged for further miniaturization that are able to confine the light into

nanometer scale. In this direction, plasmonic nanoantennas [148], nanolasers [149]

and modulators [150] have been developed. The most pressing challenges in this

direction are tuning plasmonic resonance frequency to higher frequencies, e.g., visible

and near-infrared, which could be achieved through high level of doping [151], and

integration of plasmonic components into non-plasmonic structures without high

insertion losses [152].

Regarding MC, the first prototype of a nanoscale MC receiver, as illustrated in

Fig. 2.4, has been recently introduced in [2]. This architecture incorporates the

sensing mechanisms of electrical biosensors for detecting MC signals. Regarding the

miniaturized MC transmitter component of the universal transceiver, as discussed in

Section 1.4.1, porous graphene structures enabling controllable permeability across

pores via electric field are promising for providing selective and tunable molecule

transmission. On the other hand, high surface-to-volume ratio in nanopores exhibits

new physical phenomenon that is not observed at larger scales. That is, surface

charges become dominant in molecular transport by introducing electrostatic forces

affecting the interactions between molecules and surfaces in liquids [153]. Thus, the

effect of surface charges need to be considered in MC transmitter design. Molecule

storage is also an important challenge regarding the miniaturization of MC trans-

mitters. In this direction, stimuli-responsive hydrogels, which are also envisioned for
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smart drug delivery, are promising [154]. Various type of molecules can be harvested

from a fluidic medium by triggering the deswelling state in a hydrogel reservoir and

loaded molecules can be transferred to MC transmitter antenna, i.e., tunable porous

graphene membrane, by activating the swelling state through the application of a

stimulus such as electrical field, magnetic field or light [155] in a controllable manner.

The miniaturization efforts regarding RF applications have focused on carbon-

based materials, especially carbon nanotube (CNT) in the last two decades. CNTs

have material properties including high mobility and small size that are suitable for

miniaturized RF applications such as modulators, mixers, amplifiers [156]. Initial

demonstrations of CNTs in RF applications were nanotube radios [157, 158]. Al-

though the AM demodulator based on a single CNT in [158] has small size, i.e.,

1×10−21 m3 of system volume, the overall volume of the system including the exter-

nal antenna is of order 1× 10−3 m3 [159]. In this direction, resonant CNT antennas

can further reduce the overall system size because slow propagation of the waves

on CNTs compared to free space provides a reduction in the resonant antenna size

up to 100 times [160]. Different from the radios in completely electrical nature, the
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operation of the nanotube radio implemented using a single CNT in [157] is partly

mechanical. Micro/nanometers long CNTs for nanoelectromechanical-based RF ap-

plications are suitable for the operation in MHz and GHz range, respectively. On

the other hand, for both nanotube radios, the sensitivity is low such that receiv-

ing weak RF signals is not possible [161]. Thus, further research is needed in this

direction towards realizing micro/nanoscale RF components for the universal IoE

transceivers. Alternatively, magneto-electric (ME) materials are also promising to

miniaturize RF components such as antennas to micro/nanoscales [162, 163]. For

instance, instead of EM wave resonance, nanomechanical ME antennas operate at

the acoustic resonance frequency. Since the acoustic wave length is smaller than

the EM wave length at the same frequency, ME antennas can potentially provide

dramatic miniaturization, i.e., hundreds to thousands of times smaller antennas,

without performance degradation [164].

Two-dimensional nanomaterial technology have also opened the way for reducing

the size of acoustic transceiver components, such as microphones, loudspeakers and

earphones. In particular, graphene membranes that can generate and sense acoustic

waves have received great interest due to their exceptional mechanical and electri-

cal properties [58, 59, 165]. However, downscaling the dimensions of a graphene

membrane, which is a vibrating element, to micro/nanoscales limits the operation

frequency range to MHz-GHz because the resonance frequency of a graphene mem-

brane f scales as t/L2, where t and L is the thickness and the length of the graphene

membrane, respectively [166]. Thus, for the operation in the low frequency range,

i.e., Hz-kHz, large membranes in millimeter scale are required [167]. Alternatively,

based on the relation t/L2, thick and small scale multilayer graphene membranes can

be utilized in the low frequency range [168]. However, increased thickness may lower

the sensitivity of the graphene membrane [167]. In addition, integrating graphene

membrane to the universal transceivers can be challenging since it is a mechani-

cal component. Therefore, further research is needed in this direction to realize

micro/nanoscale broadband acoustic components for the universal transceivers.
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1.5 Conclusion

In this chapter, we introduced the concept of universal IoE transceiver that defines

the transceiver architectures, which possess multi-modality in communication and

energy harvesting, modularity, tunability, and scalability. Through several practi-

cal cases involving also non-conventional communication modalities, e.g., molecu-

lar, THz-band communications, which will be relevant in the upcoming IoE land-

scape, we argued that such universal transceivers that can be scaled down to mi-

cro/nanoscales could address the unique IoE challenges, such as interoperability,

ubiquitous connectivity, energy efficiency, and miniaturization, and could open up

further opportunities in diversifying the IoE applications. Along this direction, key

physical layer challenges are outlined with potential solutions, which are centered

around the use of novel nanomaterials, such as graphene, that manifest unique elec-

trical, optical, mechanical and biochemical properties.
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Chapter 2

GRAPHENE AND RELATED MATERIALS FOR THE

INTERNET OF BIO-NANO THINGS

2.1 Introduction

The contemporary landscape of information and communication technologies (ICT)

is experiencing a rapid evolution, driven by the proliferation of Internet of Things

(IoT) applications. These applications hinge on the interconnection of a vast number

of heterogeneous devices that interact closely with the physical world, utilizing an

array of sensing and communication technologies. Advancements in biotechnology

and nanotechnology, particularly in synthetic biology and nanomaterials, pave the

way for the next significant milestone: extending our control and connectivity to the

universal scale, including the complex biotic world, ultimately serving the holistic

Internet of Everything (IoE) vision [169, 19, 170].

Central to the IoE vision, which draws inspiration from the vast connectivity

and diverse networking characteristics in the universe, is the emerging Internet of

Bio-Nano Things (IoBNT) framework, which encompasses collaborative networks

of Bio-Nano Things (BNTs) [3]. These networks consist of diverse array of context-

aware entities, including biological beings and artificial micro/nanoscale devices,

such as engineered bacteria and nanosensors that interact closely with their natural

counterparts in complex biological environments [20]. Leveraging the power of nan-

otechnology and biotechnology with communication and networking tools, IoBNT is

poised to seamlessly bridge the digital and biological worlds in ways and at spatio-

temporal resolutions that were previously inconceivable. Therefore, towards the core

IoE vision of bringing connectivity into unprecedented domains, IoBNT is expected

to play a critical role in overcoming heterogeneity and scalability challenges of IoE.
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As such, BNTs and the IoBNT framework stand as a crucial piece of IoE, underpin-

ning the expansion of our connectivity to the universal scale, and unlocking a vast

array of opportunities to devise novel applications, particularly in healthcare.

The IoBNT framework envisions integrating BNTs into conventional communi-

cation networks through seamless bio-cyber interfaces, thereby enabling novel ap-

plications, such as remote and continuous health monitoring with nanobiosensor

networks inside human body (Fig. 2.1(a)), theranostic smart drug delivery sys-

tems that can be remotely monitored and controlled, distributed sensing of chemi-

cal agents with engineered bacteria networks in various environments, artificial bio-

chemical networks that replace or reinforce their natural counterparts for treatment

of diseases, and many others [36, 38]. The biotic world is, however, characterized

by immense heterogeneity among interacting entities, such as living cells, animals,

plants, and bacterial communities, communicating across various spatio-temporal

scales in challenging biological environments, such as inside human body. These

natural BNTs interact through unconventional communication methods, such as

exchanging biochemical and electrochemical signals, across diverse physiological en-

vironments [3]. At the fundamental level, biological interactions primarily involve
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micro/nanoscale components or their modular assemblies, such as ligand receptors

and cargo-carrying microtubules [171], highlighting the essential role of artificial

BNTs within the IoBNT framework for monitoring and controlling biological sys-

tems at single molecular resolution.

IoBNT presents numerous challenges, foremost of which is the need for innovative

communication technologies that can withstand noisy and dynamic media such as

biological environments. These technologies must be adaptable to micro/nano size

scales and diverse biotic and abiotic characteristics of BNTs. Conventional elec-

tromagnetic (EM) communications are considered unsuitable due to size mismatch

and BNTs’ limited energy and computational resources. Emerging unconventional

communication technologies offer potential solutions for enabling heterogeneous net-

works in IoBNT. Bio-inspired molecular communications (MC) stand out as a prime

method for interconnecting BNTs, delivering superior biocompatibility and biotic-

abiotic interoparability by harnessing nature’s communication strategies. Terahertz

(THz)-band EM communications and ultrasonic nanocommunications, utilizing ex-

tremely high-frequency EM waves and high-frequency acoustic waves, respectively,

represent additional promising IoBNT communication technologies closely aligned

with conventional ICT expertise.

Unconventional communication methods necessitate novel transceiver (Tx/Rx)

architectures that are also unconventional in size, complexity, and transmission and

reception functionalities. In MC, for instance, transceivers should be capable of

encoding information into distinguishable molecular properties, such as molecular

concentration, transmitting molecular signals into the channel, and subsequently

sensing and decoding these signals [172] (Fig. 2.1(b)). The design of transceivers

for THz-band EM nanocommunications necessitate revisiting the antenna theory

to accommodate plasmons at the interface between solid-state materials and high-

frequency airborne EM waves [66]. Fortunately, recent advancements in nanomate-

rials and nanofabrication techniques have facilitated significant progress in designing

and fabricating practical Tx/Rxs for unconventional communication modalities. In

particular, graphene and related materials (GRMs), with their exceptional elec-
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trical, optical, biochemical and mechanical properties, biocompatibility, and ease

of fabrication and integration, show great potential in this area. Graphene’s high

surface-to-volume ratio makes it highly sensitive to biomolecules, enabling detec-

tion of a wide variety of molecular signals in biological environments. Additionally,

graphene’s plasmonic response supports the emission and detection of THz radia-

tion [173, 6], while its exceptional thermo-photoacoustic properties enable wideband

emission of high-frequency ultrasonic signals [174].

Interfacing BNTs and IoBNT networks, which partially or entirely rely on the

exchange of molecular signals in challenging biological environments, with conven-

tional EM-based communication networks presents another significant challenge,

necessitating bio-cyber or nano-macro interfaces. These interfaces translate bio-

chemical signals into other physical forms, such as electrical, optical, or EM, that

can be processed by conventional ICT devices, vice versa. Existing neural interfaces,

electrical biosensors, and drug delivery devices offer valuable insights for designing

bio-cyber interfaces for IoBNT. Nanomaterials, particularly GRMs, stand out in

these emerging technologies because of their exceptional ability to convert signals

between various forms. Inspiring examples include graphene field-effect transistor

(FET) sensors transducing biomolecular concentrations into electrical signals [175],

and GRM nanocomposites releasing drug molecules upon electrical stimulation [176].

Energy self-sufficiency is crucial for most IoBNT applications, requiring BNTs to

harvest energy from ambient sources and store it for continuous operation. The de-

velopment of miniaturized energy harvesters and storage components relies heavily

on nanomaterials and micro/nanofabrication technologies, which can also facilitate

on-chip integration for IoBNT components. GRMs, with their remarkable electrome-

chanical properties and flexibility, have found widespread use in these technologies.

Their exceptional electrical and thermal conductivity, and mechanical strength make

them suitable for harnessing various ambient energy sources, including mechanical

vibrations, sound, heat, and light. Moreover, GRMs with large specific surface area,

high electrical conductivity, and electrochemical stability exhibit great potential as

high-performance active electrode materials for micro-supercapacitors (MSCs), an
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emerging technology for realizing integrable micro/nanoscale energy storage compo-

nents for BNTs.

Therefore, GRMs with outstanding properties hold great promise in addressing

the key challenges of IoBNT. In light of this, this chapter evaluates the potential of

GRMs and related device technologies for the practical implementation of fundamen-

tal IoBNT components, namely micro/nanoscale transceivers, bio-cyber interfaces,

and energy harvesting and storage components. By evaluating these technologies, we

aim to contribute to the development and realization of the IoBNT vision, thereby

fostering the emergence of groundbreaking applications at the intersection of nan-

otechnology, biotechnology, and ICT.

2.2 Graphene and Related Materials (GRMs)

Graphene, a two-dimensional (2D) monolayer of carbon atoms arranged in a honey-

comb crystal lattice, has captivated researchers due to its extraordinary electrical,

optical, thermal, mechanical, and biochemical properties. These properties make

graphene an excellent alternative for existing materials in a wide range of nanotech-

nology applications. The first successful isolation of graphene from graphite and

the subsequent groundbreaking experiments earned the researchers a Nobel Prize in

2010 [177]. In this section, we provide an overview of the fundamental properties of

GRMs relevant for the fabrication of abiotic BNTs and IoBNT applications, as well

as a discussion of widely-used GRM synthesis methods.

2.2.1 Properties of GRMs

Graphene is the very first example of a closely-packed 2D material isolated in nature.

The sp2 hybridization of carbon (C) atoms in graphene results in a unique honey-

comb structure (Fig. 2.2), where each C atom connects to three other C atoms at a

120-degree angle and with an inter-atomic distance of 1.42 Å. This structure leaves

one electron in the out-of-plane π orbital, which can move almost freely in the lattice

due to the large overlap between the π orbitals of neighboring C atoms [178]. The

strong in-plane σC−C bonds give rise to graphene’s remarkable mechanical strength,
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while the out-of-plane π orbitals account for its extraordinary carrier mobility [179].

Graphene’s unique structure serves as the basis for other graphitic carbon allotropes,

including graphite, carbon nanotubes (CNTs), fullerene, graphyne, and related ma-

terials (e.g., charcoal, carbon fiber (CF), amorphous carbon (AC)).

Graphene is the mother of GRMs, which primarily consist of single-layer graphene

(SLG), bilayer graphene (BLG), few-layer graphene (FLG), graphene oxide (GO), re-

duced graphene oxide (rGO), graphene nanoribbons (GNRs), graphene nanoplatelets

(GNPs), and others [180]. BLG and FLG consist of two and more than two layers

of hexagonal lattices, respectively, held together by weak van der Waals forces. GO

shares a similar honeycomb structure with graphene (Fig. 2.2), but combines sp2

and sp3 hybridizations. GO can be produced through chemical oxidation of graphite,

which results in functionalization with oxygen-containing functional groups [181].

Reduction of GO, either chemically or through thermal annealing, yields rGO, which

resembles pristine graphene but with more defects and remnants of oxygen-groups

on the surface (Fig. 2.2). Furthermore, GNRs are planar quasi-one-dimensional

(1D) graphene structures, which can be further categorized into two groups based

on edge termination: 1) armchair and 2) zigzag. While zigzag GNRs exhibit metallic

properties, armchair GNRs can be metallic or semiconducting, depending on their

width [182].

The hexagonal lattice structure of graphene, with two identical atoms in its unit

cell, results in a distinct energy-momentum dispersion relation characterized by a

conical energy band diagram near the Brillouin zone corners, where the valence and

conduction bands touch each other. This electronic band structure, with a zero band

gap, sets graphene apart from conventional semiconductors and metals, placing it in

the semi-metal category. Near the band-crossing point, known as the Dirac point,

the energy-momentum dispersion is linear. This characteristic causes charge carriers

to behave as massless relativistic Dirac fermions with a Fermi velocity only 300 times

smaller than the speed of light, drawing significant attention from physicists eager

to explore relativistic physics in a solid-state material [183].

The symmetry of the valence and conduction bands around the Dirac point also
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results in the ambipolar nature of graphene, allowing the charge carrier type to be

switched by applying a slight perturbation to the Fermi level around the Dirac point,

for example, via an applied electric field, without the need for chemical doping. This

symmetry also leads to electrons and holes sharing the same Fermi velocity, which

has significant implications for the design of graphene-based pn-junction devices

in electronics applications. The absence of backscattering in the graphene lattice,

which can potentially lead to ultra-high carrier mobilities, reaching up to 10, 000

cm2/V-s in pristine samples on Si/SiO2 substrates at room temperature, and 250, 000

cm2/V-s when encapsulated between hexagonal boron nitride (h-BN) layers [184,

185, 186]. It is important, however, to highlight that these values represent the upper

limit of graphene’s mobility, typically achieved under highly controlled experimental

conditions.

As the thinnest known material with single-atomic-layer thickness, graphene

has an exceptional surface-to-volume ratio, with the contact area of sp2-hybridized
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carbons doubled. This high surface-to-volume ratio, combined with high carrier

mobility at room temperature, makes graphene highly sensitive to its surrounding

environment, rendering it an excellent material for sensor applications [187]. More

importantly, graphene’s ability to withstand considerable mechanical stress while

maintaining its single-atomic-layer thickness renders it an ideal material for wear-

able devices and implants, such as skin-conformable electronic tattoos [188] and

neural interfaces [189], which demand ultimate flexibility to conform to soft bio-

logical tissues seamlessly [190]. Graphene’s potential in wearable and implantable

biomedical applications is further reinforced by its biocompatibility [191, 192, 193].

Despite being only one atom thick, SLG displays notable opacity, absorbing

2.3% of light across a wide spectrum, ranging from visible to infrared, due to its

unique electronic structure [194]. Graphene’s properties also lend themselves to

plasmonic applications, attributable to its high carrier mobility [195], tunability

[196], and strong light confinement capabilities [197]. Chemically doped graphene

offers potential in THz optoelectronics, as its transparency reduction can reach up

to 40% [198].

2.2.2 Synthesis of GRMs

Top-down methods

Various top-down methods have been developed to produce graphene on different

scales. Mechanical cleavage, one of the simplest methods, is employed to produce

single- and few-layer graphene flakes from graphite via the repeated cleavage of

graphite using a scotch tape [177], as illustrated in Fig. 2.3(a). Chemical reduction

of exfoliated GO is a solution-processed route for bulk-scale graphene production,

commonly used for fabrication of organic devices and photovoltaic cells [199]. An-

other top-down method, liquid-phase exfoliation (LPE), entails exfoliating graphite

in fluidic media using ultrasound waves to obtain single- or few-layer graphene (Fig.

2.3(b)). This process includes dispersion of graphite in a solvent, followed by exfo-

liation and purification steps [200]. A relatively marginal yet interesting approach

to producing graphene is unzipping CNTs to create graphene GNRs [201] through
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various techniques, such as Argon plasma etching [202], unwrapping by electrical

current [203], and longitudinal unzipping of multi-walled CNTs [204].

Bottom-up methods

Chemical vapor deposition (CVD) is the most prevalent method for producing

graphene, as it yields high-quality, large-area monolayers. In CVD, graphene is syn-

thesized on metallic substrates, such as copper, in vacuum chambers supplied with

gaseous precursors that react with the substrate at reaction rates set by chamber

pressure and temperature (Fig. 2.3(c)). Graphene produced through this method is

typically polycrystalline, and the grain boundaries in polycrystalline graphene can

impair its electrical, mechanical, and biochemical properties [205]. Moreover, the

post-synthesis transfer of graphene from metallic substrates onto insulating surfaces,

such as Si/SiO2, required for electronic and sensing applications, introduces defects

and impurities that can degrade device performance. Graphene can also be fab-

ricated through epitaxial growth on silicon carbide (SiC) substrates (Fig. 2.3(d)).

This method can produce high-quality, large-area graphene with uniform thickness,

without the need for transferring it to another substrate, which is desirable for

defect-free fabrication of electronic devices [206].

In summary, the choice of synthesis method can significantly impact the proper-

ties of the resulting GRMs, which, in turn, influences the performance of GRM-based

devices. While mechanical cleavage can deliver the highest-quality graphene in terms

of electrical and optical properties, this method is not scalable and exhibits low level

of reproducibility. Conversely, CVD offers scalability for mass-producing large-area

graphene; however, achieving single-crystal graphene, which is highly desired for

sensing applications, is challenging with this method. Lastly, since LPE provides

limited control over the quality and layer structure of the resulting graphene, its

products are more suitable for use coating agents in printed electronics applications

that typically do not demand high charge carrier mobilities.
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2.3 GRM-based Micro/Nanoscale Transceivers

The application environments of IoBNT, that primarily involve biological media,

have been relatively unexplored by the ICT researchers until recently, as EM waves,

which underpin conventional communication systems, are ill-suited for these set-

tings. Hence, the exploration of unconventional communication approaches is of

paramount importance to address the challenges posed by the unique characteristics

of such environments. Among the emerging unconventional communication meth-

ods, MC, THz-band EM nanocommunications, and ultrasonic nanocommunications

have garnered significant attention.

These communication modalities exhibit significant deviations from conventional

methods with respect to the form of information carriers, noise characteristics,

achievable transmission rates, and communication delays. Moreover, in the context

of THz-band EM and ultrasonic nanocommunications, although these modalities

rely on wave propagation similar to conventional systems, EM and acoustic waves
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experience distinct physical phenomena at these operating frequencies in addition to

complexities introduced by the biological environments. Consequently, new design

approaches are essential for the practical implementation of Tx/Rx architectures

tailored to the unique features of these unconventional modalities and the intricate

biological settings.

GRMs hold immense promise as a key enabler for realizing these novel commu-

nication methods. In this section, we present the state-of-the-art GRM technologies

that have the potential to inspire the design of micro/nanoscale Tx/Rx components,

encompassing antennas, signal sources, and detectors for MC, THz-band EM and

ultrasonic nanocommunications in IoBNT applications. We highlight the key chal-

lenges in implementing full-fledged micro/nano Tx/Rxs and discuss the prospects

of GRM-enabled novel Tx/Rxs in supporting multi-modal communications within

the broader IoE framework.

2.3.1 Transceivers for Molecular Communications

Bio-inspired MC has emerged as the most promising communication method to

realize the IoBNT. Capitalizing on molecules for information transfer, MC is inher-

ently biocompatible, energy-efficient, and robust in physiologically-relevant environ-

ments such as within the human body. While there have been significant theoretical

advances in understanding the performance limits of MC, such as channel capac-

ity [5], practical implementations of MC-capable artificial devices remain in their

infancy.The radical differences between MC and conventional communication meth-

ods necessitate novel approaches for the physical design of MC Tx/Rxs. Recent

demonstrations of prototype micro/nanoscale MC systems based on GRMs have re-

vealed the enormous potential of nanomaterials in the development of practical MC

devices [4].

As IoBNT applications, such as continuous health monitoring, are expected to

closely interact with biological systems and tissues, it is imperative to ensure the

biocompatibility and bio-durability of the materials used. This has led to the explo-

ration of nanomaterials-based approaches for the design of MC-Tx/Rxs, which focus
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on chemically stable and biocompatible materials for sensing and releasing molecules,

such as GRMs, CNTs, and silicon nanowires (SiNWs) [5]. While synthetic biology

provides an alternative for designing biocompatible MC-Tx/Rxs [207, 208], it faces

challenges concerning applicability and integration into functional systems [209, 51].

Thus, in the following, we will review the potential of nanomaterials, particularly

GRMs, in designing and implementing practical MC-Tx/Rxs within the IoBNT

framework.

Molecular Communication Receiver

Drawing on the shared design principles between MC receivers (MC-Rxs) and biosen-

sors, it is prudent to explore existing biosensor technologies, particularly those in-

corporating GRMs, as a foundation for designing MC-Rxs. Graphene has attracted

significant attention in biosensing applications due to its remarkable properties, such

as high charge mobility, chemical stability, and high sensitivity to biomolecules.

Furthermore, graphene’s 2D planar structure enables functionalization of its surface

with an extensive array of biomolecular probes or receptors, facilitating selective

sensing of various types of target molecules.

Among the diverse sensing modalities, including electrical, optical and mechani-

cal, the FET-based biosensors (bioFETs) stand out for their ability to deliver minia-

turization and high sensitivity, owing to their inherent signal amplification capabil-

ity through the electrical field-effect [210]. Graphene-based bioFETs, employing

graphene as the transducer channel, have been reported to exhibit high sensitivity

with detection limits in the sub-femtomolar range [211], as well as rapid, real-time

detection of various biomolecules [212]. Although one-dimensional (1D) nanomateri-

als, such as SiNWs [213] and single-walled CNTs [214], have been widely considered

for the transducer channel of bioFETs due to their comparable sensing performance

to graphene-based transducers, challenges in their fabrication and scalable integra-

tion into existing complementary metal-oxide-semiconductor (CMOS) fabrication

processes impede the development of 1D bioFETs [215, 211].

Graphene bioFETs also enable label-free, continuous molecular detection through
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Figure 2.4: Graphene bioFET-based MC receiver [4]: (a) A conceptual drawing of
the MC receiver architecture. (b) Micro/nanofabricated MC receiver. (c,d) Integra-
tion of the MC receiver with a microfluidic chip.

the non-covalent functionalization of the graphene transducer channel with biolog-

ical probes that reversible bind to the corresponding target molecules, such as ap-

tamers and proteins, [5]. This capability has been demonstrated in a variety of

biosensing applications, including the detection of pathogens, such as viruses and

bacteria [212, 216], disease biomarkers for cancer and Alzheimer’s Disease [69, 217],

and nucleic acids [218]. Inspired by the potential of graphene bioFETs, Kuscu et al.

recently introduced the first micro/nanoscale MC-Rx based on graphene bioFETs,

employing single-stranded DNA molecules as information carriers and their comple-

mentary DNA molecules as receptors on graphene transducer surface, as illustrated

in Fig. 2.4 [4].

Practical applications of graphene bioFET-based MC-Rxs currently face several

challenges, including issues relatd to reproducibility and reliability. CVD growth

of graphene on copper substrates is the most common method, but the introduc-

tion of defects and impurities during the graphene transfer process onto another

substrate for bioFET fabrication is unavoidable. Si/SiO2 substrates are typically

used in bioFETs due to their compatibility with the conventional microfabrication



Chapter 2: Graphene and Related Materials for the Internet of Bio-Nano Things 53

processes. However, these substrates can introduce charged impurities that reduce

the charge carrier mobility of CVD-grown graphene in biosensing applications [185].

For instance, SLG exhibits high charge carrier mobility (> 200, 000 cm2 V-1 s-1)

at technologically relevant carrier densities [219], while CVD-grown graphene-based

FETs typically exhibit mobility in the range of 1000–10, 000 cm2 V-1 s-1 [220]. Con-

sequently, alternative substrates or growth methods, such as direct graphene growth

on non-metallic substrates, such as organic flexible materials [221], [210], warrant

further investigation. Moreover, previse control over the coverage, stability, and

orientation of immobilized probes on the graphene transducer channel is still lack-

ing, [222, 211], which must be addressed to resolve reproducibility concerns.

Additionally, the potential interaction of graphene with non-specific molecules

present in the communication channel poses a challenge for the reliable opera-

tion of bioFET-based MC-Rxs in biological environments, where numerous types

of molecules and ions can co-exist. For example, in physiological environments

with high ionic concentrations, the molecular detection performance of MC-Rxs

may be significantly degraded due to the Debye screening effect. Researchers are

exploring novel strategies to mitigate these phenomena, such as encapsulating the

bioFET with a biomolecule-permeable polymer layer to increase the effective screen-

ing length [223, 211] or employing surface passivation techniques to minimize non-

specific interactions [220].

Molecular Communication Transmitter

MC transmitters (MC-Txs) encode information into various physical properties of

molecules, such as concentration and type, before releasing modulated molecular

signals into the MC channel. Practical implementation of MC-Txs remains an

open issue, as there is a lack of literature on precise, controllable molecule delivery

structures and micro/nanoscale molecule reservoirs capable of sustaining continu-

ous molecule release. GRMs can offer significant advantages in addressing these

challenges, due to their unique electronic, mechanical, and chemical properties.

Kuscu et al. proposed micro/nanoscale MC-Tx architectures for both liquid-
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Figure 2.5: Conceptual drawings of envisioned MC-Tx architectures [5]: (a) Liquid-
borne MC-Tx with hydrophobic nanopore. (b) Liquid-borne MC-Tx with hydropho-
bic nanopore and nanoporous graphene membrane. (c) MC-Tx with hydrogel and
nanoporous graphene membrane. (d) Airborne MC-Tx with molecule wax and
nanoporous graphene membrane.

borne and airborne MC communications, utilizing nanoporous graphene membranes

to cap molecule reservoirs [5], as depicted in Fig 2.5. The permeability of the

nanoporous graphene membrane is regulated by an electric field, facilitating selec-

tive and tunable release of information-carrying molecules (IMs) stored in the reser-

voir, while minimizing molecule leakage, a challenge associated with hydrophobic

nanopores, as shown in Fig. 2.5(a). The use of graphene membranes offers several

advantages over conventional membranes, such as high mechanical strength, large

surface area, low thickness, and tunable pore size [5].

In the liquid-borne MC-Tx architecture illustrated in Fig. 2.5(b), an electrode

plate at the bottom of the molecule container provides further control over molecule

release by attracting or repelling charged molecules using the electric field. The ar-

chitecture shown in Fig. 2.5(c) employs electrically-responsive hydrogels as molecule

reservoirs, enabling modulation of molecule release through electrical stimulation.

The airborne MC-Tx architecture in Fig. 2.5(d) incorporates a wax layer to store

molecules, which are continuously released when heated by an electric field. Key

concerns for these architectures include molecular leakage (non-negligible molecule

release without electrical stimuli), and transmission delay (time required for infor-

mation molecules to enter the MC channel after electric field application). GRMs

can help mitigate these issues by providing a barrier layer (graphene membrane)

between the reservoir and the environment, and reinforce hydrogels or polymeric

waxes with improved mechanical properties and responsiveness [224].
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2.3.2 Transceivers for THz-band Nanocommunications

As IoBNT applications involve biological environments such as tissues, unique chal-

lenges arise in various aspects, necessitating the transformation of material and de-

vice technologies to accommodate the unique requirements of these environments.

Conventional EM communication technologies, namely radio frequency (RF) tech-

nologies, are not suitable for IoBNT due to the limited miniaturization of RF Tx/Rx

components at the required operating frequencies and power levels, which exceed

the capabilities of BNTs. However, the emerging field of THz-band communications,

employing high-frequency EM waves in the underexplored 0.1 to 10 THz range, ap-

pears promising for IoBNT, as it facilitates micro/nanoscale miniaturization and

low-power operation. Moreover, THz-band communications exhibits biocompati-

bilty, as THz radiation does not ionize biological tissues, lacking sufficient energy

for ionization of atoms and molecules [225].

Since the THz-band lies between microwave and infrared frequencies, THz waves

exhibit both photonic and electromagnetic properties, rendering electronic and pho-

tonic device technologies applicable for THz Tx/Rx design. On the other hand,

THz device technology remained underdeveloped until recently, primarily due to

the scarcity of practical signal generators and detectors for the so-called THz gap.

More specifically, conventional solid-state electronic devices generate limited signal

power at THz frequencies, while photonic devices have been constrained by the

absence of materials with suitable electrical and optical properties [226]. Nonethe-

less, the emergence of GRMs with exceptional electronic and optical properties has

significantly propelled the advancements in THz device technologies.

Graphene, with its gapless band structure, demonstrates a spectral response at

THz frequencies, unlike other 2D materials with larger band gaps [227]. This at-

tribute enables EM radiation-graphene interaction at THz frequencies, making it

suitable for THz emission, modulation, and detection. Graphene’s electrical, op-

tical and plasmonic properties can be tuned through chemical doping or electri-

cal/magnetic biasing [228], allowing the development of reconfigurable THz Tx/Rx

components, such as nano-antennas with dynamic radiation patterns controlled by
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a. b. d.c.

Figure 2.6: (a) Conceptual design of a graphene nanoribbon-based plasmonic an-
tenna for THz communication. (b, c, d) Graphene-based THz detector [6]: (b)
Schematics of the bilayer graphene FET architecture used in the THz detector.
(c) 3D rendering of the THz detector with a broadband bow-tie antenna and hemi-
spherical silicon lens, enabling modulation of the gate-to-source voltage. (d) Optical
micrograph of the detector.

graphene’s tunable surface conductivity [229]. Moreover, the ease of integrating

graphene-based THz components with each other, as exemplified by integrated mod-

ulators and detectors, could facilitate low-power, on-chip THz Tx/Rxs, highly sought

after for standalone IoBNT applications. Additionally, graphene’s low electronic

noise temperature makes it suitable for physiological environments, preventing per-

formance degradation in THz Tx/Rx devices [230].

Graphene’s support for tunable surface plasmon polaritons (SPPs) at THz fre-

quencies offers great potential for realizing micro/nanoscale THz Tx/Rxs. Confine-

ment of THz waves in a sub-wavelength scale in the SPP mode enables high-order

miniaturization [229] due to the smaller wavelength of SPP waves compared to EM

waves, resulting from the lower propagation speed of SPP waves on graphene [231].

Despite offering high miniaturization, plasmonic antennas based on pure graphene

exhibit low radiation efficiency [232]. Radiation efficiency can be improved by

employing substrate materials with a higher dielectric constant or increasing the

number of graphene layers, as demonstrated by hybrid graphene-dielectric struc-

tures [233] and few-layer graphene stacks [234]. However, this compromises the level

of miniaturization [233]. Consequently, further research is necessary to address the

trade-off between miniaturization and radiation efficiency.

The utilization of graphene SPPs enables frequency-reconfigurable THz plas-
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monic antennas [232] and modulators [67, 144], paving the way for efficient, inte-

grated on-chip all-graphene THz Tx/Rxs [66] along with on-chip plasmonic THz sig-

nal sources [235], and detectors [6] as exemplified by the THz plasmonic components

shown in Fig. 2.6. The frequency-reconfigurability of graphene sheets is achieved

by varying the chemical potential (Fermi level) of graphene, typically via electric

field application. Altering the chemical potential allows control of graphene surface

conductivity, thus affecting the propagation constant and resonance frequency of

graphene SPPs. For example, increasing the chemical potential shifts the resonant

frequency upwards, resulting in higher radiation efficiency [236]. However, it should

be noted that electronic reconfigurability is adversely affected by high chemical po-

tentials [228].

Several GRM-based configurations have been reported in the literature that can

simultaneously provide high radiation efficiency and frequency reconfigurability, such

as tunable THz metamaterials comprising metallic resonance structures with em-

bedded graphene [237], and multiple graphene sheets controlled by different bias

voltages [238]. Nevertheless, the feasibility of these configurations for IoBNT ap-

plications must be evaluated in terms of miniaturization. Additionally, complex

physiological environments with various co-existing molecules can present signifi-

cant challenges for the reliable operation of plasmonic Tx/Rx components. Specif-

ically, the adsorption of interfering molecules on the graphene surface can alter

its refractive index, subsequently affecting the propagation characteristics of the

SPPs [85]. Therefore, a comprehensive analysis of interfering molecular interactions

with graphene under different physiological conditions is required to assess their

impact on graphene’s reconfigurability.

2.3.3 Transceivers for Ultrasonic Nanocommunications

Ultrasonic nanocommunications utilizing high-frequency acoustic waves (above 20

kHz) represents a promising approach for IoBNT, particularly in intra-body ap-

plications [239]. Acoustic communications has certain advantages over EM-based

communications in water-dense media. For example, sound is often preferred for
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underwater communication as RF waves experience significant absorption losses.

Therefore, acoustic communication within the body, where water is the primary

constituent, may also be advantageous.

Moreover, ultrasonic nanocommunications has the potential to support high data

rates in intra-body applications. In one study, researchers experimentally demon-

strated ultrasonic propagation through a tissue-mimicking environment, achieving

data rates up to 700 kbps with a 40µm transmit power [240]. However, ultrasonic

Tx/Rxs must be tailored for IoBNT in several aspects, including size, robustness,

and biocompatibility. This is because BNTs have micro/nanoscale dimensions, prop-

agation in biological environments with numerous obstacles requires robustness, and

transmission in biological tissues must adhere to safety limits concerning acoustic

pressure and power. To meet these requirements, directional transmission at high

frequencies (around hundreds of MHz) is necessary for in vivo communications [239].

Additionally, wideband ultrasonic nanocommunications employing short pulses with

low duty cycles can provide compatibility with IoBNT by reducing thermal and

mechanical effects on tissues and offering robustness against the multipath fading

caused by obstacles inside the body [240].

The primary component in ultrasonic communications is the ultrasonic trans-

ducer, which emits and detects ultrasound waves. Conventional ultrasonic trans-

ducers typically rely on the piezoelectric effect, converting mechanical vibrations to

electrical signals and vice versa. However, these transducers often operate only near

their resonance frequency and allow only limited miniaturization due to performance

and fabrication constraints [241]. Alternatively, optoacoustic generation of acoustic

waves is a powerful method for generating high-frequency, wideband ultrasound. Us-

ing light-absorbing nanomaterials providing efficient light-to-ultrasound conversion,

such as GRMs and CNTs, miniaturized ultrasonic transmitters can be developed.

These transmitters can be integrated with wideband sensitive, all-optical detectors,

such as optical interferometric detectors, enabling the implementation of all-optical,

wideband, high-frequency ultrasound transducers with strong miniaturization po-

tential [241].
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Figure 2.7: Optoacoustic ultrasound transmitter based on rGO-coated PDMS film
[7]: (a) Schematic representation of the film. (b) Maximum pressure of ultrasonic
waves from different samples at varying fluences. (c) Frequency spectra of ultrasonic
waves observed for different samples. Reproduced from S. H. Lee et al, “Reduced
graphene oxide coated polydimethylsiloxane film as an optoacoustic transmitter for
high pressure and high frequency ultrasound generation,” Applied Physics Letters,
vol. 106, no. 8, p. 081911, 2015, with the permission of AIP Publishing.

The photoacoustic effect describes the generation of sound waves via modulated

optical waves. The absorbed light causes the material to heat up, leading to sound

emission via thermoelastic expansion. As a result, wideband ultrasound can be

generated using short laser pulses on light-absorbing materials. For in vivo ultra-

sonic transmitters, efficient light-to-sound conversion is crucial to achieve adequate

acoustic pressure, considering the limited laser pulse energy to avoid harmful bi-

ological effects. Conversion efficiency mainly depends on the absorbing material,

which should ideally possess high optical absorption capacity, high thermal conduc-

tivity, and low heat capacity [242]. Carbon-based nanomaterials, such as GRMs and

CNTs, with their exceptional photothermal properties and wideband light absorp-

tion capability, are well-suited for efficient photoacoustic conversion. Both rGO and

CNT have been extensively explored for optoacoustic ultrasound generation [7]. In

biological environments, rGO is favored over CNT due to its larger surface area and

improved dispersibility [243].

Enhancing photoacoustic conversion efficiency is commonly achieved through en-

gineering composite nanomaterials. For instance, rGO can be combined with metal-

lic materials, such as gold nanoparticles (AuNPs), to improve its light-absorbing ca-

pability [244]. Additionally, rGO can be mixed with metals and polymers acting as
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thermal expansion layer, such as aluminum (Al) and polydimethylsiloxane (PDMS),

for enhanced thermoelastic expansion and increased acoustic pressure [174, 7]. Com-

paratively, rGO-PDMS ultrasound transmitters exhibit higher photoacoustic pres-

sure than rGO-Al, as PDMS has greater thermoelastic expansion than Al [7], as

demonstrated in Fig. 2.7. Optimizing composite material properties for maximum

sound pressure requires considering certain trade-offs. For examples, while rGO’s

light absorptivity increases with its thickness [174], the bandwidth of the generated

ultrasonic pulses decreases with the thickness of the composite [245].

Piezoelectric detectors are commonly used for detecting ultrasonic signals in op-

toacoustic imaging. However, these detectors have an inherently narrow operation

frequency, and their sensitivity decreases as the detector size is reduced [241]. In

contrast, optical interferometric resonators are not size-dependent and can be minia-

turized. All-optical generation and detection of ultrasound can enable on-chip inte-

grated optical ultrasonic Tx/Rx, a direction further motivated by advancements in

nanolaser technology, such as plasmonic nanolasers [246]. Nevertheless, fabricating

on-chip integrated plasmonic nanolasers presents significant challenges, including

the need for electrical pumping without harming the biological environment. To

address this issue, it is crucial to lower the pumping threshold and maintain high

efficiency [247].

2.3.4 Multi-modal Transceivers for IoBNT

As discussed in previous sections, GRMs can enable the reliable and information-

efficient transduction of diverse communication modalities into the electrical domain

and vice versa. This inter-modality transduction property of graphene can be har-

nessed to develop Tx/Rxs capable of seamlessly interfacing heterogeneous networks

within IoBNT, and connecting IoBNT with the conventional communication net-

works.

We recently introduced a device concept called universal transceivers [169], char-

acterized by multi-modality (in communication and energy harvesting), modularity,

tunability, and scalability (to micro/nanoscales). Universal Tx/Rx architectures
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possessing these attributes can address the major inter-operability challenges in re-

alizing the emerging Internet of Everything (IoE) paradigm. This paradigm has the

potential to revolutionize our interaction with the physical world [169] by integrating

various Internet of Things (IoT) technologies and applications, including IoBNT.

However, device complexity poses a significant challenge for the physical imple-

mentation of universal Tx/Rxs, as each communication modality adds to the overall

hardware complexity. Direct inter-modality transduction without conversion to the

electrical domain, where signals are processed, can considerably reduce device com-

plexity. For example, molecule-sensitive graphene field-effect transistors (GFETs)

capable of simultaneously sensing molecules and modulating the output RF signal

have been reported [56]. GRMs with multi-functional capabilities in other forms also

show promise in addressing device complexity, as demonstrated by a multi-functional

graphene-based modulator combining storage and transduction capabilities [55].
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Figure 2.8: An IoBNT architecture with GRM-based bio-cyber interfaces facilitat-
ing bi-directional communication between intrabody nanonetworks and conventional
networks: (1) GRM-based bio-cyber interface enabling bi-directional communica-
tion between the Internet and intra-body networks. (2) GRM-based high-resolution
neural interface connecting to external networks via THz signals. (3) Nanosen-
sor/actuator network monitoring and controlling gut microbiome composition, con-
nected to a bio-cyber interface through acoustic signals. (4) GRM-based transdermal
patch providing sensory feedback to (2) via the Internet by converting biochemical
signals to THz signals and transmitting them to the Internet infrastructure for fur-
ther processing. (5) The cyber domain of the Internet.

2.4 GRM-based Bio-cyber Interfaces

Realizing the envisioned IoBNT applications often necessitates bridging the gap be-

tween bio-nano networks, which typically operate in the biochemical domain (e.g.,

intra-body), and conventional networks that primarily rely on electromagnetic signal

exchange. The disparities between these heterogeneous networks in terms of commu-

nication media, modality, and compatible device technologies require sophisticated

interfaces capable of seamlessly interconnecting these networks by overcoming in-
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teroperability challenges (Fig. 2.8). These so-called bio-cyber interfaces have been

the focus of extensive research, with various innovative methods proposed in the

IoBNT context, including those based on optogenetics [113], THz control of protein

conformations [248], stimuli-responsive hydrogels [5], redox electrochemisty [53], and

biosensing [222, 249]. These methods offer uni-directional or bi-directional bio-cyber

interfacing with varying spatiotemporal resolution. In this section, we provide a

brief overview of IoBNT bio-cyber interfacing technologies where GRMs can pro-

vide unique advantages.

2.4.1 GRM-based Biosensors for IoBNT

Depending on the specific IoBNT application, biosensors can serve as bio-cyber in-

terfaces, converting molecular signals into electrical or other signal forms that can

be processed and transmitted over conventional communication networks. The use

of biosensors as bio-cyber interfaces within IoBNT applications, however, presents

challenges related to size, energy consumption, biocompatibility, and the establish-

ment of reliable bi-directional communication.

A wide array of IoBNT applications require interfacing with living systems and

tissues, which necessitates biosensors at the micro/nanoscale and demands high-level

biocompatibility. This is crucial for preventing toxic and adverse effects on living

cells and biochemical processes therein, while also ensuring the proper operation of

biosensors without performance degradation [250, 251].

The performance of a biosensor is directly related to its transduction process.

Reliable and information-efficient inter-modality transduction (e.g., biochemical sig-

nals to electrical signals) is required to eliminate processing delays and information

loss. Ensuring information-efficient and rapid transduction is particularly critical for

healthcare applications of IoBNT, such as early diagnosis and treatment of diseases.

Biosensing is one of the areas where GRMs excel due to their biocompatibility,

flexibility, high charge carrier mobility, and unique 2D structure with a significantly

high surface-to-volume ratio, leading to exceptional sensitivity [252, 253, 254, 68,

255]. Their capacity to be functionalized with a diverse array of bio-recognition
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elements, such as proteins, enzymes, and DNA/RNA aptamers, makes them ver-

satile platforms for selective interfacing with various biochemical systems and sig-

nals. Notably, aptamer-functionalized graphene sensors have demonstrated real-

time monitoring of cytokines in human biofluid, achieving highly sensitive detection

of disease biomarkers [256]. Furthermore, GRM-based biosensors can transduce

biochemical signals into a broad range of signal forms, such as electrical, optical,

RF/microwave/THz electromagnetic signals [57, 169], making them ideal candidates

for addressing bio-cyber interfacing challenges in IoBNT.

FET-based biosensors, also known as bioFETs, represent a widely adopted ar-

chitecture for GRM-based biosensors due to their inherent signal amplification ca-

pability. In bioFETs, the GRM-based transduction channel of the transistor is in

direct contact with the biochemical environment, with biorecognition elements, i.e.,

receptors, serving as the gate electrode. An example application of GRM-based

bioFETs is wearable contact lens sensors (Fig. 2.9), which detect glucose concentra-

tion in tears and wirelessly transmit data to a mobile device for blood glucose level

estimation. [8]. Exploiting correlations between biomarker levels in blood and those

in bodily fluids, e.g., tears, saliva, and sweat, that are easily accessible by wearable

GRM-based biosensors is crucial for bio-cyber interfacing in IoBNT applications,

where the molecular signals generated by intra-body MC networks can be detected

non-invasively [257].
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a.

b. c.

Figure 2.9: GRM-based wearable smart contact lens [8]: (a) GRM-based wearable
contact lens sensor integrating a glucose sensor and an intraocular pressure sensor.
(b) Illustration of the transparent glucose sensor on the contact lens. (c) GRM-based
wireless sensor integrated onto a rabbit’s eye. Joohee Kim, Nature communications,
8, 14997 (2017), 2017; licensed under a Creative Commons Attribution (CC BY)
license.

Biodegradable biosensors and patches have been developed to collect data before

harmlessly decomposing into environmentally benign byproducts. The unique prop-

erties of GRMs, combined with their ability to degrade naturally over time, enable

the development of these versatile and biocompatible biosensors and patches, capa-

ble of detecting various physical, chemical, or biological signals [258]. For instance,

researchers have introduced GRM-based waterborne biodegradable nanocomposites,

which not only have excellent physical properties, but also can be completely de-

graded through a simple enzymatic reaction [259]. Through the application of these

nanocomposites, the design and production of GRM-based biodegradable sensors
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and patches become possible, which holds considerable importance for bio-cyber

interfacing in IoBNT.

In conclusion, the advancements in GRM-based biosensors hold great potential

for addressing the challenges associated with bio-cyber interfacing in IoBNT appli-

cations. These cutting-edge biosensors offer unprecedented sensitivity, versatility,

and biocompatibility, opening new avenues for IoBNT applications in healthcare

and beyond.

2.4.2 GRM-based Neural Interfaces for IoBNT

The nervous system is the most advanced and complex human-body network [260]

with the intricacies of many of its signaling pathways yet to be unfolded. It is a

very large-scale network distributed throughout the body for transferring external

stimuli to the brain and vice versa. The nervous system utilizes electrical and

chemical signals to transfer information among its constituents, standing as a multi-

modal and natural communication infrastructure for artificial IoBNT networks. In

that regard, bi-directional interfacing with the nervous system is essential to enable

many of the foreseen IoBNT applications.

One promising target for IoBNT applications is the bi-directional gut-brain axis,

which connects the gut microbiota with the central nervous system. The electro-

chemical signaling pathways in this axis play a significant role in numerous neu-

rological disorders, such as autism and depression, as well as digestive conditions,

e.g., irritable bowel syndrome [261, 262, 263, 264]. Implementing an IoBNT system

capable of bi-directional communication with the gut-brain axis through bio-cyber

interfaces could facilitate monitoring and controlling gut-brain signaling for early

diagnosis and treatment of associated diseases. Moreover, IoBNT networks inter-

facing with the nervous system could be employed to reestablish disrupted neural

signaling between the brain and muscles in spinal cord injuries, ultimately restoring

motor functions in paralyzed patients [38].

Interfacing with the nervous system is conventionally realized via electrical stim-

ulation of the neurons and transduction of dynamic electrochemical neural activities
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into electrical signals [265, 266, 267]. Achieving high spatio-temporal resolution neu-

ral interfaces remains a significant challenge due to the complex anatomy of nervous

tissues and intricate interconnections among neurons, leading to considerable noise

and interference. These challenges are currently being addressed with advanced

nanomaterials and flexible electronic technologies.

Exceptional physicochemical properties of GRMs, such as extraordinary charge

carrier mobility, electrochemical stability, mechanical flexibility, miniaturization ca-

pacity, and transparency make them ideal for addressing the aforementioned chal-

lenges in neural interface design [268, 269, 270]. GRM-based neural interfaces enable

unprecedented access to the spatio-temporal dynamics of neural activity, facilitat-

ing remote monitoring and control of the nervous system. For instance, transparent

graphene electrode arrays allow high-resolution visualization of cells during neural

imaging and recording. In [271], the authors propose using transparent graphene

micro-electrodes to develop a compact closed-loop system for optogenetic stimula-

tion, selectively exciting and inhibiting genetically targeted cells through photons.

This optical control of genetically engineered cells enables external activation of

light-sensitive ion channels, further modulating the release of specific information

molecules, such as neurotransmitters, neuropeptides and ions. Beyond monitoring

and controlling the nervous system’s electrical activity, GRM-based neural interfaces

also create opportunities for in situ biosensing and smart drug delivery applications.

Real-time detection of neurotransmitters and neuromodulators, e.g., serotonin, and

monitoring ion channel activity can enable early diagnosis of neural disorders and

the release of therapeutic molecules based on biosensing readouts [268].

In conclusion, GRM-based interfacing holds immense potential as a bridge be-

tween communication engineering and life sciences, paving the way for the develop-

ment of future IoBNT-based diagnosis and treatment applications for communication-

related neural disorders.
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2.4.3 GRM-based Drug Delivery Systems for IoBNT

Stimuli-response smart drug delivery systems hold significant potential for informing

the design of bio-cyber interfaces in IoBNT applications. These advanced technolo-

gies can precisely modulate molecule release rates in response to time-varying exter-

nal stimuli, such as electrical, optical, and magnetic signals. This capability enables

seamless interfacing between conventional communication networks and bio-nano

networks that interact through molecular communications.

GRMs have emerged as valuable components in the development of stimuli-

responsive drug delivery systems. Their unique properties, such as hydrophilicity,

high surface area, and ability to form composites, make them ideal candidates for

this purpose. Specifically, GO composites with various types of nanoparticles have

been widely explored for their capacity to respond to near-infrared (NIR) light and

magnetic-field stimuli for controlled molecule release [272]. These composites exhibit

excellent biocompatibility, stability, and tunable physicochemical properties, leading

to highly effective and targeted drug delivery systems.

Another promising application of GRMs in drug delivery is the development of

electro-responsive hydrogels [273]. These hydrogels, when combined with graphene,

can exhibit enhanced drug release performance by providing reliable and precise

control over molecule release through the magnitude, duration, and frequency of

the applied field. Although activating drug delivery devices via an electrical field

may cause resistive heating problems; the incorporation of pristine graphene with

an electro-sensitive hydrogel matrix mitigates this issue. This combination results

in a mechanically and chemically stable interface, suitable for triggering drug release

through electrical fields [274].

Further advances in GRM-based drug delivery systems could lead to more sophis-

ticated and responsive bio-cyber interface designs for IoBNT applications. For in-

stance, integrating multi-stimuli responsive components, such as thermo-responsive

polymers, could enable even more precise control over drug release profiles, increas-

ing the bandwidth of transmitted molecular signals. Additionally, combining GRMs

with other nanomaterials, such as gold nanoparticles or quantum dots, can facilitate
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multi-modal drug delivery systems that simultaneously support imaging, sensing,

and therapeutic functions, enabling bi-directional bio-cyber interfaces for IoBNT.

2.5 GRM-based Micro/Nanoscale Energy Harvesting and Storage

Ensuring uninterrupted sensing, computation, and data communication at the mi-

cro/nanoscale requires efficient utilization of limited energy resources and the adop-

tion of self-sustaining strategies, such as energy harvesting (EH), to fulfill the strin-

gent requirements of IoBNT applications. However, the projected scale and ca-

pabilities of the components required for this purpose present challenges to exist-

ing technologies, prompting the development of novel and unconventional solutions.

GRMs have recently garnered significant interest in this field due to their excep-

tional properties. In this section, we examine the potential of GRMs in advancing

micro/nanoscale energy harvesting and storage technologies, which will ensure the

perpetual operation of IoBNT applications.

2.5.1 GRM-based Micro/Nanoscale Energy Harvesting for IoBNT

A critical challenge in realizing IoBNT applications is continuous power provisioning

[3], where a self-sustaining strategy could be optimal. For micro/nanoscale devices,

nanomaterial-based energy generators (or nanogenerators) have emerged as a key

element due to their ability to convert various ambient energy resources, such as

motion, light, flow, and heat, into utilizable power. GRMs have been widely adopted

in the development of nanogenerators (Fig. 2.10) due to their excellent electrical and

mechanical properties. Below, we summarize the typical energy sources harnessed

by GRM-based nanogenerators for powering IoBNT applications.

EH from Motion

In IoBNT applications, motion-based kinetic or mechanical energy can be harvested

from vibrations and pressure/stress-strain variations in and around the body through

piezoelectric or triboelectric nanogenerators. Yet, this process is not always straight-
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forward. Creating electrical voltage at nanoscales using vibrations is an issue since

the nano-mechanical devices rarely have a high enough resonant frequency to har-

vest the required energy. However, research showed that the intrinsic mechanical

nonlinearity of strained nanostructured graphene could overcome this issue by act-

ing like a double-well system when pressed [275], thereby enabling nonlinear EH at

nanoscales based on piezoelectric effect.

GRMs have also been employed in triboelectric nanogenerators (TENGs) that

capitalize on mechanical energy. Triboelectricity is based on the principle of contact

electrification between two sheets of dissimilar materials and the resulting electro-

static induction between them [276]. Stretchable crumpled graphene has proven

highly effective in enhancing the output performance of TENGs through the mod-

ification of surface nanostructures [277]. Similarly, ultra-thin GRM-based TENGs

have been developed to extract human skin-generated electricity via contact with

clothing or the body [278]. Owing to their flexibility, conductivity, and trans-

parency [279], GRM-based TENGs have found extensive applications in wearable

electronics, hinting at their potential for use in IoBNT applications as integrated

components within BNTs.

EH from Flow

GRMs can also be used to harvest fluid-based flow energy for powering IoBNT ap-

plications. For example, in [280], researchers utilized 2D nanofluidic GO to create

an ultra-thin osmotic power source, which was coupled with a TENG to form a self-

charged conformable triboiontronic device. Another study focusing on fluid flow

considered the most prominent source of power for in vivo applications, i.e., blood

circulation, and used monolayer-graphene single microelectrodes to harvest energy

and measure the blood flow rate at the same time [281]. The monolayer graphene

was also used in [282], where a droplet of sea water or ionic solution was moved

over a strip of it to create electricity. Hybrid nanogenerators that simultaneously

exploit water droplet movements and sunlight have also been developed using mono-

layer graphene films [283]. Other research has explored the role of the substrate in
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Figure 2.10: Illustration of a GRM-based hybrid nanogenerator, simultaneously con-
verting kinetic and thermal energy into electricity [9]. Reproduced with permission
from Ju-Hyuck Lee et al, Advanced Materials 26, 5 (2014). Copyright 2014 Wiley
Online Library.

electricity generation with graphene-piezoelectric material heterostructures [284]. A

systematic evaluation of various factors, such as graphene dimensions, materials

and preparation methods, substrates, solutions, and energy outputs for ionic and

non-ionic fluids, can be found in [285].

Air/wind flow can also be harnessed as an energy source for IoBNT. In [286],

a rotating TENG based on GO-filled polyvinylidene fluoride films was developed

to harvest energy from airflow. In contrast to studies where GRMs constitute the

harvester or part of it, some research focuses on using graphene to enhance the per-

formance of existing harvesters. For example, wind turbine blades coated with GO

and epoxy nanocomposites demonstrated reduced lighting damages and increased

energy harvesting efficiency [287]. Despite being implemented at macroscale, this

example showcases the potential of GRMs in addressing real-world challenges, which

could be adapted for micro/nanoscale IoBNT through miniaturization [169].

EH from Light

GRMs have also been extensively employed in photovoltaic devices, such as solar

cells, to harvest energy from sunlight or artificial light resources [288]. In solar cells,

GRMs can be used as electron and hole transport materials, buffer layers, and win-
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dow or/and counter electrodes to enhance certain capabilities. One study presented

a power system with series-connected organic photovoltaic cells and graphene su-

percapacitors on the same substrate, achieving a ≈5V open-circuit voltage suitable

for flexible applications [289]. Different from the conventional photovoltaic cells

utilizing the visible light frequency range for EH, [290] designed a graphene-based

nanoscale antenna harvesting energy in the ultraviolet spectrum, showing promising

results for the aerospace industry. With light being abundant both outdoors and

indoors, GRM-based photovoltaic nanogenerators could support airborne IoBNT

applications.

EH from Heat

Temperature gradients in the vicinity of BNTs can also be harnessed as an energy

source through thermoelectric or pyroelectric nanogenerators. Thermoelectricity (or

the Seebeck effect) is the generation of electrical energy due to a thermal difference

between two dissimilar electrical conductors [291]. One study developed a thermo-

electric nanogenerator integrated with a graphene-based light-driven actuator, pro-

viding self-powered sensing capabilities [292]. Another generator used form-stable

phase change materials (PCMs) supported by rGO aerogels, with graphene nano-

platelet (GNP) fillers enhancing thermal conductivity [291]. Similarly, in [293], a

flexible, conformal, and reconfigurable thin-film thermoelectric generator based on

rGO-CNT composites was developed, achieving a promising thermovoltage level

suitable for low-energy applications, such as bio-integrated systems. However, en-

suring the bio-compatibility and durability of the employed materials is crucial,

particularly for systems operating in vivo.

EH from Sound

Sound-based energy harvesting presents a viable option for powering IoBNT applica-

tions, with ambient acoustic vibrations and ultrasonic signals being potential energy

sources. In one study, researchers leveraged GO to fabricate an acoustic nanogenera-

tor that achieved high conversion efficiency from sound to electricity [294]. Another
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study introduced a stretchable, transparent nanogenerator by utilizing a polymeric

piezoelectric material encapsulated between graphene electrodes, which exhibited

remarkable sensitivity to various sound frequencies and amplitudes [295]. These ad-

vances indicate that GRM-based acoustic nanogenerators hold significant potential

for IoBNT applications, particularly those employing liquid-borne MC in complex

in vivo and in vitro environments, such as underwater scenarios, where conventional

energy sources may be impractical or inefficient.

Hybrid EH

While EH offers promising capabilities for BNTs, the low power density and inherent

intermittency of available sources present challenges. These limitations, often due

to uncontrollable factors suggest that relying on a single energy source may be

insufficient for consistent operation in dynamic environments. Consequently, there

is growing interest in hybrid EH approaches, which exploit multiple energy sources

concurrently to boost overall energy output and enable uninterrupted functionality.

Hybridization of energy sources is a well-established research area in the EH

domain [296], with numerous implementations at macroscale. Leveraging this accu-

mulated knowledge, recent developments have extended hybrid EH approaches to

micro/nanoscales through the use of GRM-based hybrid nanogenerators. For in-

stance, [283] developed a 2D monolayer graphene film-based hybrid nanogenerator

capable of harvesting energy from both sunlight and water flow simultaneously. An-

other study introduced a highly stretchable hybrid nanogenerator based on graphene

nanosheets, which combined piezoelectric and pyroelectric properties to simultane-

ously harvest thermal and kinetic energy [9]. These advancements demonstrated

that concurrently utilizing multiple energy sources in a complementary manner can

mitigate the uncertainties associated with EH, thus paving the way for self-sustaining

IoBNT applications in dynamic environments.

However, further exploration is needed to address unique challenges and require-

ments arising from source hybridization, such as complexity, interoperability, and

modularity. Given the existing solutions and growing research activity in this area,
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it is anticipated that GRM-enhanced (hybrid) nanogenerators will play a pivotal

role in advancing IoBNT applications across diverse fields, including healthcare,

biomedical engineering, aeronautics, automotive, aerospace, and beyond.

Figure 2.11: Large-scale integration of fully inkjet-printed flexible MSCs on Kap-
ton [10]: (a-b) Photographic images of MSC arrays from different perspectives.
(c) Cyclic voltammetry (CV) profiles at different scan rates, captured one month
post-fabrication. (f) CV profiles at various time intervals following fabrication, il-
lustrating long-term stability. (d) Galvanostatic charge/discharge (GCD) curves,
demonstrating ideal capacitive performance. (e) Areal energy density versus power
density plot, demonstrating that large-scale MSCs deliver heightened power density.
Reproduced with permission from ACS Nano 11, 8 (2017). Copyright 2017 Ameri-
can Chemical Society.

2.5.2 GRM-based Micro/Nanoscale Energy Storage for IoBNT

In an ideal EH system, the harvested power should instantaneously match the power

consumption, allowing the load or device to connect directly to the harvester without

the need for intermediate components, such as storage. This concept known as

power-neutral operation [130], is often impractical due to the intrinsic characteristics

of EH, such as uncontrollability, unpredictability, volatility [297]. As ambient energy

sources are often unstable and intermittent, energy-harvesting BNTs require energy

accumulation during periods of ample energy in a capacitor or battery-like storage.

This stored energy is then used during periods of scarce energy to ensure continuous

communications, a process referred to as energy-neutral operation [131].
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The growing demand for micro/nano storage components in microelectronic ap-

plications has led to the development of on-chip integrable solutions, such as the

complementary micro-batteries (MBs) and micro-supercapacitors (MSCs). MBs

typically exhibit high energy density, short lifetimes (typically < 1000 cycles [298])

and low power density. In contrast, MSCs usually possess long lifetimes (over 105

cycles [299]), fast charge/discharge rate, high power density, but low energy den-

sity compared to MBs. However, the short lifetimes of MBs can pose significant

challenges in operating regions where battery replacement or maintenance is not

feasible, such as within the body.

In addition to energy and power performance, the flexibility and compactness of

energy storage components are crucial for seamless integration. Planar MCSs, such

as interdigital in-plane MSCs, hold great potential for combining these attributes.

For example, graphene-based planar MSCs on various substrates demonstrate re-

markable scalability and integrability through various printing techniques [10, 300],

as shown in Fig. 2.11. Moreover, as Wu et al. demonstrated, graphene-based in-

plane MSCs, fabricated on flexible substrates via plasma-etching, can achieve high

energy densities comparable to those of lithium-ion thin-film batteries while main-

taining high power densities [11].
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Figure 2.12: (a-g) Schematic illustration of the fabrication process for flexible rGO-
based MSC on a PET substrate, involving plasma reduction and oxygen plasma
etching [11]. (h-k) Optical images depicting (h) the rGO film on a PMMA sub-
strate, (i) the rGO film on a PET substrate, (j) the rGO-MSC-PET device with
gold current collectors, and (k) the rGO-MSC-PET device without gold current col-
lectors, illustrating the device’s flexibility. (l-n) CV curves of the rGO-MSC-PET
device at various scan rates, showcasing high power performance, and areal capac-
itance measurements, indicating high energy performance. Zhong Shuai Wu et al,
Nature Communications, 4, 2487 (2013), 2013; licensed under a Creative Commons
Attribution (CC BY) license.

MSCs typically operate based on two principles: electrostatic double-layer MSCs,

which store energy through ion adsorption at the interface between the electrode

material (e.g., graphene) and the electrolyte (liquid or solid-state); pseudo-MSCs,

which store energy via fast reversible redox reactions between the electrode material

(e.g., pseudocapacitive materials like metal oxides) and the electrolyte; and hybrid

MSCs, which combine both mechanisms for rapid charge storage and high charge

capacity.

GRMs, such as graphene and rGO, are among the most widely-used active ma-

terials for planar MSC electrodes due to their favorable properties. These materials
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offer a combination of high specific surface area, excellent electrical conductivity,

electrochemical stability, mechanical strength, and ultra-thin flexible structure, re-

sulting in several beneficial outcomes. The high specific surface area of GRMs

provides numerous electroactive sites, allowing for a large electrode-electrolyte inter-

face for high-charge storage capacity [11]. The high electrical conductivity of GRMs

facilitates electron transport, leading to high power density [11]. The electrochemi-

cal stability of GRMs ensures their ability to withstand numerous charge-discharge

cycles without significant degradation, which is crucial for the long-term and reli-

able operation of the MSCs [301]. Moreover, GRMs exhibit remarkable mechanical

strength, allowing for the fabrication of robust planar MSC electrodes, which is

important for lifespan [302]. Additionally, the ultra-thin and flexible structure of

GRMs enables the fabrication of compact and bendable MSC electrodes [302], allow-

ing for integration into miniaturized devices and flexible and wearable electronics.

Thanks to their chemical reactivity, GRMs can also undergo chemical reactions,

such as reduction, oxidation, and functionalization [303]. The ability to be both

reduced and oxidized allows GRMs’ electronic properties and surface chemistry to

change.

Flexible graphene-based MSCs can achieve high energy and power densities, re-

markable cycling stability, and mechanical robustness by leveraging these properties,

as demonstrated in [11]. In this study, GO films were reduced using methane-plasma

treatment at 700◦C, which repaired GO defects, and gold current collectors were

deposited to maximize the accessible surface area of graphene, resulting in high

conductivity (Fig. 2.12).

However, graphene’s large specific surface area does not always translate to high

capacitance, as van der Waals forces can cause graphene sheets to restack and re-

duce ion accessible surface area. Strategies for enhancing the energy performance

of graphene-based MSCs primarily involve utilizing graphene composites and het-

erostructures. For instance, CNTs have been employed as nano-spacers between rGO

sheets to mitigate restacking [304]. Heterostructure films that combine graphene’s

high conductivity with the high capacity of pseudocapacitive materials have been
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considered to achieve high power and energy performance simulatenaously [305].

However, optimizing the electrochemical performance of heterostructures remains

challenging, as the principles governing ion and electrical transport in such archi-

tectures are not yet fully understood [306]. Moreover, it is essential to optimize

the fabrication methods for graphene-based planar MSCs, as the performance of the

resulting components is closely tied to the manufacturing process.

2.6 Discussion on Material Challenges

GRMs hold immense promise for facilitating the practical implementation of core

IoBNT components and enhancing their performance and functionality. However,

realizing this potential necessitates overcoming several material challenges inher-

ent to GRMs, particularly in terms of reproducibility, biocompatibility, and device

performance. In this section, we explore these challenges from a material science per-

spective, while also providing insights into potential solutions and ongoing research

efforts in the field.

IoBNT applications typically encompass a vast number of BNTs [3]. When

implemented with GRMs, this raises concerns regarding device heterogeneity in

terms of performance due to existing reproducibility issues associated with GRM-

based devices. The delicate and non-standardized GRM synthesis and processing

methods challenge the attainment of consistent properties and functionality among

the fabricated devices. Therefore, to enhance reproducibility of GRM-based BNTs

and IoBNT applications, it is imperative to standardize the GRM synthesis and pro-

cessing techniques. In the case of graphene, CVD is regarded as the most promising

technique for producing large-area, high-quality graphene films with high electrical

and thermal conductivity, as well as good structural and mechanical properties [307].

The CVD process typically involves growing graphene films on conductive metal-

lic substrates such as copper or nickel, necessitating the transfer of graphene onto

other substrates for practical device implementations. However, the graphene trans-

fer process, particularly the wet transfer method, often subjects the graphene sample

to various chemicals, resulting in the formation of defects and impurities that can
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stochastically alter the material properties. Hence, direct growth of graphene on the

target substrate is preferable to circumvent the need for a transfer process. How-

ever, the high temperatures (> 1000 C◦) required for graphene synthesis via CVD

can damage many types of substrates, complicating direct growth on such materi-

als. Researchers are actively exploring low-temperature, transfer-free methods to

address this challenge [308].

IoBNT applications often involve integrating BNTs with complex and dynamic

biological systems. Achieving this integration demands a deep understanding of the

specific biological processes and tissues that interact with the devices. Addition-

ally, it requires the development of technologies and techniques that can effectively

interface with these biological systems without causing any local or systemic toxic

or adverse effects. However, the biocompatibility of GRMs has not yet reached a

consensus, as the literature presents conflicting reports [309]. These discrepancies

regarding the biocompatibility of GRMs can be attributed to variations in mate-

rial properties influenced by factors such as the specific form of graphene employed,

thickness, lateral dimensions, surface chemistry, as well as the particular biolog-

ical system being studied. As a result, it is crucial to explore the relationship

between the physical and chemical properties of distinct graphene forms and the

corresponding response elicited by the biological systems in question. A compre-

hensive understanding of these relationships will be instrumental in assessing the

biocompatibility of GRMs and advancing their use in the development of BNTs and

IoBNT applications.

Integrating GRMs with other materials like semiconductors and insulators is es-

sential for developing multifunctional BNTs for IoBNT applications. However,

this integration entails significant challenges pertaining to material compatibility,

interface engineering, and fabrication processes. Discrepancies in thermal expansion

coefficients, lattice constants, and chemical reactivity among different materials may

induce structural defects and impair performance [310]. Achieving high-quality in-

terfaces between different materials is crucial for efficient charge and energy transfer

in BNT implementations [311]. Fabrication processes must be carefully designed
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and optimized to ensure that the integration of disparate materials does not com-

promise the unique properties of GRMs or other materials involved, that are core

to the functionality of IoBNT.

Alongside GRMs, a diverse family of 2D layered materials has emerged with

significant potential for IoBNT applications. This array of materials spans a large

range of exceptional properties, with some behaving as insulators, metals, or even

topological insulators [312]. Layered heterostructures that combine these diverse

materials with GRMs offer novel device concepts and functionalities for IoBNTs

[313, 314]. Prominent examples within this broad and continuously expanding family

include h-BN, transition metal dichalcogenides (TMDs), and black phosphorus [315].

For example, h-BN is a wide-bandgap insulator that can be integrated with graphene

to enhance the capabilities of GRM-based devices by providing an atomically smooth

substrate that preserves the outstanding electronic properties of graphene [186].

TMDs, such as MoS2, WS2, and WSe2, possess direct band gaps in the visible to

near-infrared region, enabling their potential use in optoelectronic, e.g., optical bio-

cyber interfaces, and photovoltaic, e.g., energy harvesting, applications within the

IoBNT framework [316]. Black phosphorus, with its widely tunable band gap, holds

promise for use in electronic and optoelectronic BNTs [317]. Recent explorations into

a new class of 2D nanomaterials, known as MXenes, also show promising potential

for IoBNT applications. MXenes, composed of early transition metals and carbon

and/or nitrogen, possess metallic conductivity and hydrophilic surfaces, making

them attractive for various applications, including biosensing [318]. Thus, while

GRMs remain a core focus, the application of other 2D nanomaterials and their

layered heterostructures with GRMs can offer extended opportunities for IoBNT.

In addition to the general challenges associated with the reproducibility and

biocompatibility of GRMs, specific obstacles may emerge in the context of IoBNT

components, namely micro/nano transceivers, bio-cyber interfaces, and energy har-

vesting/storage units. For example, GRM-based THz detectors, which are integral

components of micro/nano transceivers for THz-band EM nanocommunications,

commonly display low responsivity and slow operation. This is primarily due to
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the limited interaction between EM waves and graphene at THz frequencies, along

with the inadequate absorption of EM radiation resulting from the small-scale na-

ture of these components. To attain satisfactory responsivity, excessive bias voltages

are often necessary, which is not a practical solution. Plasmonic graphene detectors

can offer enhanced responsivity by augmenting light-graphene interaction via sub-

wavelength confinement of light. However, significant potential remains for further

enhancement. In this pursuit, researchers are exploring the integration of graphene

with various materials and the incorporation of these composites into metamaterial

structures. Despite the abundance of theoretical research in this domain, experi-

mental demonstrations have been relatively scarce, mainly due to the reliance on

sophisticated micro/nanofabrication techniques, such as patterning. Nonetheless,

ongoing research efforts continue to explore and address these challenges [319].

While GRMs offer great potential for enabling bio-cyber interfaces in IoBNT ap-

plications thanks to their flexibility and sensitivity, certain challenges persist. These

include ensuring the chemical and structural integrity of GRM-based interfaces, as

well as their long-term operational stability [320, 321]. For both in vitro and in

vivo IoBNT applications, maintaining the homogeneity of GRMs in terms of size,

thickness, and the number of surface functional groups is crucial. Inhomogeneities in

GRM structure can directly impact surface functionalization efficiency, performance

evaluation, biocompatibility, and reproducibility of the resulting devices. The de-

velopment of application-specific bio-functionalization methods for GRM-based bio-

cyber interfaces remains a significant challenge, as it is essential to maintain the

stability of these devices without altering the structure and function of biomolecules

and GRMs [322, 273].

Similar challenges are encountered in GRM-based EH at nanoscale. For the ef-

fective creation and mass production of nanoscale energy harvesters using GRMs,

research must focus on advanced fabrication technologies that are precise, high-

resolution, scalable, and cost-effective [323, 324]. Various microfabrication tech-

niques can be employed to fabricate microelectrodes for integration into energy

harvesting BNTs. However, consistent and accurate preparation of these devices,
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particularly for electrode arrays, is crucial for enhancing the energy density of GRM-

based nanoscale energy harvesters. Stability of the active material, adhesion between

the electrode material and electrolyte, and appropriate packaging are also essential

factors to consider for the development of power provisioning techniques for BNTs

and IoBNT applications based on GRMs.

Specifically, TENGs, which may power IoBNT applications, face numerous chal-

lenges, including the development of efficient and scalable methods for producing

large quantities of high-quality graphene [325, 326]. Understanding the fundamental

mechanisms behind triboelectrification and charge transfer in GRMs could aid in

enhancing the energy conversion efficiency of TENGs. Additionally, concerns re-

garding the long-term stability and performance of graphene-based TENG systems

under different environmental conditions must be addressed.

In summary, standardizing GRM synthesis and processing techniques, as well as

exploring low-temperature, transfer-free methods, will play a crucial role in enhanc-

ing the reproducibility of GRM-based devices. A comprehensive understanding of

the relationship between GRM properties and biological responses will be instru-

mental in assessing biocompatibility and furthering their use in the development

of BNTs. The integration of GRMs with other materials to create multifunctional

BNTs demands careful consideration of material compatibility, interface engineer-

ing, and fabrication processes. Addressing these material challenges and optimizing

fabrication processes, researchers can unlock the full potential of GRMs in IoBNT

applications.

2.7 Conclusions and Future Outlook

In this chapter, we have explored the potential of GRMs and GRM-based technolo-

gies to advance the emerging IoBNT paradigm, which particularly aims to extend

human connectivity to biological environments. These environments present unique

challenges, including the scale of communicating entities and the diverse forms of

information exchange. Despite these challenges, we have argued that GRMs, with

their remarkable properties, hold great promise for addressing these issues and en-
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abling the development of key IoBNT components. Our discussion centered on

practical transceivers of unconventional communication techniques for IoBNT appli-

cations, with a focus on GRM-based architectures capable of emitting and detecting

unconventional signal forms, such as molecular and very high frequency EM sig-

nals. Examples include graphene bioFET-based MC receivers, graphene nanoporous

membranes for MC transmitters, graphene plasmonic THz radiators/detectors, and

GRM-based optoacoustic ultrasonic sources. Moreover, we assessed the potential

of existing GRM-based bio-interfacing technologies to inform the design of sophis-

ticated bio-cyber interfaces tailored for IoBNT applications. These technologies

include biosensors, neural interfaces, and stimuli-responsive drug delivery devices.

We also examined the current capabilities and limitations of GRM technologies for

energy harvesting from relevant ambient sources and storing energy to provide un-

interrupted power to both artificial and biological devices, i.e., BNTs, within the

IoBNT ecosystem. By harnessing the exceptional properties of GRMs, the IoBNT

paradigm can transform our understanding of, and interactions with biological sys-

tems, fostering unprecedented advancements in healthcare, environmental monitor-

ing, and a myriad of other fields.

Although IoBNT is currently in the research phase, it presents substantial mar-

ket opportunities across various sectors, particularly in healthcare. The envisioned

capabilities of networked BNTs to collectively gather health-critical data at unprece-

dented resolution, as well as to continuously process the collected data in distributed

manner and share them with end-users offers transformative possibilities for person-

alized medicine. When integrated emerging technologies such as digital twin, virtual

reality, and machine learning, the power of IoBNT can be significantly amplified,

expanding its reach beyond the realm of healthcare towards agriculture, environ-

mental monitoring and manufacturing applications. Market reports project that

the estimated market size for the Internet of Nano Things (IoNT), a broader tech-

nological concept encompassing IoBNT, is anticipated to reach USD 55.31 billion

by 2028 [327]. To fully harness the market potential, addressing the key challenges

mentioned is imperative. One of the most significant of these challenges is bridging
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the gap between the electronics and biological domains. This necessitates expanding

the understanding of biological systems, and the development of high resolution and

reliable sensors, interfaces and communication transceivers, where GRMs can play

a significant role and accelerate the commercialization of IoBNT applications as dis-

cussed throughout the chapter. An important aspect to consider for large-scale com-

mercialization is the symbiotic relationship of IoBNT with next-generation wireless

networking technologies, such as 6G networks. Key components of IoBNT, including

molecular communications, have been already forecasted to be integral components

of these emerging network standards [328, 329]. However, the incorporation of such

innovative technologies into the wider communication technology landscape under-

scores the crucial need for standardization for IoBNT technologies. Moreover, culti-

vating collaboration and establishing robust partnerships among researchers across

diverse disciplines, including synthetic biology, nanotechnology, communication en-

gineering, and philosophy of science, is of utmost significance for the advancement

of IoBNT [208]. This collaborative approach should also involve active engagement

from industry stakeholders, healthcare providers, regulatory agencies, and policy-

makers, as they contribute valuable perspectives and expertise to interdisciplinary

research endeavors. Such collaborative endeavors can drive the formulation of stan-

dardized protocols, regulatory frameworks, and best practices, thus accelerating the

widespread adoption of IoBNT technologies in real-world applications.
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Chapter 3

FREQUENCY-DOMAIN DETECTION FOR

MOLECULAR COMMUNICATIONS

3.1 Introduction

Using molecules for encoding and transmitting information, namely, Molecular Com-

munications (MC), is the nature’s method of interconnecting biological entities, such

as natural cells. The engineering of this unconventional mode of communication has

the potential to broaden our connectivity to synthetic bio-nano things, including

nanobiosensors and artificial cells. This potential gave rise to the emergence of the

Internet of Bio-Nano Things (IoBNT), a novel networking framework holding the

promise for transformative healthcare and environmental applications [172, 330].

MC differs significantly from conventional electromagnetic communication meth-

ods and requires unique transceiver designs as well as novel modulation, coding, and

detection techniques tailored to the dynamic, nonlinear, and complex channel char-

acteristics typical of biochemical environments. The development of MC receivers

(MC-Rxs) and detection methods has received notable attention in the MC litera-

ture. Yet, due to the ease of modeling, most of the early work focused on passive Rx

architectures that are physically detached from the MC channel, rendering them of

limited practical relevance [5]. A growing trend in MC research involves the develop-

ment of more practical MC-Rxs that incorporate ligand receptors on their surface as

selective bio-recognition elements, mirroring the sensing and communication mech-

anisms of biological cells. A notable example, practically realized in [4], utilizes

biosensor field-effect transistors (bioFETs). In this architecture, ligand-receptor

(LR) interactions are translated into electrical signals through field-effect, enabling

the decoding of the transmitted information.
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LR interactions are crucial for the sensing and communication functions of natu-

ral cells. However, the selectivity of biological receptors for their target ligands is not

perfect. This so-called LR promiscuity leads to cross-talk with non-target molecules

co-existing in the biochemical environment [331]. Natural cells typically manage

this cross-talk using several mechanisms involving intracellular chemical reaction

networks, multi-state receptor dynamics, and kinetic proofreading [45]. The prob-

lem of molecular interference is similarly encountered in abiotic MC-Rxs employing

ligand receptors. However, the lack of inherent molecular mechanisms to mitigate

this interference underscores the need to devise effective detection techniques for

these systems.

In the earlier work on biosynthetic MC-Rxs, the molecular interference problem

was addressed using time-domain detection (TDD) methods. These methods rely on

diverse ligand-receptor binding statistics, obtained by tracking individual receptor

binding states, such as the bound/unbound durations and the entire binding trajec-

tory of individual receptors [332]. Additionally, channel sensing techniques capable

of detecting the concentration of multiple ligand types simultaneously, thereby miti-

gating interference [45] were devised. With the synthetic biology approach, altering

natural gene circuits in living cells, such as bacteria, or bottom-up creating synthetic

ones can enable the implementation of biosynthetic MC-Rxs. These biosynthetic

MC-Rxs, with biologically derived receptors, can monitor individual receptor states,

as their natural counterparts. One of the key selective-sensing mechanisms in natural

cells, kinetic proofreading, can also be adapted in biosynthetic MC-Rxs to estimate

the type of the ligand binding to the receptor. This estimation involves intracellu-

lar signal processing based on chemical reaction networks, as detailed in [45, 332].

However, TDD techniques for biosynthetic MC-Rxs are not applicable to biosensor-

based MC-Rxs, as these systems lack mechanisms inherent in biosynthetic MC-Rxs

for tracking individual receptor binding states. In biosensor-based MC-Rxs, the

observable variable is the variation of the electrical output of the bioFET channel,

which results from the combined electric field effect of receptor-bound ligands and

does not reveal information regarding the binding states of individual receptors.
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Consequently, decoding information from the electrical output of biosensor-based

MC-Rx becomes challenging, particularly in the absence of additional data on in-

terference concentration statistics. Moreover, the impact of molecular interference

is more pronounced when the receiver operates close to saturation, i.e., when vast

majority of receptors occupied by information and interfering molecules, diminish-

ing the receiver’s sensitivity to changes in the concentration of information-carrying

molecules. Therefore, there is a need for reliable detection techniques specifically

designed to address molecular interference in biosensor-based MC-Rxs.

This chapter introduces a novel frequency-domain detection (FDD) technique

that enables distinguishing different ligand types interacting with biosensor-based

MC-Rxs having cross-reactive receptors. This method employs the power spectral

density (PSD) of time-domain samples collected from the electrical output of the

biosensor-based MC-Rx. The noise in this output includes binding noise, which

results from the combined effects of ligand binding and unbinding fluctuations at

the receptors. The distinct characteristics of different LR interactions are reflected

in the PSD of the binding noise, which can be formulated as a function of ligand

concentrations and their respective reaction rates. FDD utilizes this property to

extract the concentration of information-carrying and interferer molecules effective

on the MC-Rx and then decode the transmitted symbol.

More spesifically, stochastic and reversible LR interactions can be represented

through a one-step binding/unbinding model, where the state transition rates are

determined by the binding and unbinding rates for the LR pair [333]. Although var-

ious types of ligands can interact with the same kind of receptors, these interactions

often have different binding and unbinding rates. These differences in reaction rates

are manifested in distinct characteristic frequencies fc, which are also dependent on

the concentrations of the involved ligands. The characteristic frequency of the LR

pair appears as a cut-off frequency in the Lorentzian-shaped PSD of the binding

noise. When multiple types of ligands interact with the receptors, the PSD can be

represented as the superposition of the Lorentzian-shaped PSDs. In such a scenario,

the characteristic frequencies that define the shape of the binding noise PSD contain
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information on both reaction rates and the concentrations of the different ligands.

To our knowledge, the FDD method introduced in this chapter represents a

novel approach for biosensor-based MC-Rxs. This method overcomes the limita-

tions of existing detection methods in the time domain, particularly their inability

to distinguish between information-carrying and interfering ligands. To evaluate the

performance of the FDD method, we derived the theoretical bit error probability

(BEP) and conducted a comparative analysis with a TDD method, a well-known

detection strategy based on a single sample from the peak of the received signal.

To validate the accuracy of our analytical results, we employed a particle-based

stochastic simulator, enabling the simulation of LR interactions on the surface of

the MC-Rx in a microfluidic channel. While the FDD method requires more com-

putational resources than TDD, simulation results indicate that it is a promising

detection strategy for biosensor-based MC-Rxs, particularly in high-interference sce-

narios where TDD methods significantly underperform.

3.2 System Model

We consider an MC system consisting of an MC-Tx, an MC-Rx and a three-

dimensional microfluidic channel with a rectangular cross-section where molecules

undergo diffusion and flow. As illustrated in Fig. 4.1(a), MC-Tx is located at the

channel inlet (x = 0), and MC-Rx is positioned at the channel floor, centered at

x = xR. The system is defined with the following features and assumptions:

• MC-Tx encodes information using binary concentration shift keying (CSK)

modulation by releasing a certain number of information molecules corre-

sponding to each bit, denoted as Nm|s, at the beginning of each signaling

interval. Here, m denotes the information-carrying molecules, and s denotes

the transmitted bit, where s ∈ {0, 1}. MC-Tx releases molecules instanta-

neously and uniformly along the channel cross-section, propagating through a

unidirectional fluid flow along the x axis.

• The signaling interval is long enough to neglect inter-symbol interference (ISI).
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• MC-Rx incorporates the graphene bioFET architecture illustrated in Fig. 4.1(b).

This architecture is based on a graphene transducer channel functionalized

with uniform receptors that reversibly bind to specific targets, allowing con-

tinuous and label-free sensing. By harnessing graphene’s exceptional elec-

trical, mechanical, and biochemical properties, including high charge carrier

mobility, atomic thickness, and a two-dimensional geometry combined with

the signal amplification capacity of the bioFET configuration, the system en-

ables highly sensitive detection across a wide spectrum of biomolecules [?]. A

recent milestone in this technology is the first successful demonstration of mi-

cro/nanoscale MC-Rx based on graphene bioFET using single-stranded DNA

molecules as information carriers and their complementary strands as receptors

on the graphene surface [4].

• Two different types of ligands are present in the channel: information molecules

and interfering molecules. Information molecules have the capability to un-

dergo reversible reactions with receptors on the MC-Rx. Similarly, interfering

molecules can also react with MC-Rx receptors, but at different reaction rates

compared to information molecules. The concentration of interfering molecules

in the vicinity of MC-Rx during the sampling interval, denoted as ci, follows a

log-normal distribution with mean µci and variance σ2
ci

. This statistical model

is widely used in the literature to characterize the natural variability observed

in biological systems [334].

• The MC-Rx has the knowledge of the number of transmitted information

molecules corresponding to bits s = 0 and s = 1, denoted as Nm|s. It also

has the knowledge of the binding/unbinding rates of information molecules

(k−
m/k

+
m) and interference molecules (k−

i /k
+
i ).

Ligand transport in the microfluidic channel follows advection-diffusion pro-

cesses. Considering the instantaneous release of information molecules from MC-Tx

and assuming that ligand-receptor reactions have a negligible effect on the ligand
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Figure 3.1: A three-dimensional illustration (a) the microfluidic MC channel, in-
cluding the positions of the MC-Tx and MC-Rx, and (b) the detailed view of the
graphene bioFET-based MC-Rx exposed to information and interferer molecules.

concentration in the channel, the ligand concentration over space and time can be

described as follows [335]:

cm|s(x, t) =
Nm|s

Ach

√
4πDt

exp

(

−(x− ut)2

4Dt

)

, (3.1)

where Ach = hchwch is the channel cross-sectional area, with hch being the channel

height and wch as the channel width. The constant fluid flow velocity along the x-

axis is denoted by u and D stands for the effective diffusion coefficient. In the case of

rectangular cross-section channels, the effective diffusion coefficient D is expressed

in terms of the intrinsic ligand diffusion coefficient D0 as follows [336]:

D =

(

1 +
8.5u2h2

chw
2
ch

210D2
0(h2

ch + 2.4hchwch + w2
ch)

)

D0. (3.2)

The peak of the ligand concentration profile reaches the MC-Rx’s center position
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xR at time tD = xR

u
. Due to the low-pass filtering characteristics of the MC channel

induced by the advection diffusion, the ligand concentration at the Rx position

varies slowly. This allows the LR reactions to quickly reach equilibrium within a

narrow time window centered around tD [336, 335], where the MC-Rx can collect

samples from the received signal. The information molecule concentration within

the sampling window can be expressed as

cm|s(xR, tD) =
Nm|s

Ach

√
4πDtD

. (3.3)

Given that the transmitted bit is s, the probability of the bound state of a single

receptor at the sampling time in the presence interference can be written as

pb|s =
cm|s/KDm

+ ci/KDi

1 + cm|s/KDm
+ ci/KDi

, (3.4)

where KDm
= k−

m/k
+
m and KDi

= k−
i /k

+
i are the dissociation constant of information

and interference molecules, respectively [45].

The total number of receptors in the bound state at the sampling time, denoted

as Nb|s, follows a Binomial distribution, i.e., Nb|s ∼ Binomial(Nr, pb|s), where Nr

represents the number of independent surface receptors [249]. Considering that

the interference concentration follows a log-normal distribution, by applying the

total law of expectation, we can obtain the mean of the number of bound receptors

sampled as follows:

µNb|s
=

∫ ∞

0

Nrpb|s(ci)f(ci)dci, (3.5)

where pb|s(ci) =
cm|s/KDm

+ ci/KDi

1 + cm|s/KDm
+ ci/KDi

, and f(·) is the probability density function

of log-normal distribution. Similarly, by applying the law of total variance, we can
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determine the variance of the total number of bound receptors as follows:

σ2
Nb|s

=

(∫ ∞

0

Nr

(

1− pb|s(ci)
)

pb|s(ci)f(ci)dci

+

∫ ∞

0

(

pb|s(ci)Nr

)2
f(ci)dci

)

− µ2
Nb|s

+ σ2
f .

(3.6)

In the case of a large number of receptors, the distribution of Nb|s can be approxi-

mated by a Gaussian distribution, expressed as Nb|s ∼ N (µNb|s
, σ2

Nb|s
) [249].

The binding of charged ligands to the receptors results in an effective charge on

the graphene channel through the electric field effect. This effect can be described

by the equation QGr|s = Nb|sqeffNe− . In this context, Ne− refers to the number of

free electrons per ligand molecule. qeff represents the mean effective charge of a

single electron in a bound ligand in the presence of ionic screening, namely Debye

screening. The expression for qeff is given by qeff = q × exp
(

− r
λD

)

, where q is

the elementary charge, r is the effective length of a surface receptor, and λD is the

Debye length. The Debye length, λD, is expressed by λD =
√

(ϵκBT )/(2NAq2cion),

where ϵ represents the permittivity of the medium, T is the temperature, κB stands

for Boltzmann’s constant, NA is Avogadro’s constant, and cion denotes the ionic

concentration of the medium [249].

Accordingly, the mean surface potential due to the bound ligands can be ex-

pressed as

ΨGr|s =
QGr|s

CG

, (3.7)

where CG =
(

1
CGr

+ 1
CQ

)−1

is the total gate capacitance of the bioFET. CGr is the

electrical double-layer capacitance between the graphene and electrolyte channel and

is defined by CGr = AGrϵ/λD. In this expression, AGr is the area of the graphene

surface exposed to the electrolyte. Additionally, CQ represents the quantum capac-

itance and is obtained as CQ = cq × AGr, where cq is the quantum capacitance of

graphene per unit area [4].

The change in the output current resulting from bound molecules at the sampling
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time can be formulated as ∆Ib|s = g × ΨGr|s, where g is the transconductance of

the bioFET. Using the Gaussian approximation for the distribution of the number

of bound receptors, Nb|s, and considering the linearity of the transduction process,

the change in the output current due to bound molecules, ∆Ib|s, can also be approx-

imated as following a Gaussian distribution, i.e., ∆Ib|s ∼ N (ζµNb|s
, ζ2σ2

Nb|s
), where

the parameter ζ is defined as ζ =
qeffNe−g

CG
.

In low-dimensional semiconductor materials such as graphene, another factor

adding to the variability in the overall output current is 1/f noise. According to the

widely-used charge-noise model for graphene FETs [337], the power spectral density

of 1/f noise is described by

Sf (f) =
Sf1Hz

fβ
, (3.8)

where Sf1Hz
is the noise power at 1 Hz, and β is an empirically determined noise

exponent with a typical range of 0.8 ≤ β ≤ 1.2. As discussed in [249], 1/f noise

can be approximated as white noise within physically relevant observation windows.

Accordingly, the variance of 1/f noise can be formulated as

σ2
f =

∫ fL

0

Sf (fL) df +

∫ fH

fL

Sf (f) df, (3.9)

where fL represents the lower frequency limit of the observation window, below

which the noise power is considered constant, and fH is the upper frequency limit,

beyond which the noise power is considered negligible.

Considering that the output current is influenced by the sum of two additive

stationary noise processes, specifically binding noise and 1/f noise, each following

independent Gaussian statistics, the overall noise process affecting the output cur-

rent is also Gaussian [249]. Therefore, the mean and variance of the change in the

output current are expressed as follows:

µ∆Is = ζµNb|s
,

σ2
∆Is = ζ2σ2

Nb|s
+ σ2

f .
(3.10)
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In (3.10), µ∆Is denotes the expected change in the output current, and σ2
∆Is

repre-

sents its variance, both conditioned on the transmitted bit s.

3.3 Time-Domain Detection

The MC-Rx uses maximum likelihood (ML) detection for TDD, employing the de-

cision threshold γtd as expressed by

∆I
ŝ=1

≷
ŝ=0

γtd, (3.11)

where ∆I is the sample taken from the output current at the sampling time.

Given that MC-Rx has no knowledge of the interferer concentration statistics, it

determines the ML decision threshold for TDD based solely on the received infor-

mation molecule concentration statistics, ignoring the interferer [332]. In this case,

the probability of the receptor in a bound state is given by p̃b|s =
cm|s/KDm

1 + cm|s/KDm

.

Consequently, the mean and variance of the number of bound receptors are obtained

as µ̃Nb|s
= p̃b|sNr and σ̃2

Nb|s
= p̃b|s(1− p̃b|s)Nr respectively. The mean and variance of

the resulting change in the output current are µ̃∆Is = ζµ̃Nb|s
, and σ̃2

∆Is
= ζ2σ̃2

Nb|s
+σ2

f ,

respectively. The decision threshold is then obtained as

γtd =
1

σ̃2
∆I1
− σ̃2

∆I0

(

σ̃2
∆I1

µ̃∆I0 − σ̃2
∆I0

µ̃∆I1 + σ̃∆I1σ̃∆I0

×
√

(µ̃∆I1 − µ̃∆I0)
2 + 2(σ̃2

∆I1
− σ̃2

∆I0
) ln(σ̃∆I1/σ̃∆I0)

)

,

(3.12)

where µ̃∆I0 and µ̃∆I1 are the mean changes in the output current corresponding

to the transmitted bits s = 0 and s = 1, respectively, and σ̃2
∆I0

and σ̃2
∆I1

are the

respective variances.

Therefore, given the decision threshold γtd, the BEP for TDD is formulated as

detailed in [332]:

P TDD
e =

1

4
erfc





γtd − µ∆I0
√

2σ2
∆I0



+
1

4
erfc





µ∆I1 − γtd
√

2σ2
∆I1



 , (3.13)



Chapter 3: Frequency-Domain Detection for Molecular Communications 96

where µ∆I0 and µ∆I1 represent the expected changes in the output current for the

transmitted bits s = 0 and s = 1 respectively, while σ2
∆I0

and σ2
∆I1

represent the

corresponding variances. Note that these means and variances are determined using

(3.10), which takes into account the presence of both information and interference

molecules in the channel.

3.4 Frequency-domain Detection

This section introduces the FDD method, utilizing the overall noise PSD, which

comprises binding noise and 1/f noise PSD inherent in the output current of the

MC-Rx. The aim is to estimate the received information molecule concentration,

cm, for use in symbol decision. In particular, the FDD method uses the theoretical

and observed noise PSD, where the observed PSD is the periodogram of the noise

generated from time domain samples of the output current of the MC-Rx. In the

following, we describe the theoretical model for the noise PSD and then detail the

parameter estimation and symbol detection procedures.

3.4.1 Theoretical Model of Binding Noise PSD

In this section, we detail the theoretical model of the binding noise PSD for a pair

of information and interfering molecules, denoted as λ = [cm, ci].

The ligand-receptor binding process is represented by a three-state reaction

model with receptors in the unbound state (R), receptors bound with informa-

tion molecules (RM) and receptors bound with interference molecules (RI). The

corresponding state occupation probabilities are denoted as pR, pRM and pRI , re-

spectively [333].

R + M
k−m
⇌
k+m

RM

R + I
k−i
⇌
k+i

RI.

(3.14)
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The chemical master equations for the system are expressed in matrix form as fol-

lows:













dpRM

dt
dpRI

dt
dpR
dt













=











−k−
m 0 k+

mcm

0 −k−
i k+

i ci

k−
m k−

i −k+
mcm − k+

i ci





















pRM

pRI

pR











. (3.15)

In (3.15), the matrix incorporating reaction rates and concentrations, has a rank

of two as we can express the probability of one state in terms of the others: pR =

1 − pRM − pRI . Consequently, by setting the left-hand side in (3.15) to zero, the

equilibrium state probabilities can be determined as follows:

p0RM =
cm/KDm

1 + cm
KDm

+ ci
KDi

, p0RI =
ci/KDi

1 + cm
KDm

+ ci
KDi

, (3.16)

and p0R = 1 − (p0RM + p0RI). The state occupation probabilities can be expressed in

terms of the equilibrium state probability and the fluctuations around this proba-

bility [333, 338]:

pj(t) = p0j + ∆pj(t), j ∈ {RM,RI,R}. (3.17)

We define a column vector p(t) containing the state occupation probabilities as

p(t) = [pRM(t); pRI(t); pR(t)] and its reduced form as p′(t) = [pRM(t); pRI(t)]. The

relation between ∆p′(t) and ∆p(t) is given by

∆p(t) = R∆p′(t), (3.18)

where R is the transformation matrix [333]. By substituting (3.17) into (3.15) and

applying Taylor’s expansion, the state probability fluctuations can be expressed as

follows [333]:

d∆p′(t)

dt
= Ω∆p′(t), (3.19)
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where, the matrix Ω is defined as

Ω =





−k+
mcm − k−

m −k+
m

−k+
i ci −k+

i ci − k−
i



 . (3.20)

The fluctuation in the output current of the MC-Rx due to stochastic binding

reactions, denoted as ∆Ib(t), is then derived as

∆Ib(t) =
qeff g

CG

zTR∆p′(t) (3.21)

where z =
[

Ne− ;Ne− ; 0
]

is the column vector containing the number of elementary

charges corresponding to each state.

Since ∆Ib(t) is a stationary process, the theoretical binding noise PSD can be

obtained by setting t = 0 in the following expression [333]:

Sb(f) = 2 F{E[∆Ib(t)∆Ib(t + τ)]}

= 2 F{E[∆Ib(0)∆Ib(τ)]}

= 4Nr

(

qeffg

CG

)2

zTRΓ
(

Re{(j2πfI2×2 −Ω)−1}
)T

RTz.

(3.22)

In (3.22), F{·} denotes the Fourier transform, E[.] stands for the expectation, I2×2

is the 2 by 2 identity matrix, and Γ is the matrix containing the expected state

probabilities, defined as follows [333]:

Γ =





p0RM (1− p0RM) −p0RMp0RI

−p0RMp0RI p0RI (1− p0RI)



 . (3.23)

As a result, the overall noise PSD affecting the output current of the MC-Rx can

be written as

S(f) = Sb(f) + Sf (f), (3.24)

where Sf (f) is the 1/f noise PSD expressed by (3.8).



Chapter 3: Frequency-Domain Detection for Molecular Communications 99

3.4.2 Maximum Likelihood Estimation of PSD Parameters

This section details the ML estimation of the unknown parameter values, namely

received information and interference molecule concentrations, λ = [cm, ci], from the

noise PSD. The detector uses the estimated information molecule concentration, ĉm,

for symbol decision, as described in Section 3.4.3.

The estimation method relies on several underlying assumptions. First, the

overall noise process, which includes binding noise and 1/f noise, is assumed to be

stationary, zero-mean, and characterized by a single-sided spectrum. The MC-Rx

is equipped with the theoretical model of the noise PSD expressed by (3.22) and

(3.24). Furthermore, the MC-Rx has the knowledge of the binding/unbinding rates

of information and interference molecules, along with the number of information

molecules transmitted for bits s = 0 and s = 1 as explained in Section 3.2.

The MC-Rx estimates steady concentrations of information and interference

molecules by sampling the output current ∆Ib within a predefined sampling window.

The concentrations of information and interference molecules within this window are

considered constant, adhering to the equilibrium assumption discussed in Section

3.2 [249]. In the sampling window, a single realization of the interferer concentra-

tion ci is considered, following a log-normal distribution as detailed in Section 3.2.

The mean value of ∆Ib is discarded to isolate the noise before further processing.

ML estimate of λ = [cm, ci] is realized using the observed noise PSD generated

from time-domain noise samples and the parametric model of the noise PSD ex-

pressed by (3.24). The observed noise PSD is assumed to be generated using the

periodogram method.

The MC-Rx takes N noise samples for each transmitted symbol, denoted as

x = (x1, x2, ..., xN), sampled with a period of ∆t. Therefore, the sampling duration

per symbol, representing the length of the sampling window, is Td = N∆t. The

periodogram for the sampled noise can be computed using the Discrete Fourier

Transform (DFT) of the samples x. Considering even N , the periodogram values
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can be expressed as follows:

Yk =
2∆t

N
|Xk|2,

where k = 1, ..., N/2− 1, and |Xk| represents the DFT components of x.

For a stochastic time series of length N , the random variable Wk = 2Yk

S(fk)
follows

chi-squared distribution χ2. Here, S(fk), described by (3.24), represents the true

noise PSD at frequency fk, where fk = k
N∆t

and k = 1, ..., N/2 − 1. Note that the

chi-square distribution with two degrees of freedom is an exponential distribution

[339]. As a result, the periodogram values exhibit an exponential distribution about

the true PSD. This distribution is defined by the following probability expression

associated with the model PSD value at a given frequency:

p(Yk|S(fk)) =
1

S(fk)
e
−

Yk
S(fk) , (3.25)

where S(fk) equals to expected value of S(f) at the frequency fk. [339].

Using (4.7), the likelihood of observing a specific pair of information and inter-

ferer concentrations, λ = [cm, ci], can be expressed as follows:

L(λ) =

N/2−1
∏

k=1

p(Yk|S(fk,λ)) =

N/2−1
∏

k=1

1

S(fk,λ)
e
−

Yk
S(fk,λ) . (3.26)

We use the Whittle approximation to express the log-likelihood, as it serves as

a good approximation to the exact likelihood asymptotically while providing com-

putational efficiency. Specifically, to calculate the Whittle likelihood, O(N logN)

computations are required compared to O(N2) for the exact likelihood [339, 340].

Thus, the quasi-log-likelihood can be written as follows:

lnL(λ) = −
N/2−1
∑

k=1

(

Yk

S(fk,λ)
+ lnS(fk,λ)

)

. (3.27)

The ML estimator determines the optimal value of λ, denoted as λ̂, which max-



Chapter 3: Frequency-Domain Detection for Molecular Communications 101

imizes the log-likelihood function lnL(λ) as given by (4.8). This maximization is

equivalent to minimizing the negative log-likelihood, l = − lnL(λ) [341]. Conse-

quently, λ̂ is obtained by solving the following minimization problem:

λ̂ = arg min
λ

{l}. (3.28)

(3.28) can be solved using numerical methods such as the Newton-Raphson method,

which enables efficient convergence to the ML estimate within a few numbers of

iterations. For the FDD technique, the computational complexity for evaluating

the Whittle likelihood is O(N logN), in addition to the calculations required for the

numerical estimation. In contrast, the TDD strategy involves acquiring a single time

sample from the MC-Rx output and applying a thresholding operation to decide the

received symbol.

3.4.3 Symbol Detection

The ML estimator introduced in the previous section is asymptotically unbiased and

exhibits asymptotic normality. Therefore, the relation E[λ̂] = λ holds [342]. The

variance of the estimated parameters can be obtained from the diagonal elements of

the inverse Fisher Information Matrix (FIM), which is denoted as F(λ):

σ2
λ̂i

= (F(λ))−1
(ii), F(λ)(ij) = E

(

∂2l

∂λi∂λj

)

, (3.29)

where the expectation is taken with respect to the probability distribution of the

observed spectrum p(Y1, Y2, ..., YN).

By substituting l = − lnL(λ) into (4.9), the FIM can be elaborated as follows:

F(ij) =

E





N/2−1
∑

k=1

S(fk)− Yk

S2(fk)

∂2S

∂λi∂λj

+
2Yk − S(fk)

S3(fk)

∂S

∂λi

∂S

∂λj



 .
(3.30)

Given that S(f) is a slowly varying function, it is unnecessary to calculate the in-
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dividual periodogram values in (3.30), since the periodogram values can be smoothed

by summing over frequency, as described by

N/2−1
∑

n=1

Ykϕ(fk) ≃
N/2−1
∑

n=1

S(fk)ϕ(fk), (3.31)

where ϕ(fk) is any smooth function as detailed in [343, 342].

Following (3.31), the FIM defined by (3.30) can be simplified to the following

expression

F(ij) ≃
N/2−1
∑

k=1

1

S2(fk)

∂S

∂λi

∂S

∂λj

, (3.32)

where the derivatives are evaluated at the true value of the parameters. Additionally,

(3.32) can be approximated as an integral, as suggested by [342, 343] as follows:

F(ij) ≃
N∆t

2

∫ 1
2∆t

0

1

S2(f)

∂S

∂λi

∂S

∂λj

df. (3.33)

(4.10) is a good approximation when a large number of time samples are taken by the

MC-Rx, allowing to approximate the periodogram values as a Gaussian distribution

by the Central Limit Theorem [344].

The MC-Rx determines the transmitted bit by applying the ML decision rule

to the estimated information molecule concentration, ĉm. Since the MC-Rx lacks

knowledge of the interfering molecule concentration, it calculates the bit decision

threshold γfd under the assumption of an interference-free channel. Therefore, the

computation of the γfd decision threshold relies on the following noise PSD model

that accounts for only one type of molecule in the channel, i.e., the information

molecule:

S̃(f, cm) = 4Nrζ
2 1

2πf + 1/τm
p̃b(1− p̃b) + Sf (f), (3.34)
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Algorithm 1 Frequency Domain Detection

1: function FrequencyDetection(Y [k], N,∆t, γfd)
2: Find initial guess: λ0 ← [c0m, c

0
i ]

3: fk ← k
N∆t

for k = 1, . . . , N/2− 1
4: Use Newton’s method on Whittle(Y [k], fk,λ) with initial guess λ0 to find

optimal λ∗ = [c∗m, c
∗
i ].

5: ĉm ← c∗m
6: if ĉm > γfd
7: Estimated bit: ŝ← 1
8: else
9: Estimated bit: ŝ← 0

10: end if
11: return ŝ
12: end function
13: function Whittle(Y [k], fk,λ)

14: l ←∑N/2−1
k=1

Yk

S(fk,λ)
+ lnS(fk,λ)

15: return l
16: end function

where τm = 1/(cmk
+
m + k−

m) and p̃b =
cm

KDm
+ cm

. Evaluating (3.32) with the noise

PSD model given in (4.11) and considering a single unknown parameter λ = [cm],

the variance of the estimated information molecule concentration for the transmitted

bit s ∈ {0, 1} is determined as follows [332]:

σ̃2
ĉm|s

=
1

N∆t

2

∫ 1
2∆t

0

1

S̃2(f, cm|s)

(

∂S̃

∂cm

)2
∣

∣

∣

cm=cm|s

df

. (3.35)

Note that σ̃2
ĉm|s

is not the actual asymptotic variance, as the cm estimate of MC-Rx

is based on the noise PSD model described in (3.24). Using (3.35), the decision

threshold for FDD is determined by the following equation:

γfd =
1

σ̃2
ĉm|1
− σ̃2

ĉm|0

(

σ̃2
ĉm|1

cm|0 − σ̃2
ĉm|0

cm|1 + σ̃ĉm|1
σ̃ĉm|0

×
√

(cm|1 − cm|0)2 + 2(σ̃2
ĉm|1
− σ̃2

ĉm|0
) ln
(

σ̃ĉm|1
/σ̃ĉm|0

)

)

,

(3.36)

where cm|s is the expected value of the estimated information molecule concentration,
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corresponding to the transmitted bit s ∈ {0, 1}.
Algorithm 1 presents the FDD method, detailing the functions used to solve the

estimation problem formulated by (3.28) and to detect the transmitted bit. On

line 2, the algorithm determines the initial guesses for the concentration values

[c0m, c
0
i ] by sweeping over the range of sparse concentration values and selecting

those minimizing the function Whittle(Y [k], fk,λ). On line 3 of the algorithm,

fk is assigned to represent the frequencies corresponding to available periodogram

values. Line 4 then applies the Newton-Raphson method to solve the estimation

problem outlined in (3.28) numerically by using the Whittle likelihood function

Whittle(Y [k], fk,λ) and the initial guesses for molecule concentrations, denoted

as [c0m, c
0
i ]. After determining the optimal parameter set λ∗, lines 6-11 perform the

thresholding operation on the estimated information molecule concentration, ĉm, to

decide the transmitted bit.

3.4.4 Asymptotic Bit Error Probability

To calculate the BEP for FDD, we need the actual variance of the estimated con-

centration of information molecules, denoted as σ2
ĉm|s

. Using the noise PSD model

described in (3.24), which takes into account the presence of information and in-

terference molecules in the channel, we can calculate the FIM for the two unknown

parameters λ = [cm, ci] via (3.32). Accordingly, the respective variance for the

transmitted bit s is determined from the FIM, denoted as Fs, as follows:

σ2
ĉm|s

= (Fs(λ))−1
(11), (3.37)
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where s ∈ {0, 1} and the elements of the FIM Fs are

Fs(11) =

N∆t

2

∫ 1
2∆t

0

1

S2(f, (cm|s, µci))

(

∂S

∂cm

)2∣
∣

∣cm=cm|s
ci=µci

df

Fs(22) =

N∆t

2

∫ 1
2∆t

0

1

S2(f, (cm|s, µci))

(

∂S

∂ci

)2∣
∣

∣cm=cm|s
ci=µci

df,

Fs(12),(21) =

N∆t

2

∫ 1
2∆t

0

1

S2(f, (cm|s, µci))

(

∂S

∂cm

)(

∂S

∂ci

)

∣

∣

∣cm=cm|s
ci=µci

df.

(3.38)

As a result, BEP for FDD is obtained as follows:

P FDD
e =

1

4
erfc





γfd − cm|0
√

2σ2
ĉm|0



+
1

4
erfc





cm|1 − γfd
√

2σ2
ĉm|1



 . (3.39)

Note that (3.39) represents an asymptotic BEP derived under the Gaussian distri-

bution assumption discussed in Sec. 3.4.3.

3.5 Simulation of the System

In this section, we detailed the simulation process used to validate our FDD tech-

nique. Specifically, we conducted Monte Carlo simulations to compare the theoreti-

cal results obtained by the analytical expressions derived in Sections 3.3 and 3.4 and

the results obtained through particle-based stochastic simulations. For the latter,

we used Smoldyn [345]. The simulation algorithms were implemented in MATLAB,

and parallelized CPU cores were used for reasonable computation times.

3.5.1 Particle-based Stochastic Simulations

We used the open-source particle-based spatial stochastic simulator, Smoldyn, to

simulate the system. Its capability to capture stochastic events at a molecular
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Figure 3.2: Snapshot of the Smoldyn simulation illustrating the MC system. The
parameters have been adjusted for illustrative purposes. Thus, this representation
is not to scale.

level, such as diffusion and receptor binding/unbinding, fits our purpose [345]. As

illustrated in Fig. 3.2, we created a straight microfluidic channel with a rectangular

cross-section. The receptors are located in a specific region on the channel bed,

indicating the position of the MC-Rx.

3.5.2 Simulation parameters

The simulation time step is an important parameter that affects the accuracy of

Smoldyn. Using shorter time steps generally leads to higher accuracy but slower

simulations. When choosing the time step, one consideration is to ensure it is

significantly shorter than the characteristic time scale of any reaction in the system.

For the reactions described by (3.14), the characteristic times or time constants can

be obtained from the matrix Ω defined by (3.20), as follows:

τc1,2 = −1/λc1,2 , (3.40)

where λc1,2 corresponds to the eigenvalues of Ω. These time constants only depend on

the kinetics of the reactions and the concentrations of the information and interferer

molecules. Therefore, given the transmitted bit s, the characteristic times (3.40)
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can be expanded as

τc1,2|s =
2

[

1
τm|s

+ 1
τi
±
√

(

1
τm|s
− 1

τi

)2

+ 4k+
mcm|sk

+
i ci

] , (3.41)

where τm|s = 1/(cm|sk
+
m + k−

m), τi = 1/(cik
+
i + k−

i ) correspond to the characteristic

times of the independent reactions R + M
k−m
⇌
k+m

RM and R + I
k−i
⇌
k+i

RI respectively.

Considering the system parameters summarized in Table 3.1, we have chosen the

simulation time step as ∆ts = 0.0025 s. This choice represents a good compromise

between accuracy and total execution time. Further reducing the time step can sig-

nificantly increase the simulation time, posing a challenge for repeated experiments.

The noise PSD, given by equations (3.22)-(3.24), can be described as a super-

position of Lorentzian spectral profiles. The corner frequencies of these Lorentzian

profiles are defined by the characteristic frequencies, which can be expressed in

terms of characteristic times as fc1,2|s = 1/(2πτc1,2|s). When these frequencies are

not masked, they can be identified by locating the peaks of the noise PSD multiplied

by the corresponding frequency, as illustrated in Fig. 3.3a. Since the PSD exhibits a

profile defined by its characteristic frequencies, which contain information about the

equilibrium concentration of the information molecules within the sampling window,

it is crucial to resolve these characteristic frequencies to extract the relevant infor-

mation accurately. In this regard, the sampling period ∆t is a relevant parameter.

The maximum observable frequency can be determined by fcmax = 1
2∆t

. When a

characteristic frequency exceeds this limit, certain portion of the information can be

lost.
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Figure 3.3: (a) Characteristic frequencies highlighted on the graph of the S multi-
plied by frequency f , where S is the theoretical PSD of noise. (b) Model PSD gener-
ated with estimated molecule concentrations and the observed PSD (periodogram)
generated with the Smoldyn data.
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Algorithm 2 Monte Carlo Simulation

1: Initialize: TDD error et ← 0, FDD error ef ← 0

2: Generate a bitstream consisting of K bits

3: Find decision threshold for TDD γtd

4: Find decision threshold for FDD γfd

5: for each bit s in bitstream do

6: Compute information concentrations cm|s with (4.2)

7: Generate interferer concentration ci ∼ logN (µci , σ
2
ci

)

8: Run Smoldyn. Wait until equilibrium.

9: Record N samples from the number of bound receptors nB[k] for k = 1, . . . , N

with sampling period ∆t

10: Generate 1/f noise samples in the time domain n1/f [k] for k = 1, . . . , N

11: Convert to electrical output Ib[k]← n1/f [k] + ζnB[k] for k = 1, . . . , N

12: Take one sample, denoted as ∆I, from Ib[k]

13: ŝt ← TimeDetection(γtd,∆I)

14: If ŝt ̸= s, increment et by 1.

15: Isolate the noise, denoted as ∆Ib[k], from Ib[k]

16: Apply low pass filter to ∆Ib[k] to obtain ∆Ibf [k]

17: Compute the periodogram Y [m] for ∆Ibf [k], for m = 1, . . . , N
2
− 1 and sam-

pling period ∆t

18: ŝf ← FrequencyDetection(Y [m], N,∆t, γfd)

19: If ŝf ̸= s, increment ef by 1.

20: end for

21: Compute BEP for TDD: P TDD
e ← et/K

22: Compute BEP for FDD: P FDD
e ← ef/K

23: function TimeDetection(γtd,∆I)

24: if ∆I > γtd

25: Estimated bit: ŝ← 1

26: else

27: Estimated bit: ŝ← 0

28: end if

29: return ŝ

30: end function
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3.5.3 Monte Carlo Simulation

The Monte Carlo algorithm used to validate the BEP performance of FDD is de-

scribed in Algorithm 2. In each iteration (line 6-19), representing the transmission

of a random bit s in the microfluidic channel, the procedure is as follows.

Based on the equilibrium assumption explained in Sec. 3.2, the information

molecule concentration cm|s and interferer concentration ci are assumed to remain

constant within the sampling window. Therefore, the information concentration

cm|s corresponding the generated bit s and the interferer concentration ci generated

from a log-normal distribution represent the concentrations at the sampling time. In

Smoldyn simulations, interference molecules are initially placed uniformly randomly

throughout the microfluidic channel at a given concentration ci. With the initial

concentration values, the Smoldyn simulation is run for a time duration sufficient

for the binding reactions to reach equilibrium. Once equilibrium is attained, time

samples are taken from the output of the Smoldyn simulation (line 9), where the

output corresponds to the number of bound receptors. The collected time samples of

number of bound receptors are then scaled and combined with 1/f noise to simulate

the transduction process of the bioFET, resulting in the electrical output denoted

as Ib[k].

To simulate the 1/f noise in the time domain, we employed the FIR filtering

method described in [346], which involves filtering white Gaussian noise in the fre-

quency domain using an FIR filter with a 1/f passband and subsequently performing

an inverse Fourier transform to obtain the 1/f noise sequence. The approximate noise

variance σ2
f is computed based on the expression given in Equation (3.9), with the

parameter values specified in Table 3.1.

As stated in line 12, a single sample is taken from the middle of the electrical

output Ib[k] for TDD. For FDD, the base signal is removed from the electrical output

Ib[k] to isolate the noise component, ∆Ib[k]. Additionally, considering that samples

are taken within a finite sampling window, distortions near the Nyquist frequency

in the PSD are inevitable due to the aliasing. Therefore, a low-pass filter with a

passband near the Nyquist frequency is applied to the sampled noise to mitigate
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this distortion, as outlined in line 16. This filtering step helps reduce outliers that

could affect the accuracy of the MLE. Then, periodogram PSD is computed using

an N-point FFT of the filtered noise samples. No further processing is performed

on the noise signal or the estimated PSD before the MLE to avoid introducing

statistical distortion, which can result in erroneous parameter predictions. Finally,

the MLE is performed by MATLAB’s fminunc solver [347], which uses the quasi-

Newton algorithm. The solver can find the solution within a few iterations in this

specific scenario. Finally, BEP for TDD and FDD are computed as described by

line 20-21.

Fig. 3.3b depicts the model noise PSD generated using the MLE estimated in-

formation and interferer concentration pair, [ĉm|s, ĉi], and the periodogram estimate

of the observed noise PSD obtained by using the data from the Smoldyn.

3.6 Performance Evaluation

In this section, we analyze the performance of FDD and TDD in terms of BEP. The

default values of the system parameters are given in Table 3.1, with the reaction

rates adopted from [332]. Unless stated otherwise, the default parameter values are

used in the rest of the chapter.

It can be observed that the simulation results can deviate from the theoretical

results due to the inherent nature of Monte Carlo simulations. Especially when

dealing with stochastic concentration values, Monte Carlo simulations can require

a large number of iterations to converge, potentially leading to excessive simulation

times when using Smoldyn. Therefore, to maintain a compromise between conver-

gence and simulation times, we chose moderate number of iterations (1000) for the

Monte Carlo simulations.
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Table 3.1: Default Values of System Parameters

Temperature (T ) 300K

Microfluidic channel height (hch), width (lch) 5 µm, 10 µm

Average flow velocity (u) 10 µm/s

Distance of Rx’s center position to Tx (xR) 1mm

Ionic concentration of medium (cion) 30 mol/m3

Relative permittivity of medium (ϵ/ϵ0) 80

Intrinsic diffusion coefficient (D0) 2× 10−11 m2/s

Binding rate of information and interferer molecules (k+m, k+i ) 4× 10−17 m3/s

Unbinding rate of information molecules (k−m) 2 s−1

Unbinding rate of interferers (k−i ) 8 s−1

Average # of electrons in a ligand (Ne−) 3

Number of independent receptors (Nr) 120

Length of a surface receptor (r) 2 nm

Transconductance of graphene bioFET (g) 1.9044× 10−4 A/V

Width of graphene in transistor (lgr) 10µm

Quant. capacitance of graphene per unit area (cq) 2× 10−2 F m−2

# of transmitted ligands for s = 0, 1 (Nm|s) [1, 5]× 103

# of noise samples (N) 700

Sampling period (∆t) 0.005 s

Mean interference to information concentration ratio (γ = µci/cm|s=1) 0.7

Interference mean/std ratio (µci/σci) 10

Power of 1/f noise at 1 Hz (Sf1Hz
) 10−23 A2/Hz

Noise exponent for 1/f noise (β) 1

Lower frequency limit for 1/f noise (fL) 10−8

Upper frequency limit for 1/f noise (fH) 107

3.6.1 Effect of Interference on BEP

In the initial analysis, we examine the impact of interference strength on the BEP

performance of both TDD and FDD. To investigate this, we introduce a tuning pa-

rameter γ, which determines the mean interferer concentration µci as µci = γ ·cm|s=1.

The results, as depicted in Fig. 3.4a, show that FDD outperforms TDD, except in
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Figure 3.4: BEP for varying (a) information to interference ratio γ and (b) similarity
η.
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cases where the interferer concentration is significantly lower than the concentration

of information molecules as shown in Fig. 3.4a. As the interferer concentration in-

creases, the performance of TDD deteriorates. This degradation occurs because the

increasing number of bound receptors becomes occupied by the interfering molecules,

leading to saturation of the receiver, thereby causing increase in the error probabil-

ity. On the other hand, the performance of FDD improves with increasing interferer

concentration up to a certain point, after which it starts to degrade. Consider-

ing that the characteristic frequencies are influenced by both the concentration and

affinities of the molecules, the effect of interference is initially indistinguishable in

the PSD. This is because the concentration of interfering molecules is initially lower,

which results in the individual Lorentzian PSD attributed to interfering molecules

being overshadowed by that of the information-carrying molecules. However, as

the concentration of interfering molecules increases, its impact on the combined

PSD becomes more pronounced, allowing for a more accurate estimation of con-

centrations and, consequently, reduced error probabilities. Nevertheless, beyond a

particular concentration of interfering molecules, the Lorentzian PSD attributed to

the information-carrying molecules is overshadowed, increasing error probabilities.

3.6.2 Effect of Similarity on BEP

We also consider the effect of the affinity ratio between the information and inter-

ferer molecules, which we refer as the similarity parameter and define as η =
KDi

KDm
.

To observe the direct effect of the similarity, we keep the bound state probabilities

constant by scaling the mean interferer concentration, µci , by η. As expected, TDD

is not affected by the similarity parameter, as shown in Figure 3.4b. This occurs

because the TDD method relies on the total bound state probability pbs , which

remains constant in this case, thereby not affected by changes in similarity. On

the other hand, BEP for FDD exhibits an interesting behavior. BEP improves as

the similarity parameter η increases, indicating that the information and interfering

molecules become dissimilar. However, beyond a specific value of the similarity pa-

rameter, BEP starts to degrade. This trend can be explained as follows: When the
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similarity parameter η is low, indicating high similarity between the information and

interfering molecules, FDD cannot distinguish between these two types of molecules

based on their affinities. This is because any noticeable distinction is not reflected

in the spectrum. For example, when the similarity parameter η is close to 1, the

noise PSD appears as a single Lorentzian profile, thereby obscuring the Lorentzian

profile associated with the reaction R+M
k−m
⇌
k+m

RM in the spectrum. As the similarity

increases, it becomes more visible that PSD is the superposition of two Lorentzian

profiles, and the characteristic frequencies fc1|s and fc2|s are more distinguishable.

However, once the similarity goes beyond the point where fc1|s and fc2|s are most

distinguishable, the PSD becomes less informative about the concentration of infor-

mation cm|s. This occurs because interference becomes the dominant factor on the

profile of the PSD, and the variations in cm|s have a lesser impact on the PSD. As a

result, the PSD becomes less informative about the information concentration, cm|s,

increasing the error probability.

3.6.3 Effect of Number of Samples on BEP

The BEP performance is further analyzed for the number of time samples N . As

depicted in Fig. 3.5a, it is observed that the performance of FDD improves as the

number of samples increases. This outcome aligns with expectations, as a larger

number of samples leads to a decrease in the variance of the estimated information

molecule concentration, σ2
ĉm|s

. The reduction in variance results in more accurate

estimation as the error on the estimated parameter follows σĉm|s
∝
√

(Fs)
−1
(11)/N .

Consequently, more samples lead to a decrease in the BEP. On the other hand, the

performance of TDD remains unaffected by the number of samples, as the receiver

only takes one sample, typically from the middle of the signal within the sampling

window.

3.6.4 Effect of 1/f Noise on BEP

We also simulated the BEP performance of FDD and TDD under varying 1/f noise

power (at 1 Hz), as depicted in Fig. 3.5b. To better observe the performance trend,
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Figure 3.5: BEP for varying (a) number of samples (b) power of 1/f noise at 1 Hz.
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Figure 3.6: BEP for varying bit-0/bit-1 concentration ratio when the MC-Rx is (a)
near saturation, and (b) in a non-saturation state.
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a similarity value of η = 3 is chosen for this case. The results show that 1/f noise

affects the performance of both TDD and FDD. Additionally, it can be observed

that the performance of FDD is more sensitive to changes in the 1/f noise levels

compared to TDD. Since 1/f noise is directly additive across the entire spectrum,

increasing the 1/f noise level reduces the FDD performance by potentially masking

critical frequencies under the background 1/f noise.

3.6.5 Effect of Bit-0/Bit-1 Concentration Ratio on BEP

We further explored the impact of the ratio of concentrations for bit-0 and bit-1,

denoted as Nm|0/Nm|1, on the BEP. As depicted in Fig. 3.6a, it becomes apparent

that the detection performances of both TDD and FDD methods experience a decline

when the concentration values become closer.

In Fig.3.6a, the MC-Rx is observed in near saturation, implying a high level of

receptor occupancy. Comparing the performance in Fig.3.6a with the result shown in

Fig.3.6b, which corresponds to a case of lower bound state probabilities, a noticeable

performance decline can be observed in the latter.

These results suggest that the FDD method is more effective when the receptor

occupancy at the MC-Rx is higher. This property could be advantageous, as it aligns

more closely with the typical conditions encountered in MC, wherein the receiver is

commonly expected to operate near saturation most of the time due to the remaining

molecules from previous transmissions or interferers.

3.6.6 Effect of Transmitter-Receiver Distance on BEP

As the distance between the MC-Tx and the MC-Rx (d = xR) varies, the BEP

performance of FDD and TDD exhibit different behaviors, as shown in Fig. 3.7a.

Increasing the value of d from 0.5 mm to 3 mm leads to a significant degradation

in the BEP performance of the FDD and a slight improvement in that of the TDD.

These trends are related to the varying concentration of information molecules at

the MC-Rx’s location. At small distances, information molecule concentration is

significantly higher but decreases as the distance increases, following an attenua-
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tion proportional to
√
d [249]. As the information molecule concentration at the

location of the MC-Rx is getting lower with the distance, the Lorentzian noise PSD

profile associated with information molecules can become obscured under the influ-

ence of interference molecules or 1/f noise. This effect is the cause of the observed

degradation in the BEP of FDD, as we also discussed while analyzing the effect of

interference.

In contrast, TDD’s performance shows a marginal improvement at longer dis-

tances. At small distances, the MC-Rx is prone to saturation due to high ligand

concentrations, which reduces its sensitivity to varying information molecule con-

centration levels corresponding to different symbols, thus reducing its ability to

distinguish distinct symbols with TDD. Therefore, increasing the distance improves

the performance of TDD when the MC-Rx is saturated or near saturation.

3.6.7 Effect of Surface Receptor Length on BEP

The surface receptor length, represented as r, is an important parameter affecting

the sensitivity of a bioFET-based MC-Rx [249]. Therefore, we investigated the

effect of r on the BEP performance of FDD and TDD given a Debye length (λD)

of 1.77 nm, corresponding to the default system parameters in Table 3.1. When r

exceeds λD, the sensitivity of the MC-Rx to ligands decreases exponentially due to

the screening effect, weakening the response as this effect strengthens. As shown in

Fig. 3.7b, the BEP performance for both FDD and TDD deteriorates as r increases

from 1 nm to 9 nm (corresponding to ∼ 3 − 26 nucleobases in a single stranded

DNA receptor). While FDD improves the detection sensitivity compared to TDD,

for example, when the MC-Rx is saturated and less sensitive to ligand concentration

changes, characteristic frequencies containing concentration information can still be

recognized in the noise spectra [348]. However, the results also show that beyond

r = 3 nm, there is a significant decrease in the BEP values for both methods.

Therefore, choosing a surface receptor length comparable to the Debye length is

essential for optimal MC-Rx design.
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Figure 3.7: BEP for varying (a) transmitter-receiver distance d and (b) receptor
length r.

3.6.8 Effect of Multiple Types of Interferers on BEP

We further analyze the BEP performance under varying receptor-ligand affinities in

the scenario involving multiple interfering molecules that can interact with MC-Rx

receptors. For this analysis, we employed the generalized binding noise PSD model,

as detailed in Sec. 3.7. The scenario considered includes three distinct types of
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ligands: information molecules (L1) and two types of interference molecules (L2, L3).

In our simulations, both types of interferers had equilibrium concentrations sampled

from independent lognormal distributions with means equal to (γ·c1|s=1), each having

the same mean-to-standard deviation ratio. Here, c1|s=1 represents the concentration

of information molecules given the transmitted bit is s = 1. The interference to

information concentration ratio (γ), the concentration of information molecules for

bits s = 0 and s = 1, and the mean/std ratio for the lognormal distributions were set

according to the default values in Table 3.1. Additionally, the binding rates for all

ligand types were set to the default values given in Table 3.1. The unbinding rates

were determined by the following relation: k−
2 = ν ·k−

1 and k−
3 = ν ·k−

2 , where k−
1 , k−

2 ,

and k−
3 are the unbinding rates for the ligand types L1, L2, and L3, respectively, and

ν is the selectivity factor defined for modulating the receptor selectivity to different

type of ligands.
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Figure 3.8: BEP performance under different ligand-receptor affinities, modulated
by the factor ν, in scenarios involving (i) a single interferer type (L2) and (ii) multiple
interferer types (L2, L3) in the channel.

As shown in Fig. 3.8, FDD exhibits poorer BEP performance with multiple inter-

ferers compared to the case of a single interferer. The interfering ligand L3 exhibits
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lower binding affinities than the information-carrying ligand L1 and the interfering

ligand L2, which becomes more pronounced as ν increases. With increasing ν, which

indicates increasing dissimilarity, the second interfering molecules L3 are less likely

to bind to receptors, and their influence on the spectra diminishes. As a result,

the multi-interferer scenario resembles the single-interferer case, as clear from the

results.

Regarding TDD, it clearly performs worse in the multi-interferer scenario than in

the single-interferer case. TDD is non-selective regarding interferer types. Adding

another type of interferer leads to an overall increase in interferer concentration in

the channel, which deteriorates the detection performance compared to the single

interferer scenario, where the overall interferer concentration is lower. On the other

hand, the performance of TDD generally improves with increasing ν. As ν increases,

the receptors are less likely to be occupied by interferers since a higher ν value

indicates a lower binding affinity between the interferer molecule and the receptor.

3.7 Conclusion

We introduced a frequency-domain detection method for bioFET-based MC re-

ceiver architectures. The method exploits receptor cross-reactivity towards vari-

ous ligand types and utilizes the output noise PSD for detecting the transmitted

bits. Considering a microfluidic channel with stochastic molecular interference, we

derived BEP for frequency-domain and one-shot time-domain detection methods.

Through particle-based spatial stochastic simulations, we validated our theoretical

BEP derivations. Our analysis revealed that the proposed frequency-domain detec-

tion method provides a significant performance improvement over the time-domain

detection method, particularly under high interference conditions in the MC channel.

The effectiveness of frequency domain detection is particularly relevant in practi-

cal MC scenarios where receivers operate close to saturation due to accumulating

residual molecules from previous transmissions or cross-talk.
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General Model of Binding Noise PSD

For the scenarios where the channel contains M−1 distinct ligand types {L1, ..., LM−1}
reacting with MC-Rx receptors, the binding noise model can be extended as detailed

in [333]. In such a case, M potential states exist and M − 1 possible reactions occur

as described by the reaction model:

R + Lj

k+j
⇌
k−j

RLj, (3.42)

where k+
j is the binding rate and k−

j is the unbinding rate for the jth ligand type,

where j ∈ {1, ...,M − 1}.
The chemical master equations for the system in matrix form are expressed as:

dp(t)

dt
= Gp(t), (3.43)

where p(t) is the vector containing state probabilities, defined as

p(t) =






















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and the matrix G is

G =
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where cj is the concentration of the jth ligand type. The equilibrium state proba-

bilities can be expressed as

p0RLj
=

cj
KDj

1 +
∑M−1

l=1
cl

KDl

for j = 1, . . . ,M − 1, (3.44)

and p0R = 1−∑M−1
l=1 p0RLl

, where KDj
=

k−j

k+j
is the dissociation constant for the jth lig-

and type. The state probabilities are defined in relation to equilibrium probabilities

and the fluctuations around these equilibrium probabilities as follows [333]:

pRLj
(t) = p0RLj

+ ∆pRLj
(t), j = 1, ...,M − 1 (3.45)

Therefore, (4.4) can be reformulated as

d∆p′(t)

dt
= Ω∆p′(t), (3.46)

where ∆p′(t) is a column vector comprising the state fluctuations for all states

except the last one. The matrix Ω is defined as Ω = TGR, with the matrices T

and R being defined as follows [333]:

T =
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The binding noise PSD is then given as [333]:

Sb(f) = 4Nr

(

qeffg

CG

)2

zTRΓ
(

Re{(j2πfI−Ω)−1}
)T

RTz. (3.47)

where I is (M − 1) by (M − 1) identity matrix, and the matrix Γ is defined as

Γ = E[∆p′(0)∆p′T(0)].
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Chapter 4

PERFORMANCE ANALYSIS OF MOLECULAR

COMMUNICATION WITH CROSS-REACTIVE

RECEPTORS

4.1 Introduction

Molecular Communications (MC) is founded on encoding and transmitting infor-

mation via molecules, mirroring the communication systems observed in biological

cells. MC is a promising approach to realizing the Internet of Bio-Nano Things

(IoBNT). This transformative networking framework combines biological entities

and artificial micro/nano-scale devices, known as Bio-Nano Things (BNTs), also in-

tegrated with conventional communication networks to enable innovative biomedical

and environmental applications.

Unlike conventional electromagnetic communication methods, MC necessitates

specialized transceiver designs and new modulation, coding, and detection approaches

tailored to the dynamic and complex nature of biochemical environments. Initial

MC research predominantly focused on passive receiver architectures. While more

straightforward to model, these architectures were limited in practical application

due to their lack of direct interaction with the MC channel. Recent trends in MC

research have shifted toward developing more practical MC receivers (MC-Rxs),

such as those that incorporate ligand receptors on their surfaces. These receptors

act as selective bio-recognition elements, reflecting the communication and sensing

mechanisms of biological cells. A significant development in this area is the intro-

duction of biosensor field-effect transistors (bioFETs), which convert ligand-receptor

interactions into electrical signals for information decoding.

Ligand-receptor interactions, essential for natural cell sensing and communica-
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tion functions, are not perfectly selective. This imperfect selectivity, known as LR

promiscuity, leads to cross-talk with non-target molecules. Natural cells mitigate

this cross-talk through various intracellular mechanisms. In contrast, abiotic MC-

Rxs using ligand receptors face similar challenges, highlighting the need for effective

detection methods. In the previous chapter, a novel frequency-domain detection

(FDD) to tackle the background interference challenge has been introduced. This

method enables distinguishing different ligand types in biosensor-based MC-Rxs

with cross-reactive receptors. This chapter aims to extend the performance anal-

ysis to the symbol error probability (SEP) and channel capacity in MC systems

using bioFET-based receivers with cross-reactive receptors. This analysis explores

the impact of different system parameters on SEP and channel capacity, improving

our understanding of the potential and limitations of biosensor-based MC-Rxs in

practical applications.

The rest of the chapter is organized as follows. Section 4.2 provides an overview

of the system model, while Section 4.3 include the derivation and the analysis of SEP

for FDD. Next, Section 4.4 involves the analysis of the end to end MC channel with

respect to different parameters including background noise level and the similarity

in the affinities of the ligands. Finally, Section 4.5 summarizes our conclusions.

4.2 System Model

We consider an MC system comprising an MC Transmitter (MC-Tx), an MC Re-

ceiver (MC-Rx), and a three-dimensional microfluidic channel with a rectangular

cross-section, where molecules experience diffusion and flow. The MC-Tx is situ-

ated at the channel inlet (at x = 0), while the MC-Rx is located on the channel

floor, centered at x = xR.

The system operates under the following assumptions, unless specified otherwise:

The MC-Tx employs M-ary Concentration Shift Keying (M-CSK) modulation for

information encoding, releasing a specific number of information molecules, denoted

as Nm for each symbol m, where m ∈ {0, ...,M − 1}, at the start of each signaling

interval of duration Ts. Molecule release by the MC-Tx is instantaneous and uniform
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across the channel cross-section, and molecules propagate via unidirectional fluid

flow along the x axis. The signaling interval Ts is sufficiently long to minimize

Inter-Symbol Interference (ISI).

The MC-Rx incorporates a graphene bioFET architecture, as depicted in Fig. 4.1.

This design features a graphene transducer channel, uniformly functionalized with

receptors that reversibly bind to specific targets, enabling continuous and label-free

sensing [4]. The MC-Rx has the knowledge of the number of information molecules

transmitted corresponding to each symbol m, Nm, and the binding/unbinding rates

of ligands. It employs a frequency-domain detection method for decoding symbols.

4.2.1 Channel Model

In the microfluidic channel, the transport of ligands is governed by advection-

diffusion mechanisms. Given that information molecules are released instanta-

neously from the MC-Tx, and assuming the impact of ligand-receptor reactions

on the overall ligand concentration within the channel is minimal, the spatial and

temporal distribution of ligand concentration can be modeled as described in the

following equation [335]:

cm(x, t) =
Nm

Ach

√
4πDt

exp

(

−(x− ut)2

4Dt

)

, (4.1)

where Ach = hchwch is the channel cross-sectional area, with hch being the channel

height and wch as the channel width. The constant fluid flow velocity along the

x-axis is denoted by u and D stands for the effective diffusion coefficient.

The peak concentration of the ligand reaches the central position of the MC-

Rx, denoted as xR, at time tp, which is calculated as tp = xR

u
. The advection-

diffusion process imparts a low-pass filter effect on the MC channel, resulting in a

slowly variation ligand concentration at the Rx’s location. Consequently, Ligand-

Receptor (LR) reactions are able to attain equilibrium rapidly within a short time

frame around tp [336, 335]. During this period, the MC-Rx samples the received

signal to be used in decoding the transmitted symbol. The expression for the ligand
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concentration in this sampling interval is as follows:

cm(xR, tp) =
Nm

Ach

√

4πDtp
. (4.2)

Figure 4.1: A detailed view of the graphene bioFET-based MC-Rx exposed to lig-
ands.

4.2.2 Reception Model

The MC-Rx employs the FDD method relying on the noise PSD of its electrical

output. This output noise includes both binding noise and the inherent 1/f noise.

Specifically, FDD compares the theoretical noise PSD with the observed PSD, where

the latter is derived from the periodogram based on time-domain samples of the MC-

Rx’s output current. The general model for the binding noise PSD is outlined as

follows:

Considering Λ− 1 distinct types of ligands {L1, ..., LΛ−1} that interact with the

receptors of the MC-Rx, the binding noise model can be characterized as detailed

in [333]. In this scenario, there are Λ potential states, each associated with a state

probability pj(t). Furthermore, Λ − 1 possible reactions take place, which are de-
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scribed by the following reaction model:

R + Lj

k+j
⇌
k−j

RLj, (4.3)

where k+
j is the binding rate and k−

j is the unbinding rate for the jth ligand type,

where j ∈ {1, ...,Λ− 1}.
The chemical master equations for the system in matrix form are expressed as:

dp(t)

dt
= Gp(t), (4.4)

where p(t) is the vector containing state probabilities, pj(t). The matrix G is

G =
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,

where, cj represents the concentration of the jth ligand type. The probabilities of

the system being in equilibrium states, denoted as p0i (t), are derived by equating the

left-hand side of (4.4) to zero, i.e., Gp(t) = 0. Around these equilibrium states, the

state probabilities exhibit fluctuations. These fluctuations can be described using

the following expression, as detailed in [333]:

d∆p′(t)

dt
= Ω∆p′(t), (4.5)

where ∆p′(t) represents a column vector comprising the state fluctuations for all

states except the last one. The matrix Ω is defined as Ω = TGR, with the individual

matrices are defined as follows [333, 349]: T =





I

0



 and R =





I

−1T



 , where

I is the identity matrix of size (Λ − 1) × (Λ − 1), 0 is the column vector of length
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(Λ− 1) containing all zeros, and −1T is the all −1 row vector of length (Λ− 1).

The theoretical PSD of the binding noise fluctuations can be obtained as fol-

lows [333]:

Sb(f) = 4Nr(ρ)2zTRΓ
(

Re{(j2πfI−Ω)−1}
)T

RTz. (4.6)

where I is (Λ − 1) by (Λ − 1) identity matrix, and the matrix Γ is defined as

Γ = E[∆p′(0)∆p′T(0)] is the matrix containing the expected state probabilities

[333]. The theoretical PSD of the noise in the output current can be expressed as

S(f) = Sb(f)+Sf (f), where Sf (f) is the PSD of the 1/f noise and defined as
Sf1Hz

fβ ,

with β is being the noise exponent [337, 249].

The parameter ρ in equation (4.6) characterizes the linear transduction process

and is defined as ρ =
qeffNe−g

CG
. In this equation, g represents the transconductance

of the bioFET, Ne− is the number of free electrons per ligand molecule, and qeff

denotes the mean effective charge of a single electron in a bound ligand under Debye

screening (qeff = q exp
(

− r
λD

)

). The elementary charge is denoted as q, r is the

effective length of a surface receptor, and λD is the Debye length, calculated as λD =
√

ϵκBT
2NAq2cion

. Here, ϵ represents the medium’s permittivity, T is the temperature, κB is

Boltzmann’s constant, NA is Avogadro’s constant, and cion is the ionic concentration

of the medium [249]. Furthermore, the total gate capacitance of the bioFET, CG, is

given by CG =
(

CGr
+ 1

CQ

)−1

. CGr
represents the electrical double-layer capacitance

between graphene and the electrolyte channel, AGr is the graphene’s exposed surface

area to the electrolyte, and CQ = cq×AGr represents the quantum capacitance, with

cq being the graphene’s quantum capacitance per unit area [4].

4.2.3 Maximum Likelihood Estimation of Ligand Concentrations

The Maximum Likelihood Estimation (MLE) for unknown ligand concentrations

θ relies on the observed noise PSD obtained from time-domain noise samples and

the parametric model for the noise PSD detailed in Sec.4.2.2. The observed noise

PSD is generated using the periodogram method. For each transmitted symbol, N
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noise samples x = (x1, x2, ..., xN) are collected at intervals of ∆t. The periodogram

values Yk are computed using the Discrete Fourier Transform (DFT) and exhibit an

exponential distribution around the true PSD, as expressed by

p(Yk|S(fk, θ)) =
1

S(fk, θ)
e
−

Yk
S(fk,θ) , (4.7)

following that E[S(fk, θ)] = S(fk, θ) is also expectation value at fk [339]. Assuming

the independence of each frequency bin, the quasi-log likelihood can be written as

follows:

lnL(θ) = −
N/2−1
∑

k=1

(

Yk

S(fk,θ)
+ lnS(fk,θ)

)

. (4.8)

The ML estimator, denoted as θ̂, is employed to find the optimal value of θ

by maximizing the log-likelihood function defined in equation (4.8). This max-

imization is equivalent to minimizing the negative log-likelihood, represented as

l = − lnL(λ) [341]. Consequently, θ̂ is obtained by solving the minimization prob-

lem λ̂ = arg minθ{l}, which can be solved using numerical methods.

The ML estimator described is asymptotically unbiased, implying that θ̂ asymp-

totically follows a multinormal distribution with E[θ̂] = θ. Furthermore, the vari-

ance of the estimated parameters corresponds to the diagonal elements of the inverse

Fisher information matrix (FIM) F(θ) [342]:

σ2
θ̂i

= (F(θ))−1
(ii), F(θ)(ij) = −E

(

∂2 lnL(θ)

∂θi∂θj

)

. (4.9)

which can be further simplied to the following expression for a large number of

samples such that periodogram values can be approximated as Gaussian by the

central limit theorem [344]. :

F(ij) ≃
N∆t

2

∫ 1
2∆t

0

1

S2(f)

∂S

∂θi

∂S

∂θj
df. (4.10)

After estimating the ligand concentrations, the MC-Rx employs ML detection
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rule on the estimated concentrations to decode the transmitted symbol.

4.3 Symbol Error Probability for M-CSK

In this section, we derive the SEP for M-CSK and analyze the SEP performance in

the presence of stochastic background molecular noise and ISI.

4.3.1 Symbol Error Probability in M-CSK Under Stochastic Noise

In this section, we consider SEP performance of M-CSK when stochastic background

noise exist in the channel. In such a case, two different types of ligands interacts

with the MC-Rx’s receptors, namely, information and interfering ligands. That

is, information molecules undergo reversible reactions with receptors on the MC-

Rx. Similarly, interfering molecules can also react with MC-Rx receptors, but at

different reaction rates compared to information molecules. For the simulations,

in the sampling window, a single realization of the interferer concentration ci is

considered, following a log-normal distribution with mean µci and the variance σ2
ci

.

This statistical model is widely used in the literature to characterize the natural

variability observed in biological systems [334]. The signaling interval is assumed to

be long enough to neglect inter-symbol interference (ISI) in this case.

Since the MC-Rx lacks knowledge of the interfering molecule concentration, it

calculates the symbol decision threshold γfd by neglecting the interference. There-

fore, the computation of the ML decision threshold γfd relies on the following noise

PSD model that accounts for only one type of molecule in the channel, i.e., the

information molecule:

S̃(f, cm) = 4Nrζ
2 1

2πf + 1/τm
p̃b(1− p̃b) + Sf (f), (4.11)

where τm = 1/(cmk
+
m + k−

m) and p̃b =
cm

KDm
+ cm

. For a single unknown parameter

θ = cm, while cm denoting the information ligand concentration corresponding to the

transmitted symbol m ∈ {0, ...,M − 1} during the sampling window, the variance

of the estimated ligand concentration, denoted as ĉm is obtained from the Fisher



Chapter 4: Performance Analysis of Molecular Communication with Cross-Reactive
Receptors 133

information as σ̃2
ĉm

= 1/F(cm).

The decision threshold for M-CSK modulation is determined with the ML deci-

sion rule using the following relation [332]:

γm =

1

σ̃2
ĉm
− σ̃2

ĉm−1

(

σ̃2
ĉmµĉm−1 − σ̃2

ĉm−1
µĉm + σ̃ĉm σ̃ĉm−1

×
√

(µĉm − µĉm−1)
2 + 2(σ̃2

ĉm
− σ̃2

ĉm−1
) ln

(

σ̃ĉm

σ̃ĉm−1

))

,

m = 1, ...,M − 1,

(4.12)

where µcm is the expected value of the estimated information molecule concentration,

corresponding to the transmitted symbol m ∈ {0, 1, ...,M − 1}. Note that the

expected value of the estimated parameters are corresponds to their true values in

Table 4.1: Default Values of System Parameters

Interference to information ratio (γ) 0.5
Similarity (ν) 4
Diffusion coefficient (D) 2.2065× 10−11 m2/s
Temperature (T ) 300 K
Microfluidic channel height (hch),
width (wch)

5 µm, 10 µm

Average flow velocity (u) 10 µm/s
Distance of Rx’s center position to Tx
(xR)

1 mm

Ionic concentration of medium (cion) 30 mol/m3

Relative permittivity of medium
(ϵ/ϵ0)

80

Binding rate of information and inter-
ferer molecules (k+m, k+i )

4× 10−17 m3/s

Unbinding rate of information
molecules (k−m)

2 s−1

Average # of electrons in a ligand
(Ne− )

3

Number of independent receptors
(Nr)

500

Effective length of a surface receptor
(r)

2 nm

Transconductance of graphene
bioFET (g)

1.9044× 10−4 A/V

Width of graphene in transistor (lgr) 10µm
Quant. capacitance of graphene per
unit area (cq)

2× 10−2 F m−2

# of noise samples (N) 700
Sampling period (∆t) 0.005 s
Interference mean/std ratio (µci/σci ) 10
Power of 1/f noise at 1 Hz (Sf1Hz

) 10−23 A2/Hz
Noise exponent for 1/f noise (β) 1
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this setting, e.g., µcm = cm.

To calculate the SEP, we need the actual asymptotic variance of the estimated

concentration of information molecules, denoted as σ2
ĉm

, which is related to the FIM

for the two unknown parameters θ = [cm, ci], as σ2
ĉm

= (F(cm, ci))
−1
(11). The SEP for

MCSK is then obtained as [249]:

Pe =
1

2M

[

erfc

(

γ1 − µc0

σĉ0

√
2

)

+ erfc

(

µcM−1
− γM−1

σĉM−1

√
2

)

+
M−2
∑

m=1

(

erfc

(

µcm − γm

σĉm

√
2

)

+ erfc

(

γm+1 − µcm

σĉm

√
2

))

]

,

(4.13)

where m ∈ {0, 1, ...,M − 1}.
Regarding SEP simulations, for the constellation design, we followed the ap-

proach described in [249]. Accordingly, the number of ligands released for the sym-

bol m is determined by the relation Nm = (m + 1)(K/M)α [249], where the default

values are K = 1 × 104 and α = 2. The maximum ligand concentration in the

constellation is then obtained as cmax
m = NM−1/(Ach

√
4πDt). The default value of

system parameters are shown in Table 4.1.

SEP of MCSK for varying interference to information ratio

In the first analysis of SEP, we considered the effect varying interference to in-

formation ratio, which is defined as γ = cmax
m /µci with cmax

m being the maximum

information ligand concentration in the constellation. We also define a parameter

denoted as ν, with the default value of 4, to modulate the similarity between the

affinities of the information and interferer molecules. While the binding rates are

the same for both molecule types, their unbinding rates are determined by the rela-

tion k−
i = νk−

m, where k−
i and k−

m are unbinding rates of interferer and information

molecules, respectively. As shown in Fig. 4.2a, in general, with higher order modu-

lation, SEP performance degrades. Regarding the impact of the interference level,

SEP performance improves with increasing interference level until a certain level,

then it starts to degrade. When the MC-Rx initially is not saturated, the noise
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PSD is sensitive to changes in the ligand concentration, leading the higher Fisher

information and improved ligand concentration estimation performance. However,

after certain interference level, the MC-Rx is getting close saturation, which results

in degraded detection performance.
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Figure 4.2: SEP in M-CSK under background interference for varying (a) ratio
between interference and information ligand concentrations at sampling time γ (b)
similarity in the binding affinities of information and interferer ligands (c) maximum
ligand concentration cmax

m .



Chapter 4: Performance Analysis of Molecular Communication with Cross-Reactive
Receptors 137

2-CSK

1 2

Interference/Information (.)

2

3

4

5
S

im
ila

ri
ty

 (
8
)

0.1

0.2

0.3

0.4

4-CSK

1 2

Interference/Information (.)

2

3

4

5

S
im

ila
ri
ty

 (
8
)

0.2

0.4

0.6

8-CSK

1 2

Interference/Information (.)

2

3

4

5

S
im

ila
ri
ty

 (
8
)

0.3

0.4

0.5

0.6

0.7

0.8

Figure 4.3: SEP in 2-CSK, 4-CSK and 8-CSK for varying interference and similarity
levels.

SEP of MCSK for varying similarity values

We also considered the similarity between the affinities of the information and in-

terferer molecules. As shown in Fig. 4.2b, with increasing ν, indicating the binding

affinities of the information and interferer ligands are becoming dissimilar, SEP

improves. When the binding affinities of information and interferer molecules are

similar which is in case of low ν values, the existence of interferer molecules do not

lead any meaninful distinction reflected in the noise PSD, degradeing the detection

performance of the MC-Rx. With increasing ν, the MC-Rx is more likely to dis-

tinguishing the type of ligands from the noise PSD, which improves the detection

performance. Also, Fig. 4.3 demonstrate the combined effect of similarity and the

interference level on SEP. As clear from the result, in higher order modulations,

the SEP performance is worse in most of the case compared to the lower order

modulations.

SEP of MCSK for varying maximum information molecule concentration

Fig. 4.2c illustrates that increasing cmax
m results in a SEP trend similar to that caused

by increasing background interference. This similarity is due to the same underlying

cause: saturation at the MC-Rx, which is driven by information molecules when cmax
m

increases and by interferer molecules in the case of increased background interference.
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Figure 4.4: SEP performance for 2-CSK for varying symbol interval Ts/tp with
respect to peak time tp.

4.3.2 SEP in MCSK Under Intersymbol Interference and Background Interference

In this section, we consider the effect of ISI on the SEP performance of MCSK.

Considering (4.1), the MC channel impulse response can be expressed as follows:

h(x, t) =
1

Ach

√
4πDt

exp

(

−(x− ut)2

4Dt

)

. (4.14)

When ISI occurs, the information ligand concentration within the sampling window

for ith transmitted symbol, is expressed as follows [350]:

cim = N i
mh(xR, tp) +

i−1
∑

j=i−I

N j
mh(xR, tp + (i− j)Ts) (4.15)

where m ∈ {0, ...,M − 1}, Ts is the symbol interval, I is the ISI length. The

expected ISI affecting the ith transmitted symbol is estimated by the following
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expression [350]:

ωi =
M−1
∑

m=0

(pmNm)
i−1
∑

j=i−I

h(xR, td + (i− j)Ts) (4.16)

where pm denotes the symbol probabilities, which are assumed equiprobable.

To assess the impact of ISI, the diffusion coefficient is set at D = 1 × 10−9

and the constant K at K = 1 × 105. Fig. 4.4 displays the SEP for varying symbol

intervals using both 2-CSK and 4-CSK modulation schemes. The symbol interval Ts

is considered in relation to the peak time of the information molecule concentration

profile tp. During a brief period centered around tp, the MC-Rx samples from the

bioFET’s electrical output. The findings reveal that for a low symbol interval Ts

relative to tp (i.e., Ts/tp < 1), ISI significantly affects performance, hindering the

MC-Rx’s ability to detect symbols. As the ratio Ts/tp increases, SEP performance

improves. Beyond certain Ts/tp values, ISI’s impact diminishes, and SEP converges.

It is evident that the presence of both ISI and background interference degrades

SEP performance more than ISI alone.

4.4 Capacity Analysis

In this section, we analyze the information capacity for the end to end channel

by utilizing the established relationship between Fisher Information and mutual

information.

The information capacity, C∗, can be expressed as [351]:

C∗ = max
π(θ)

I(θ, θ̂), (4.17)

where θ is the input corresponding to the information-carrying ligand concentration,

and θ̂ is the estimated value of it, and π(θ) denotes the optimal input distribution.

This ultimately yields the asymptotic expression for a scalar input θ [352, 353, 351]:

C∗ = log2

(

(2πe)−1/2

∫

θ

√

F(θ)dθ

)

, (4.18)
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where F(θ) is the Fisher information. Then, the asymptotically optimal input dis-

tribution is described by Jeffreys’ prior as π∗(θ) ∝
√

F(θ) [352].

4.4.1 CSK Modulation Under Background Noise

In CSK, symbols are represented through distinct concentration levels of single type

of ligands, leading unidimensional input denoted as cm. On the other hand, when

single type of interferer molecules exist in the channel, the Fisher information can

be represented by the matrix F(cm, ci), where ci is the interferer concentration level

during the sampling window. On the other hand, the information molecule con-

centration cm is the variable is the main of interest. To estimate the information

capacity in case of the background noise, we assume that the variable ci is known

(ci = µci) and defined a reference prior as detailed in [354, 355]:

π∗(cm|ci) ∝
√

F11(cm, ci). (4.19)

Hence, the information capacity can be estimated by the following equation:

C∗ = log2

(

(2πe)−1/2

∫ cmax
m

0

√

F11(cm, ci)dcm

)

. (4.20)
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Figure 4.5: Optimal input distribution (above) and the distribution of the estimated
inputs, i.e., information-carrying ligand concentrations, corresponding to Gaussian
PDFs (below) given the mean interferer ligand concentration, i.e., µci/c

max
m = 0.5.
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Figure 4.6: Capacity for CSK under background noise for (a) varying background
noise level (b) varying similarity between the binding affinities of the information
and interferer molecules.

Fig. 4.5 presents the asymptotic input distribution when the interferer concentra-

tion is µci/c
max
m = 0.5 and the maximum number of information molecules released

by the transmitter is Nmax
m = 5×103. In this scenario, our results indicate that lower

information concentrations (cm) require more precise estimation, while higher input

concentrations can be estimated with relatively less precision for best information
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capacity.

In our initial analysis, we evaluated the information capacity under varying

µci/c
max
m ratios, as illustrated in Fig. 4.6a. The result shows that capacity initially

increases and then decreases with rising levels of background interference. Up to

certain levels of interference, the MC-Rx more accurately estimates the concentra-

tion of information molecules. Beyond these levels, however, the MC-Rx’s ability to

discern the concentration of information molecules weakens, as discussed in Sec. 4.3.

This leads to a decrease in information capacity.

We also simulated the capacity for increasing ν, which indicate a growing dissim-

ilarity in the binding affinities of the information and interferer ligands. The binding

rates for both types of ligands are kept constant, as outlined in the default values

in Table 3.1. Fig. 4.6b shows that an increase in the dissimilarity of the binding

affinities of these ligands leads to an enhancement in the capacity.

4.4.2 Multi-dimensional Inputs

In this section, we consider a multi-dimensional input where symbols are encoded

into both the concentration and types of molecules simultaneously. In this case, the

multi-dimensional input composed of various ligand concentrations θ = (θ1, θ2, ..., θk),

respective to a distinct type of ligand. Accordingly, the MC transmitter releases dif-

ferent types of molecules instantaneously at the start of the symbol interval, each

with unique binding affinities and concentrations θk. The MC-Rx estimates the con-

centrations of each ligand type based on samples from the output noise PSD. The

elements of the Fisher information matrix are thus calculated using (4.10). In this

case, the capacity is obtained by the following expression as described in [352]:

C∗ = log2

(

(2πe)−k/2

∫

θ

√

|F(θ)|dθ
)

, (4.21)

where | · | represents the determinant of a matrix, and k is the dimensionality of

the input. The optimal input distribution is described by Jeffreys’ prior, as π∗(θ) ∝
√

|F(θ)| [352].
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Figure 4.7: Capacity for multi-dimensional input, namely both concentration and
type are used in the modulation.

In the analysis, we assume the MC channel is free from background interference

and each ligand type has identical diffusion coefficient. Fig. 4.7 displays the capacity

for various values of the maximum ligand concentration, assumed to be the same

across all ligand types. In this analysis, we considers that two types of information-

carrying ligands are employed. The results show that an increase in the maximum

ligand concentration leads to improved capacity. Furthermore, a greater dissimi-

larity in the binding affinities of the ligands also contributes to an enhancement in

information capacity.

4.5 Conclusion

This chapter considers the performance of molecular communication via bioFET-

based receivers with cross-reactive receptors. Despite the challenges posed by the

limited selectivity of the receptors and the resulting interference in signal decoding,

FDD techniques can be an effective solution to this problem. FDD enhances the

ability to decode signals in the presence of cross-reactive receptors by effectively

exploiting the distinct reaction properties of different ligands. The analysis of symbol
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error probability and channel capacity in this chapter further highlights the potential

of biosensor-based MC systems.



Chapter 4: Performance Analysis of Molecular Communication with Cross-Reactive
Receptors 146

Part III

Enabling Terahertz

Communication in the IoE:

Physical Layer Solutions and

Applications

146



Chapter 5: Terahertz-Band Intersatellite Communication Links 147

Chapter 5

TERAHERTZ-BAND INTERSATELLITE

COMMUNICATION LINKS

5.1 Introduction

More than 14 years passed between the launch of the first ever satellite, Sputnik 1,

and demonstration of the first intersatellite communications link (ISL) in January

1975 by the radio amateurs within AMSAT. AMSAT/ OSCAR- 7 sent a signal to

AMSAT/ OSCAR- 6 at a frequency of 432.15 MHz and these were repeated back

to Earth at 145.95 and 29.50 MHz, respectively. The National Aeronautics and

Space Administration established an ISL in the April of the same year between

the low- Earth orbit (LEO) satellite GEOS-3 and ATS- 6. Although the possible

use of optical beams for ISL was first mentioned in 1945 by Arthur C. Clarke, due

to the unavailability of necessary components, the first optical ISL could only be

established in November 2001 between ARTEMIS of the European Space Agency

and French SPOT-4.

There are many criteria that need to be considered when designing an ISL sys-

tem. For a microwave system, the main performance criterion, data rate, is directly

proportional to the available bandwidth; thus, higher frequency bands are preferred

over the lower ones. Higher frequency also translates to lower antenna diameters

since effective aperture area of an antenna is directly proportional to the square

of the wavelength of the transmitted wave. Smaller antennas are advantageous in

terms of weight and cost too. Atmospheric attenuation is also considered during the

ISL design: Frequency bands with high atmospheric attenuation are preferable since

it helps ISL to be isolated from any possible interference from the Earth. Iridium

and teledesic systems are two LEO constellations that are employed in microwave
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ISLs.

Optical ISL systems necessitate different selection criteria compared to legacy

microwave technologies. The selection of laser source depends on many parameters

including output power, operating temperature, and lifetime. On the receiver (RX)

side, direct or heterodyne detection can be chosen. Acquisition and tracking are

part of the design issue considering the very narrow beamwidths over very long

distances. Due to the advantages in size, power requirement, and data rate compared

to the microwave ISL systems, optical technologies are currently the choice and many

laser communication terminals are currently used in satellites including NFIRE and

TerraSAR- X.

Due to the fact that components required for possible ISLs in the THz band

(0.3–1 THz) were not available at the time when the performance of microwave

technologies became insufficient and optical components started to provide necessary

performance to realize ISLs, research was focused optical links completely by- passing

the THz band. On account of the advancements in THz technologies since the

beginning of 1980s, it is now possible to manufacture transceivers (TRXs) working

at the frequency range of 2–3 THz. This means that it is now possible to overcome

many shortcomings of the microwave systems compared to the optical systems, and

competitive ISL systems that use electromagnetic (EM) radiation can be assembled.

In line with these, in this chapter first a review on the development of ISL

technologies, namely microwave and optical solutions, is presented. State- of- the-

art technologies are then compared in terms of their suitability for ISL adoption

using many criteria including size, power consumption, and data rate. Then, keeping

in mind that THz band is left out of discussion for ISL without even really being

considered, a THz band ISL system is proposed in light of the developments that

occurred in the area during the last decade, by also considering the “NR above 52.6

GHz” and “nonterrestrial networks” study items of the future Release 17 of the 3rd

Generation Partnership Project (3GPP). Subsequently, link budgets for a typical

usage scenario are calculated, helping to explain the propagation mechanisms. The

chapter concludes by setting the directions for future research and challenges they
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may face.

5.2 Intersatellite Communication Links

Satellites can be classified into 3 categories based on the orbit altitude: Geostation-

ary Earth orbit (GEO) satellites operating at 35786 km, medium Earth orbit (MEO)

satellites operating at the orbits between 2000 and 35786 km, and LEO satellites

with the orbit altitude varying between 400 and 2000 km. GEO satellites have been

widely used for satellite communications since they can provide wide coverage and

consequently minimal handoff. On the other hand, GEO satellites have the longest

propagation latency compared to LEO and MEO; thus, they are not suitable for

applications requiring low delay. Recent trends show that there is an increasing in-

terest in LEO constellations, which can provide high throughput, and lower latency

and launching cost. Multiple companies such as SpaceX, OneWeb and Amazon are

currently working on or planning construction of LEO satellite constellations for

broadband Internet connectivity, or scientific or military purposes. SpaceX aims to

deploy thousands of small LEO satellites to build the Starlink. Due to lower alti-

tude, much more LEO satellites are required for global coverage compared to GEO.

Several disadvantages arise from deploying high number of satellites including larger

Doppler spread and transmission loss due to frequent handoff [356]. MEO satellites

constellation, which is exemplified by O3b, also appeals interest owing to its unique

characteristics in terms of constellation size and latency. Satellite miniaturization is

another aspect of the “New Space Era” [357]. Contrast to costly traditional GEO,

MEO and LEO satellites, low cost cube-, micro-, and nano-satellites with short de-

ployment cycles have been emerged [358]. These satellites can pave the way for new

paradigms including Internet of Space Things (IoST).

Existing missions use X- (8−12 GHz), Ku- (12−18 GHz) and Ka-bands (27−40

GHz). Currently V- (40−75 GHz) and W-bands (75−110 GHz) are being considered

for high throughput satellite links; however, it is apparent that increasing demand for

the spectrum usage requires the employment of even higher bands of the spectrum.

Thus, a paradigm shift is needed for the next generation space services.
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5.3 Terahertz Band Communications

Different application areas of THz communication have been examined in various

studies. The application areas covered include Internet of Nano-Things (IoNT) [359],

Internet of Things (IoT) [360, 361], vehicular networks [362], nanocommunication

and nanonetworking [363], THz communication networks [364, 365] and space-based

THz systems [366]. In [359], a reference architecture for IoNT paradigm and com-

munication challenges for THz nanonetworks are discussed. Early examinations

on and the opportunities and challenges of the utilization of the THz band for

IoT usage models are illustrated in [360, 361]. Research challenges in THz com-

munication and the opportunities that THz band can offer for vehicular networks

operating over beyond the fifth generation (5G) of mobile telecommunication sys-

tems are discussed in [362]. THz band nanocommunication and nanonetworking are

detailed in [363] by identifying applications of THz nanonetworks, challenges and re-

viewing different aspects including channel models and experimentation tools. The

novel applications of THz communications and challenges are surveyed in [364, 365].

In [367, 368], overviews for device technologies and channel models for THz commu-

nication are given together with technical issues that need to be addressed. In [369],

an overview of device and antenna technologies is given, and standardization activ-

ities are discussed. Standardization activities are also discussed in [370] along with

novel applications for THz communication and research challenges. In addition to

opportunities for vehicular networks, a number of opportunities by means of THz

wireless communication including hybrid-optical communication links, THz-based

data centers with superior performance, and deployment of femtocells for mobile

heterogeneous networks are detailed in [371, 372, 373]. An in-depth survey of THz

medium access protocols is presented in [1]. Summaries of THz-enabled wireless

systems, scenarios, applications, and challenges for the deployment of beyond 5G

mobile systems are presented in [374, 375]. The state-of-the-art in THz signal gen-

eration and channel modeling is presented in [376], as well as a comparison with

the other wireless technologies, THz standardization activities, and possible appli-
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Figure 5.1: Classification of THz links.

cations of THz communications. Various modulation schemes are analyzed for THz

band communication over systems simulating real world devices, and optimum mod-

ulation and physical layer (PHY) parameters in terms of energy consumption are

published in [?, 377]. The current state in THz communications concerning THz

channel, devices, and space-based systems from the perspective of device technology

is summarized in [366]. However, very few studies covering the THz band ISLs are

available in the literature. In [358], the authors propose a new CubeSat design with

multi-band radios and briefly study link budget for LEO constellation of CubeSats.

In [378], the feasibility of THz band for intersatellite communications is studied.

In [379, 380], the authors examine the viability of using 0.75− 10 THz among ISLs.

THz band communication links, as illustrated in Fig. 5.1, can be classified

into 2 categories: Terrestrial and non-terrestrial links. Terrestrial links comprise

macroscale and nanoscale links. Non-terrestrial links are further classified into ISLs,

deep space links and satellite/airborne platform links, i.e. high altitude and low alti-

tude platforms (HAPs & LAPs) such as aircraft, unmanned aerial vehicles (UAVs),

and high altitude balloons (HABs). In the following sections, we compare THz

band communications with the other state-of-the-art technologies and identify fur-

ther benefits of using THz band for ISLs.
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5.3.1 Comparison with Other Technologies

THz communication has several key advantages over millimeter wave (mmWave)

and free-space optical communication (FSO), which are summarized in Table 5.1.

Millimeter Wave Band Communication

MmWave band covers the frequencies from 30 to 300 GHz. MmWave wireless com-

munication can offer multi gigabit-per-second (Gbps) data rates and enable many

applications including vehicular and short-range wireless communications, and high-

quality data streaming. Due to strong molecular absorption at frequencies around

60, 120 and 180 GHz, several special bands are chosen for utilization, namely 35,

94, 140 and 220 GHz, where the attenuation is relatively small [381, 382]. However,

mmWave band communication cannot provide data rates as high as THz band com-

munication, which can offer data rates on the orders of terabit-per-second (Tbps)

owing to the extremely large bandwidth available.

THz communication has other advantages over mmWave communication apart

from its higher bandwidth. Another advantage is THz links are inherently more

directional compared to mmWave links because THz waves experience less free-

space diffraction due to their shorter wavelengths [383, 384]. For space applications,

especially for autonomous missions, security is essential. High directionality also

provides securer communication compared to mmWave communication since it is

harder to detect THz beams. This significantly reduces the possibility of eavesdrop-

ping. Finally, THz frequency band is still largely not regulated whereas 275 − 300

GHz is allocated for mobile communications [385, 386].

Free-Space Optical Communication

FSO systems operate at infrared (10− 430 THz), visible light (430− 790 THz) and

ultraviolet (0.79− 30 PHz) spectra. Considering the well-known fact that informa-

tion capacity increases with the bandwidth, FSO can enable high capacity links via

high bandwidths. To illustrate, allowable bandwidth is on the order of hundreds of
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Table 5.1: Comparison of Different Technologies [1]

Parameter mmWave Terahertz FSO

Frequency range 30− 300 GHz 0.3− 10 THz 0.01− 30 PHz

Data rate (Gbps) < 102 ∈
[

102, 103
)

∈
[

102, 103
)

Transmission range Short Short Short

Power consumption Medium Low High

Weather conditions Robust Robust Sensitive

Security Medium High High

System size Large Small Bulky

THz in a typical optical communication link [387]. Moreover, highly directional and

narrow beams reduce the probability of eavesdropping; thus, provide highly secure

communication. Although FSO can provide high bandwidth and secure links, it has

many disadvantages too. FSO links heavily depend on the atmospheric conditions

such as fog, pollution, dust, rain, and snow. Variations of temperature and pressure

of the atmosphere, i.e. atmospheric turbulence, also impacts the propagation of

optical waves. In optical communication, very narrow beams are used. As the com-

munication distance increases, beam alignment issue becomes critical to maintain

reliable communication between the transmitter (TX) and RX. Since THz waves

are longer than optical wavelengths, THz communication is advantageous over FSO

in terms of tolerance for beam alignment. Moreover, THz communication is also

favorable in terms of power and weight requirements, which are inherently large for

laser-based systems [388]. Furthermore, relative position of the Sun to the laser TX

and RX can degrade the system performance by increasing the solar background

radiation. In case of superior solar conjunction, which occurs when the Sun, Earth

and planet considered are aligned, optical communication is not possible. Lastly,

due to the safety limits for eye, at certain wavelengths laser power level is limited

to relatively low values, which limits the transmission range and data rates.

5.4 Terahertz Band Intersatellite Links

THz band communication is beneficial in space compared to existing radio frequency

technologies in terms of data rate, size, interference and security. Higher data rates
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on the order of hundreds of Gbps is achievable owing to the available ultra-wide

bandwidth. The space applications are expected to have low complexity designs

because of the size restrictions. At the THz frequencies, antenna size is significantly

small. Moreover, using simple modulation and coding schemes in THz communi-

cation, complexity can be further reduced, and high data rates can be supported

for satellites and spacecrafts. THz band antennas inherently have high directivity;

hence, the interference between the satellites is relatively small. Very narrow THz

beams reduce the probability of eavesdropping too.

THz band communications can pave the way for new opportunities in space

by enabling huge bandwidths. In terrestrial networks, EM waves at the frequencies

above 300 GHz experience high gaseous attenuations due to the molecular absorption

loss caused mainly by the water vapor, oxygen and pressure-induced nitrogen found

in the atmosphere. Conversely, the effect of molecular absorption in the space and

higher layers of the Earth’s atmosphere is absent due to the lack of these absorbing

molecules. So, THz band communication can potentially be employed in the links

among LEO, MEO, GEO and high Earth orbit (HEO) satellites.

5.4.1 Link Budget Analysis

Investigating the link performance is critical regarding the feasibility of THz links.

In this respect, research efforts focused on the link budget analysis of ground-to-

satellite and intersatellite links. In [389], a ground-to-geostationary satellite link has

been modelled. The authors report that based on their analyses, THz systems are

superior to the optical communication when fog, cloud cover or clear-air turbulence

exists. In [390], link budgets of both intersatellite (GEO-to-LEO) and GEO satellite-

to-Earth station systems have been considered. The results suggest that due to the

absence of water vapor, high carrier frequencies (fc) above 300 GHz can be employed

in ISLs. In [391], the authors propose a THz satellite communication system with

massive antenna array to be located at Tanggula, Tibet, where the precipitable

water density is low. The link budget analysis in this study shows that 1 Tbps can

be achieved in the low-THz band (0.275− 0.37 THz). In [358], another link budget
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analysis for CubeSats, which are 10 cm3 miniaturized satellites with a mass of up

to 1.33 kg, that operate ISLs at mmWave and THz bands is also simulated.

In this section, we first consider the propagation of THz waves in ISLs and then

conduct link budget analyses for GEO-to-GEO and LEO CubeSat ISLs to examine

the feasibility of THz ISLs.

Terahertz Propagation in Space

The propagation of THz EM waves in ISLs suffers from several types of attenuation

and noise sources, which are described in this section.

Loss in Terahertz Frequencies

The propagation of THz waves can be described by the familiar Friis’ transmission

equation as follows [392]

Prx [dB] = Ptx [dB] + Gtx [dB] + Grx [dB]− Atot [dB] (5.1)

where Prx, Ptx, Gtx, Grx and Atot are the received signal power, transmitted signal

power, TX antenna gain, RX antenna gain and total path loss, respectively.

Spreading loss Aspread(f), molecular absorption loss Aabs(f), and scattering loss

Asca(f) are the 3 main contributors of the total path loss Atot(f) in THz frequencies

[?, 393]. Therefore, the total path loss in dB is given by

Atot(f) [dB] = Aspread(f) [dB] + Aabs(f) [dB] + Asca(f) [dB]. (5.2)

Spreading loss describes the attenuation caused by the expansion of the wave

through the propagation medium. It can be expressed, in dB, as

Aspread(f) [dB] = 20 log

(

4πfd

c

)

(5.3)

where c is the speed of light and d is the distance in m. Considering that the GEO-

to-GEO and GEO-to-LEO link distances are on the orders of 104 km, the spreading
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loss is substantial [394].

Molecular absorption loss occurs when a part of the wave energy is trans-

formed into the internal energy of molecules in the propagation environment by

molecule vibration. Water vapor molecules are the main sources of molecular ab-

sorption in the Earth’s atmosphere. Above 300 GHz molecular absorption is highly

strong, such that the band above 300 GHz is not feasible for use in terrestrial sys-

tems. On the other hand, most of the satellites occupy the two outermost layers of

Earth’s atmosphere, i.e. the thermosphere and exosphere. LEO satellites inhabit

the thermosphere, MEO and HEO satellites operate at the exosphere, and GEO

satellites revolve at an altitude of 35, 786 km, where the atmosphere does not exist.

Water vapor density is very low in the thermosphere and exosphere too. Therefore,

the molecular absorption loss is negligible regarding the propagation of EM waves

within ISLs. This means that higher frequencies that are not feasible for use in ter-

restrial networks can be employed in ISLs, which paves the way for the opportunity

of performing communication in ISLs at extremely high data rates thru the available

huge bandwidths.

Scattering loss occurs when the propagating EM wave is redirected into one or

several paths away from the intended path, hence decreasing the received signal en-

ergy. Depending on the diameter of the atmospheric scattering particles, examples

for which are gases, aerosols, hydrosols, and hydrometeors such as haze, cloud, fog,

rain, snow and hail, THz waves can be affected by 3 types of scattering: Rayleigh,

Mie, and, wavelength independent. Rayleigh scattering occurs when the wavelength

of the EM wave is much longer than the diameter of the scattering particles and due

to polar molecules of atmospheric gases. Mie scattering is generated if the sizes of

the scattering particles are comparable to the wavelength of the EM wave. Other-

wise, wavelength independent scattering, which is modelled by diffraction theory, is

produced [387]. The amount of signal strength loss on account of Rayleigh scatter-

ing is insignificant in the THz band [395]. Regarding ISLs, we consider the layers

of the Earth’s atmosphere where the air molecule density is very low, namely the

thermosphere and exosphere. Therefore, the effect of scattering due to atmospheric
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particles can be neglected for ISLs.

System Noise: The system noise power at the RX terminals is contributed

by the antenna and RX noises [396]. Antenna noise depends on the frequency and

direction where the antenna is pointed. For instance, if the antenna is aimed to the

sky, antenna temperature is mainly contributed by the sky noise, also termed as

the background noise, and extraterrestrial noise called the cosmic microwave back-

ground radiation, which is bounded by 2.725 K [397]. The sky noise is contributed

by the temperature of the atmosphere, which acts as an absorbing medium [398].

Furthermore, RX noise temperature, which is caused by thermal noise in the RX

components, contributes to the overall system temperature. Thus, system noise

power at the RX terminals is given by

Pn = kTsysB (5.4)

where k is Boltzmann’s constant (1.38 × 10−23 J/K), Tsys is the effective system

noise temperature and B is the bandwidth. The effective system noise temperature

at the RX terminals can be expressed as

Tsys = Tant + Trec (5.5)

where Tant is the antenna temperature and Trec is the temperature at the RX.

Geostationary Earth Orbit-to-Geostationary Earth Orbit Links

In this section, the link budget analysis of a typical GEO-to-GEO ISL at the THz

band is examined. The distance between GEO satellites is taken to be 83043 km

[394]. Moreover, the effect of the Sun is assumed to be absent. As described in [389],

the spectrum is separated into 6 bands from which we consider only the center

frequencies (fcen) of the Bands B (186 − 327 GHz), C (327 − 555 GHz) and D

(567− 747 GHz). We set the link budget to ensure a signal-to-noise ratio (SNR) of
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Table 5.2: GEO-to-GEO Communications Link Case for an SNR of 10 dB

Band B Band C Band D
fcen (GHz) 225 350 675
Prx (dBm) −59.1 −58.3 −58.3
Trec (◦K) 3000 3600 3600
Tant (◦K) 0.6 0.6 0.7
B (GHz) 3 3 3
Pn (dBm) −69.1 −68.3 −68.3

Table 5.3: GEO-to-GEO Communications Link Budget for an SNR of 10 dB

Band B Band C Band D
fcen (GHz) 225 350 675
Ptx (dBm) 10 10 0
Gtx (dBi) 88 92 95
Grx (dBi) 80.8 81.5 94.2
Atot (dB) 237.9 241.7 247.4

10 dB at the RX. SNR can be expressed in dB as follows

(SNR) [dB] = (Ptx + Gtx + Grx − Atot)− Pn. (5.6)

Table 5.2 shows the necessary received power for an SNR of 10 dB at different

frequency bands, whereas Table 5.3 presents the corresponding link budget to obtain

such a received power. The results suggest that high gain transmit and receive

antennas are required for GEO-to-GEO links. Moreover, the gains of the transmit

and receive antennas need to increase with the rising fc. Finally, due to the absence

of molecular absorption, path loss is the main impairment regarding the EM wave

propagation.

Low Earth Orbit CubeSat Links

In this section, we conduct a link budget analysis for ISLs between LEO CubeSats

operating at THz frequencies. In [358], the authors propose a CubeSat design with

reconfigurable multi-band radios covering mmWave, THz and optical frequencies.
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Figure 5.2: Minimum gain required.

In line with this study, we consider the analysis of THz ISLs at the frequencies 0.35,

0.675 and 1 THz. The bandwidth, temperature and transmit power are taken to

be 0.5 GHz, 1500 K and 10 W, respectively [358]. The simulation results shown

in figures below illustrate the minimum gains required at the TX and RX, and

beamwidth required at the RX to obtain 10 dB SNR. Fig. 6.6a demonstrates that

minimum antenna gain is less than 50 dB up to an fc of 1 THz, which is potentially

achievable by ultra-massive multiple input multiple output (UM MIMO) antennas.

As expected, increasing transmission distance results in higher required antenna

gain. Required beamwidth to obtain 10 dB SNR at the RX ranges from 0.6◦ to

8.3◦, as presented in Fig. 6.6b. Narrower beamwidth means highly directional

antenna, which can lead to outages due to relative motion. Mitigation techniques

are needed for this challenge, including fast antenna beam alignment and faster

handover management techniques [399]. Moreover, gain required at the RX and TX

increases by 5 dB as the bandwidth is doubled, as displayed in Fig. 6.6c.
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Figure 5.3: Beamwidth required.
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5.5 Future Research Directions

In this section, we discuss the future research directions, namely THz UM MIMO,

5G satellite networks, IoST, airborne military and defense applications, and the

major challenges ISL encounters.

5.5.1 Terahertz Ultra-Massive Multiple Input Multiple Output

EM waves experience high spreading loss and the transmission power of TRXs is

limited in THz frequencies. These impairments limit the transmission distance into a

few tens of meters. Thus, highly directional antennas with high gains are required to

increase the transmission distance. To combat the distance problem, the concept of

UM MIMO communication in the THz band, which leverages many nanoantennas,

has been introduced. As an enabling technology, plasmonic nanoantennas have

been proposed. It has been estimated that using graphene-based plasmonic antenna

arrays, thousands of antennas can be embedded in a few mm2. On the other hand,

the fabrication of nanoantenna arrays and PHY design still poses challenges for this

concept [400].

5.5.2 5G and Beyond 5G Satellite Networks

IoT is a vital part of the 5G systems. The need for Internet provisioning to rural

and remote areas, and ubiquitous coverage for mission critical applications focus

the attention on satellites, which are also recognized as a part of 5G connectiv-

ity. The future Release 17 of the 3GPP also considers satellite networks as a study

item under “Non-Terrestrial Networks”, which proposes satellite systems as either

a stand-alone solution or a part of 5G connectivity. This creates the opportunity

to integrate the terrestrial and satellite networks. Challenges faced by traditional

satellite networks such as latency and cost per data rate are expected to be over-

come by 5G systems. Thus, satellites are envisioned to provide backhaul connec-

tivity for the IoT [401]. Yet, there are still challenges such as high path losses,

delays, and Doppler shifts [402] that need to be addressed to realize satellite-based
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new radio platforms. 5G communication systems have service requirements includ-

ing enhanced mobile broadband (eMBB), massive machine-type communications

(mMTC) and ultra-reliable low-latency communications (URLLC). eMBB service’s

use cases include backhauling, which is an emergent need in disaster areas where

large amount of bandwidth is abruptly demanded. mMTC and URLLC can pave the

way for plethora of IoT applications. However, terrestrial infrastructure has certain

limitations including coverage to ensure full network utilization. Hence, satellites,

being able to provide ubiquitous coverage to rural and remote areas such as oceans

and deserts, will be integrated to both 5G and beyond 5G networks. Satellite net-

works can enhance network reliability for especially mission critical applications and

moving platforms such as trains and planes, and enable service scalability by their

broadcasting and multicasting capabilities [357].

5.5.3 Internet of Space Things

An LEO satellite constellation-based IoT system, which can enable the IoST con-

cept, for the ubiquitous coverage of the Earth’s remote areas has been proposed

in [403]. However, traditional satellites suffer from several limitations such as long

development time and high cost. Considering these drawbacks, another IoST con-

cept that relies on CubeSats has been introduced in [404]. The CubeSat design

proposed in [358] also supports wireless communication at the THz frequency band.

IoST can be used as an alternative backhaul to terrestrial infrastructure or em-

ployed in monitoring activities and aerial reconnaissance. Yet, several challenges in

the placement of the hubs and resource allocation need to be overcome.

5.5.4 Hybrid Space-Air Network

Space networks containing GEO, MEO or LEO satellites can also be integrated into

air networks comprising UAVs and HAPs such as HABs. Hybrid network, which is

illustrated in Fig. 5.5, can pave the way for many applications including Earth ob-

servation and secure military missions. In [405], a space-based network architecture

containing hybrid links between spacecraft and satellites for Earth observation pur-
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Figure 5.5: Hybrid space-air-sea-ground network.

poses has been discussed. In these links, THz communication can also be employed.

For military functions such as reconnaissance, surveillance and patrol, UAV and

HABs are being used. Many single UAV networks, which are already in service for

almost 30 years, use satellite communications [406]. High atmospheric attenuation

can create an advantage regarding secure communication links for these military and

defense applications. THz waves of orbital links cannot penetrate the troposphere

so that interception or disruption of the airborne links, such as satellites-to-HAB

or UAVs, from the ground is not possible [388]. Moreover, terrestrial spectral noise

will be minimal since THz waves from the Earth cannot penetrate space too. These

eliminate the chances of interference, jamming and eavesdropping.

5.6 Challenges

In addition to the characteristic challenges of THz communication, the challenges

in THz ISLs include the following subjects.
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5.6.1 High Path Loss

High propagation loss is a major limitation for the THz communications. Due to

higher fc, amplified spreading loss restricts the THz communication into few tens

of meters. To overcome this limitation for terrestrial networks, the authors in [407]

introduce several solutions including distance-aware PHY design by considering the

strong relationship between the distance and transmission windows, UM MIMO

communications to augment the communication distance and reflectarrays to en-

hance signal coverage when line-of-sight is not available. Moreover, software defined

metamaterials controlling the propagation environment for terrestrial networks have

been proposed to overcome the distance limitation in the THz band [408]. Yet, fur-

ther research on the methods for combating high spreading loss is still necessary

regarding ISLs. Another possible solution is benefiting from the radio astronomy

implementations where large aperture THz optics are employed, two exemplary

systems of which are the 12.5 m Atacama Large Millimeter/Submillimeter Array

(ALMA) in San Pedro de Atacama, Chile and 3.5 m Herschel Space Observatory.

The authors in [389] have shown that data rates of more than 1 Tbps is possible

for a ground-to-GEO satellite link, where the ground station is in the dry regions of

Earth. They have further shown that aircraft and balloons with smaller apertures

can even exceed 1 Tbps.

5.6.2 Interference

Earth exploration-satellite service (EESS) and radio astronomy service (RAS) use

several bands in the 275 − 1000 GHz range. The International Telecommunication

Union (ITU) identifies 275−1000 GHz to be potentially used by active communica-

tion services, even though this spectrum is still largely unregulated. On other hand,

to protect the activities of the scientific community investigating space science from

the interference of active services, current ITU Radio Regulations identify several

frequency bands between 275−1000 GHz for passive service applications, as detailed

in the footnote 5.565. In this respect, standardization efforts are focusing on spec-

trum sharing studies between THz communications and passive services. Since the
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telescopes of RAS are located in remote areas such as the peaks of high mountains,

these sharing studies are targeted to EESS in the 275 − 450 GHz frequency band.

EESS consists of geostationary and non-geostationary orbit satellites with down-

looking antennas [409]. Thus, the interference from fixed communication services

can be substantial. Preliminary simulation results reveal that the following bands

can be shared between EESS and fixed services: 275−296, 306−313, 319−333 and

354 − 450 GHz [410]. Regarding THz ISLs, the interference from both EESS and

RAS can be critical. Therefore, further studies are required to identify the bands

that can be shared by THz ISLs and passive services.

5.6.3 Space Debris

Space debris refers to human-made objects that are present in the Earth orbit and

mostly nonfunctional. It is a threat to both satellites and space missions, and pose

a challenge for THz communication. Reflection and scatterings result in non-line-

of-sight (NLoS) communication paths. Due to space debris, multipath components

can be observed at the RX. As of February 2020, 34 thousand objects larger than

10 cm, 900 thousand objects between 1 and 10 cm, and 128 million objects ranging

from greater than 0.1 to 1 cm are estimated to be in the Earth orbit [411]. Thus,

geometric scattering occurs due to these objects. In [378], the author simulates the

effect of space debris on the EM wave propagation in THz ISLs for a simple network

topology, and shows that space debris can result in intersymbol interference. On the

other hand, strong scattering effect of space debris can also be used to compensate

the losses at RX, since any of the NLoS paths may behave as the dominant path in

THz frequencies [412].

5.6.4 Doppler Spread

Relative movement between a TX and RX results in Doppler shift in the fc of the

received signal. If the RX is moving towards the TX with a speed of v, the maximum

Doppler shift is calculated by fD = v/λ, where λ = c/fc is the signal wavelength.

If the relative speeds of satellites are high, the impact of the Doppler shift on the
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THz ISLs can be severe. At 300 GHz fc, the Doppler spread reaches 10 MHz for a

v of 10 km/s, whereas the coherence time, in which the channel impulse response

remains unvaried, is 0.018 µs [413]. The symbol period can be chosen to be less

than the coherence time to prevent fast fading or the bandwidth can be adjusted

accordingly. In any case, the Doppler shift should be estimated and compensated

at the RX. However, Doppler shift estimation approaches for traditional wireless

systems do not produce satisfactory performance for the high-speed systems with

high fc [414]. Therefore, new estimation methods and compensation techniques are

needed for satellite systems operating at THz frequencies.

5.6.5 Device Linearity

System linearity is an important criterion to support a wide range of power levels

in satellite communications. Due to only newly emergent THz device technologies,

the state-of-the-art THz TRXs based on complementary metal oxide semiconductor

(CMOS) have several drawbacks including non-linearity of devices. CMOS technol-

ogy is preferred because it can offer low-cost solutions. However, high frequency

operation is still a challenge for CMOS devices. Linear amplification is possible up

to only about 300 GHz [415]. Since the cut-off frequency for transistor or maximum

oscillation frequency is higher than the target frequency, the non-linearity of devices

has to be utilized at THz frequencies, yet optimizing these devices increases the com-

plexity of the designs [416]. Moreover, it degrades the power efficiency. Higher order

modulations such as quadrature amplitude modulation also necessitate linearity.

5.7 Conclusions

THz band can pave the way for new opportunities by enabling huge bandwidth re-

garding THz ISLs. Satellite networks, which are one of the study items of 3GPP, can

be employed as a part of 5G connectivity to provide ubiquitous coverage. Moreover,

the constellation of small satellites with THz communication capability can enable

the IoST concept. Large aperture THz optics such as the ALMA in San Pedro de

Atacama, Chile are already being used by radio astronomy, which has the potential
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to drive THz ISLs. On the other hand, there are major challenges that need to be

addressed such as high-power TXs to overcome the high spreading loss occurring

between satellites.
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Chapter 6

TERAHERTZ WIRELESS COMMUNICATIONS IN

SPACE

6.1 Introduction

The start of a New Space Era has led to a paradigm shift in the space industry.

An increasing number of private companies with space missions have emerged, and

spacecraft are getting smaller and easily deployable with the help of enabling tech-

nologies. Moreover, the non-terrestrial networks are also recognized by the future

release 17 of the 3rd Generation Partnership Project (3GPP) to be studied under

the study item ”Non-Terrestrial Networks”. Vertical networks are expected to be

integrated into the next generation 5G and beyond networks. This can lead to

many novel paradigms including the Internet of Space Things (IoST) [404]. There-

fore, available bandwidths are getting congested. National Aeronautics and Space

Administration (NASA) estimates that the growth factor of deep space communica-

tion capability should be at least 10 to meet the growing demand in the next three

decades [417]. Therefore, high data rate communication technologies are required.

Free space optical (FSO) communication has been envisioned for space applications.

However, optical communication highly depends on atmospheric conditions such as

fog, cloud, and haze where optical links experience strong attenuation [387]. More-

over, FSO is costly, and beam alignment problems pose several additional challenges.

Terahertz band (0.1-10 THz) wireless communications, which can enable high data

rates on the order of Terabits per second, is an alternative to FSO.

The advantages of FSO such as large bandwidth, high data rate, high security,

no spectrum licensing are of growing interest. NASA’s demonstration in 2013 called

Lunar Laser Communication Demonstration proved that high downlink and uplink
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transmission rates from lunar orbit to Earth are possible via optical links and NASA

will further conduct Deep Space Optical Communications demonstration as a part

of Psyche mission to show that higher data rates, 10-100 times of the current state

of the art, are attainable via optical wireless communications [418]. The European

Data Relay Satellite System (EDRS) also employs optical inter-satellite links, which

can reach a data rate of 1.8 Gbps for a transmission distance up to 45000 km

[419]. Apart from institutional projects, the companies such as SpaceX and Google

aim to use optical communications for space-to-space or air-to-air links of their

projects under development. Despite its advantages, FSO communications have

still several challenges. Regarding space links, due to high transmission distances

Effective Isotropic Radiated Power (EIRP) must be high. This can be enabled by

large aperture transmitting optics, which result in narrow-beam divergence (∝ λ/D,

where λ is the wavelength and D is the diameter of aperture). Thus, a deviation

of the optical beam from the target results in an outage. Considering the same

transmitting antenna size, THz systems have looser beam pointing requirements

compared to FSO links, since we consider larger wavelengths.

FSO communications are also highly affected by atmospheric conditions such as

clouds, haze, fog, and atmospheric turbulence. For instance, when visibility is less

than 50 m when dense fog exists, attenuation can be as high as 350 dB/km, which

limits transmission [387]. In case of fog with the same visibility, there are several

windows in the THz band where the attenuation is below 100 dB/km [420]. Com-

pared to FSO, THz communications are more robust to weather effects in general.

Although the attenuation in THz links for long-distance communication is still a

challenge to be addressed, there are promising solutions such as large THz antenna

arrays enabling extremely high gains. Moreover, THz waves are not affected by

turbulence-induced scintillation, which is observed as intensity fluctuations at the

signal, as much as FSO links [421, 387].

THz band communication links can be classified into two as terrestrial and non-

terrestrial networks as shown in Fig. 6.1. Terrestrial networks comprise macroscale

and nano-scale links. In this study, we consider non-terrestrial network components
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Figure 6.1: Classification of THz links [12].

ground/space and space links consisting of inter-satellite and deep space commu-

nication links. We aim to identify the challenges related to THz space links and

discuss the possible solutions. The realization of THz space links poses several chal-

lenges. The spreading loss due to the expansion of propagating electromagnetic

waves is increasing drastically with the frequency. This limits the communication

distance to few meters on Earth due to immature THz source technology, which can

enable transmit power on the order of milliwatts. Moreover, strong molecular ab-

sorption results in high atmospheric attenuation in Earth-to-space links; thus, limits

the utilization of the high THz band. Artificial satellites occupy higher atmospheric

layers of Earth or deep space where the air molecules are scarce or none. There-

fore, THz inter-satellite links do not experience significant atmospheric attenuation.

Regarding another terrestrial planet Mars, atmospheric attenuation is expected to

be low compared to Earth because water molecules, which are the primary source

of atmospheric attenuation, are scarce in the Mars atmosphere. These create an

opportunity of utilizing the high THz band, consequently providing high data rates.

In line with this, later we simulate the transmittance of Mars’s atmosphere in clear

and dusty atmospheric conditions using an accurate radiative transfer tool called

Planetary Spectrum Generator (PSG) to show the availability of a large bandwidth

for Mars communication.
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Figure 6.2: Interplanetary communications: Black arrows (THz links), red arrows
(FSO links).

6.2 Applications

Utilizing THz space links can pave the way for novel applications, some of which

are discussed as follows.

6.2.1 Earth Observation

Earth observation using artificial satellites began with the launch of Sputnik 1 by

the former Soviet Union in 1957. Since then, many Earth observation satellites have

been launched. Most of these satellites occupy Low Earth Orbits (LEO) and trans-

mit a large amount of data to Earth daily. Recently, an increasing number of LEO

satellites are being launched so that the bandwidth used is getting congested. To

reduce the transmission delays and support the transmission of a large amount of

sensing data to Earth, technologies supporting high data rates are required. FSO

communications, providing connectivity within a few kilometers using laser beams,

have been proposed as a viable solution [422]. For instance, EDRS employs FSO

communications between LEO satellites collecting Earth observation data and GEO
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satellite relaying data to Earth. However, with the start of a New Space Era, satel-

lites are getting miniaturized, and deploying many small satellites, e.g., CubeSats,

is preferred [357]. The power and size requirements of FSO systems far exceed

the limitations of cube/micro/nano-satellites. On the other hand, building THz

transceivers with a large number of antenna arrays, i.e., phased Multiple-Input and

Multiple-Output (MIMO) arrays, in a small footprint, is possible thanks to novel

materials such as graphene [169]. Thus, for long-distance and high-data-rate near-

Earth transmission, THz communications can be leveraged in the future. Large THz

arrays are also advantages over FSO links in terms of beam-alignment, e.g., they can

provide automatic alignment by their scanning ability [143]. However, there exist

issues to realize such THz transceivers. The main impediments include the lack

of practical THz signal sources and detectors, implementation and optimization of

antenna arrays [143].

6.2.2 Interplanetary communications by hybrid THz/FSO links

Current state-of-the-art communication technologies used are not able to support

high data rate interplanetary communications as a part of space information net-

works, which can result in numerous applications including space observation, Inter-

net of Things (IoT), and maritime monitoring. To illustrate, Mars Reconnaissance

Orbiter employs X-band (8-12 GHz) and Ka-band (26.5-40 GHz) to communicate

with the NASA Deep Space Network, which comprises deep space communication

facilities for commanding and tracking spacecraft. The data rate is between 0.5 and

4 megabits per second [423]. The services such as live video feeding, high-resolution

scientific data streaming, virtual reality for controlling rovers and other machines,

and real-time data transmission will require much higher data rates. Although la-

tency is still an issue, these services can be enabled by hybrid THz/FSO links as

a part of space information networks. In case of an outage due to beam pointing

errors or strong atmospheric attenuation, THz links can be used as a backup [424]

since THz links are more robust to weather conditions and pointing errors.

THz communication capability can be integrated into FSO communication ar-



Chapter 6: Terahertz Wireless Communications in Space 173

10
0

10
1

Frequency [THz]

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

T
ra

n
s
m

it
ta

n
c
e

Total

H
2
O

(a) Altitude = 0 km.

10
0

10
1

Frequency [THz]

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

T
ra

n
s
m

it
ta

n
c
e

Total

H
2
O

(b) Altitude =16km.

10
0

10
1

Frequency [THz]

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

T
ra

n
s
m

it
ta

n
c
e

Total

H
2
O

(c) Altitude =35km.

Figure 6.3: The transmittance of Earth-space links at several altitudes from one of
the driest locations of the Earth, i.e., ALMA, denoting the fraction of EM radiation
after experiencing molecular absorption. The zenith angle is 35◦.

chitecture to support high data rates and can lead to novel applications such as

space exploration. For instance, Mars rovers communicate with Earth through re-

lay orbiters since the availability of orbiters is much longer than that of rovers. A

Mars rover can communicate with a relay orbiter through THz links and the relay or-

biter relays messages using FSO links because THz communications are more robust

compared to FSO in ground/space links. CubeSats are being used in interplanetary

missions during mission-critical events, which are exemplified by Mars Cube One

(MarCO). CubeSats can be equipped with THz transceivers in the future so that

they can communicate with the landing spacecraft using low latency THz links and,

to relay information to Earth using FSO links.

6.3 Challenges and Solutions

In this section, we discuss the several challenges THz space links encounter. These

challenges include molecular absorption and spreading loss, interference to passive

services. We also discuss the potential directions to address these challenges.

6.3.1 Molecular Absorption Loss

Molecular absorption loss, which occurs when the part of wave energy is transformed

into molecular energy due to the vibration of molecules, is one of the main impedi-
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ments affecting Earth-space THz links. Water vapor molecules, which are scarce in

the atmosphere of Mars, are the primary sources of molecular absorption on Earth

in THz frequencies [425]. Inter-satellite THz links among Low Earth Orbits (LEO),

Medium Earth Orbits (MEO), and Geosynchronous Orbit (GEO) satellites are not

affected by molecular absorption loss because they operate at the altitudes where

water vapor is almost none. To combat the high atmospheric attenuation on Earth,

several approaches have been proposed. In the following section we give an overview

of these approaches.

Dry ground sites

Atmospheric Precipitable Water Vapor (PWV) is the primary cause of strong at-

mospheric attenuation at THz frequencies. Considering ground-based telescopes

of THz radio astronomy such as Atacama Large Millimeter/Submillimeter Array

(ALMA) located at a high and dry plateau of Chile and Combined Array for Re-

search in Millimeter-Wave Astronomy (CARMA) which was operating in the United

States, Suen et al. identified the locations on Earth with lowest water vapor [425].

Dry sites for radio astronomy as well as satellite communications include Antarc-

tica, Greenland, the Atacama Desert, and the Tibetan Plateau. Numerous dry sites

that can provide acceptable performance have been identified in the United States

and Europe as well. Suen et al. further investigated the performance of a THz

ground to geostationary satellite links [389]. They have shown that utilizing radio

astronomy platforms with large aperture antenna arrays, which are located at dry

sites of Earth, for satellite communications 1 terabit/second link performance can

be exceeded in clear atmosphere conditions [389]. In [391], the authors show that 1

terabit/second is attainable in the low THz band for ground/satellite links utilizing

massive antenna arrays and establishing the ground stations at Tanggula, Tibet,

where PWV is very low.
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High and low altitude platforms

To combat high atmospheric attenuation in ground/satellite THz links, placing

transceivers on airborne platforms has been proposed in [389, 426]. High and low

altitude platforms such as aerostats, aircraft, and high altitude balloons can be em-

ployed for transceiver placement. These platforms need a lower aperture diameter

compared to ground-based transceivers and can also offer performances comparable

to ground-based platforms with large apertures since they operate at the altitudes

where water vapor density is low [389]. In Fig. 6.3, Earth-space link transmittances

for various altitude levels in a dry location of Chile, which are simulated in the

Planetary Spectrum Generator (PSG) [427], is depicted. According to this, numer-

ous bands, which are not feasible to use at sea level, are available for use at high

altitudes.

Hybrid ground/satellite links

Placing ground stations only at dry locations can limit the potential of THz com-

munication. Akyildiz et al. propose ground-satellite links enabled by microwave

(e.g., X band (8-12 GHz), Ku band (12-18 GHz, Ka-band (26.5-40 GHz)), and mm-

Wave/THz bands for small satellites called CubeSats in [358]. If a ground/satellite

link is not suitable for transmission at THz frequencies, mmWave and microwave

bands can be utilized. The idea is based on sending a pilot signal to obtain the

availability of the link according to some criteria (e.g., Line of Sight (LOS) and

weather conditions). The analysis in [358] shows that even with a relatively high

water vapor density, data rates on the order of tens of Gbps can be achieved.

6.3.2 Spreading loss

As an Electromagnetic (EM) wave propagates through a medium it expands and

this leads to a loss called spreading loss. Spreading loss is one of the significant

challenges limiting communication to short distances at THz frequencies because

free space path loss increases with the frequency in a quadratic relation according
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to Friis’ law. Regarding space links, we consider the distances at least on the order

of thousands of kilometers. On the other hand, transmit power in THz frequencies

is on the order of milliwatts due to immature THz source technology, which is also

called the THz gap. Thus, high gain antennas with high directivity are required for

THz space links. Several approaches for combating the problem of high propagation

loss have been proposed in the literature [407]. Some of these solutions apply to

indoor and nano-scale communications such as intelligent surfaces controlling the

behavior of an EM wave [428] and graphene plasmonic nano-antennas [173]. In the

following section, we discuss the potential solutions for THz space links.

Radio astronomy optics

Large aperture THz optics, which are exemplified by ALMA comprising 54 reflector

antennas with 12 meter diameter and 12 smaller antennas with a 7 meter dish

diameter, are already being used by radio astronomy. In line with this, one approach

is employing large aperture THz ground stations and airborne stations with smaller

apertures [389]. Large apertures can provide high gain; however, one drawback is

that the construction cost increases with the diameter [426].

Reflect-arrays

Reflect-array antennas are being used by the systems such as satellite communi-

cations, radars and deep-space communication links [429]. Traditional aperture

antennas can provide high gain but they are not as electronically flexible as phased

arrays. However, the implementation cost of phased arrays is high. Reflect-arrays

offering high gain, low cost, ease of manufacturing as well as electronic flexibility

are a compromise between aperture antennas and phased arrays. To illustrate, the

MarCO spacecraft communicated with Earth at a distance of 160 million km on

X-band via a high-gain reflect-array antenna with small volume [430]. Operating

frequencies of reflect-array antennas are now shifting towards THz frequencies [431].

Thus, they offer the potential to be employed in THz space links. On the other

hand, enabling technologies need to be studied because RF and MEMS technologies
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such as semiconductor diodes and MEMS lumped elements do not apply to the THz

band due to loss and size constraints [228].

Ultra-massive MIMO

The concept of Ultra-Massive Multiple Input Multiple Output (UM-MIMO) has

been introduced in [141] for combating the distance problem in THz communications.

According to this concept, using novel materials such as graphene to build antennas

with a number of antenna elements in a small footprint is possible. Utilizing both

space and frequency, the coverage range can be increased. However, the realization of

this concept poses several challenges [141]. The performance of UM-MIMO depends

on the THz channel; thus, accurate THz channel models are required. Moreover, to

control arrays, dynamic beam-forming algorithms are needed [358]. Moreover, the

performance of THz MIMO links can also be affected by the frequency-dependent

diffraction of THz waves, which arises from the divergence of THz beams from

their modulation side-bands. This results in degraded bit-error-rate performance

due to the detection of unwanted spectrum information. Thus, novel detection and

demodulation methods are required in this direction [142].

6.3.3 Spectrum sharing

Spectrum beyond 275 GHz is not largely regulated in the Radio Regulations (RR).

Footnote 5.565 of RR identifies numerous frequency bands in the range from 275 GHz

to 1000 GHz that are used by passive services, namely Radio Astronomy Services

(RAS), Earth Exploration Satellite Services (EESS), and Space Research Service,

and states that the activity of these services must be protected from harmful inter-

ference of active services until the frequency allocation is established [432]. Active

and passive services will coexist on the spectrum. Current spectrum sharing stud-

ies, which aim to identify the bands where the coexistence of active and passive

services is possible, mainly focus on the interference to EESS [410] because RAS

telescopes are located in high dry mountains. However, coexistence studies should

cover both RAS and EESS because both can be affected by THz ground/satellite
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Figure 6.4: Pressure vs temperature.

and inter-satellite links.

6.4 Terahertz Mars-Space Links

Preparing Mars for human exploration is one of the targets of current missions on

Mars. Thus, communication among human explorers, remote-controlled vehicles,

space instruments, or any other space entities will be an essential part of Mars

missions soon. Water vapor molecules and oxygen are scarce in the Mars atmosphere.

Thus, the effect of molecular absorption is less compared to Earth. However, Mars’s

atmosphere can pose other challenges due to scattering aerosols such as seasonal

dust storms, limiting reliable communication.

6.4.1 The Planetary Spectrum Generator

The PSG is an online radiative-transfer suite, which can generate planetary spectra

of planets and other planetary objects [427]. PSG uses several radiative transfers

and scattering models, and databases including spectroscopic (e.g., high-resolution

transmission database (HITRAN)) and climatological databases (e.g., Mars Climate

Database (MCD)).
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Table 6.1: Vertical profile of Mars atmosphere

Gas Symbol Composition

Carbon Dioxide CO2 95.717%
Nitrogen N2 1.991%
Oxygen O2 0.152%
Carbon Monoxide CO 818.452 ppm
Water Vapor H2O 194.232 ppm
Ozone O3 4.750 ppb
Column - 1.947e+27 m-2
Col mass - 1.408e+2 kg/m2

We use the module of PSG extracting atmospheric profile MCD. The model of

the Mars atmosphere comprises 49 layers up to 257.90 km. PSG further extracts

information of pressure and temperature, and profiles of atmospheric gases, scat-

tering particle sizes from MCD [427]. The pressure and temperature profile used is

shown in Fig. 6.4. The surface temperature is 279.48 K and the surface pressure is

5.1666 mbar. Regarding the geometry, we have used the looking-up mode, in which

the zenith path is considered while integrating radiative transfer. We consider the

location with the longitude of 175.5 and the latitude of -14.8 (Mars Exploration

Rover A landing site). The zenith angle is 25.045 and the azimuth angle is 297.909

in the simulations. Mars date considered is 2018/05/07.

6.4.2 Zenith transmittance

For a clear Mars atmosphere, the zenith transmittance of a Mars-space link is shown

in Fig. 6.5. When the altitude is 0 km, it can be observed that in the 0.3− 10 THz

band, transmittance values are greater than 0.9. There are numerous sharp decreases

in the band (1 − 10 THz). At the altitude of 30 km, the whole band is available

except for sharp decreases in the transmittance, since molecular absorption is not

so effective at high altitudes due to the very low abundance of molecules.

Dust storms are an important phenomenon of Mars. They can be classified as

local (< 2000km2), regional (> 2000km2) and planet-encircling [433]. Global dust

storms occur in the southern spring and summer seasons of Mars. Dust devils are
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Figure 6.5: Zenith transmittance of clear Mars atmosphere for various altitudes.
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Figure 6.6: Zenith transmittance of Mars atmosphere during a local dust storm for
various altitudes ( reff = 1.5µm).

common phenomena seen both on Earth and Mars. They inject a high amount of

dust into the atmosphere. During Mars southern spring and summer 0.9 to 2.9×1011

kg/km2 dust devil flux is estimated in [434]. The amount of dust injected into the

atmosphere in local and regional dust storms is also reported comparable to dust

devils. Accordingly, in a local storm the abundance of dust in the atmosphere can

be calculated as 0.145 × 106kg/m2 (for 2000km2 area) for the worst case. Mean or

effective radius reff is another important parameter to examine the effect of dust on

the scattering. We assume the abundance of dust is 0.145 × 106kg/m2 in every 49

layers of the atmosphere. According to observation of Mars atmosphere, reff varies

between 1.5µm and 1.6µm [435]. Thus, we consider the effect of a local dust storm

on THz-band transmission in a Mars-space link at various altitudes for reff = 1.6µm.
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The results in Fig. 6.6 show that even in a heavy dust storm, transmittance values

are close to 0.9 in the low THz band when the altitude is 0, which is the worst case.

When the altitude is increased, transmittance values are higher than 0.9 up to 1

THz.

6.5 Conclusion

THz space links can pave the way for services including live video feeding, high-

resolution imagery, and virtual reality from space. Apart from its inherent challenges

such as molecular absorption loss, THz band communications pose other challenges

due to developing THz source and antenna technologies. Therefore, in this study,

we discuss the major challenges of THz space links, namely molecular absorption

loss, spreading loss, and interference from RAS and EESS. The possible solutions

for ground/space links are locating ground stations to high and dry locations, and

multiband antennas. Regarding spreading loss, large aperture antennas can be used

for ground stations benefiting from radio astronomy optics. Reflect-arrays and UM-

MIMO are other solutions.
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Chapter 7

CONCLUSION

This thesis delved into the emerging IoE framework, a revolutionary paradigm

in ICT that extends human connectivity beyond traditional boundaries. The IoE

envisions a comprehensive network architecture mirroring the intricate intercon-

nected systems in nature, integrating a diverse array of ICT technologies across

various scales and environments. While this advancement offers numerous opportu-

nities, it also presents significant challenges, particularly in aligning communication

technologies with the IoE’s intricate and dynamic nature. The thesis examined

these challenges and proposed solutions at the physical layer/device level, essential

for realizing the IoE. It specifically focused on two unconventional communication

paradigms: Molecular communications and Terahertz-band communications. These

paradigms are pivotal for surpassing the limitations of existing networks and are

crucial in making the IoE a reality. A comprehensive exploration of the challenges

and potential solutions associated with these unconventional communication meth-

ods was conducted. The thesis introduced the concept of a universal IoE transceiver,

a novel device designed to integrate heterogeneous networks within the IoE frame-

work. It discussed transceiver architectures based on graphene and related materi-

als, which show promise for unconventional communication modalities, particularly

in the context of the Internet of Bio-Nano Things (IoBNT), an emerging subset

of the IoE. Furthermore, the thesis delved into advanced physical layer techniques

for practical MC systems and explored effective solutions for facilitating THz-band

communication in space. These investigations shed light on the practical aspects of

implementing these communication paradigms in real-world IoE scenarios.

The detailed conclusions drawn from the chapters are summarized as follows:
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Chapter 1 - Universal Transceivers for the IoE: In this chapter, we intro-

duced the concept of universal IoE transceiver that defines the transceiver archi-

tectures, which possess multi-modality in communication and energy harvesting,

modularity, tunability, and scalability. Through several practical cases involving

also non-conventional communication modalities, e.g., molecular, THz-band com-

munications, which will be relevant in the upcoming IoE landscape, we argued that

such universal transceivers that can be scaled down to micro/nanoscales could ad-

dress the unique IoE challenges, such as interoperability, ubiquitous connectivity,

energy efficiency, and miniaturization, and could open up further opportunities in

diversifying the IoE applications. Along this direction, key physical layer challenges

are outlined with potential solutions, which are centered around the use of novel

nanomaterials, such as graphene, that manifest unique electrical, optical, mechani-

cal and biochemical properties.

Chapter 2 - Graphene and Related Materials for the Internet of Bio-Nano

Things: In this chapter, we have explored the potential of GRMs and GRM-

based technologies to advance the emerging IoBNT paradigm, which particularly

aims to extend human connectivity to biological environments. These environments

present unique challenges, including the scale of communicating entities and the

diverse forms of information exchange. Despite these challenges, we have argued

that GRMs, with their remarkable properties, hold great promise for addressing

these issues and enabling the development of key IoBNT components. Our discus-

sion centered on practical transceivers of unconventional communication techniques

for IoBNT applications, with a focus on GRM-based architectures capable of emit-

ting and detecting unconventional signal forms, such as molecular and very high

frequency EM signals. Examples include graphene bioFET-based MC receivers,

graphene nanoporous membranes for MC transmitters, graphene plasmonic THz

radiators/detectors, and GRM-based optoacoustic ultrasonic sources. Moreover,

we assessed the potential of existing GRM-based bio-interfacing technologies to in-

form the design of sophisticated bio-cyber interfaces tailored for IoBNT applications.
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These technologies include biosensors, neural interfaces, and stimuli-responsive drug

delivery devices. We also examined the current capabilities and limitations of GRM

technologies for energy harvesting from relevant ambient sources and storing energy

to provide uninterrupted power to both artificial and biological devices, i.e., BNTs,

within the IoBNT ecosystem. By harnessing the exceptional properties of GRMs,

the IoBNT paradigm can transform our understanding of, and interactions with bio-

logical systems, fostering unprecedented advancements in healthcare, environmental

monitoring, and a myriad of other fields.

Chapter 3 - Frequency-Domain Detection for Molecular Communication:

In this chapter, we introduced a frequency-domain detection method for bioFET-

based MC receiver architectures. The method exploits receptor cross-reactivity to-

wards various ligand types and utilizes the output noise PSD for detecting the

transmitted bits. Considering a microfluidic channel with stochastic molecular in-

terference, we derived BEP for frequency-domain and one-shot time-domain detec-

tion methods. Through particle-based spatial stochastic simulations, we validated

our theoretical BEP derivations. Our analysis revealed that the proposed frequency-

domain detection method provides a significant performance improvement over the

time-domain detection method, particularly under high interference conditions in

the MC channel. The effectiveness of frequency domain detection is particularly

relevant in practical MC scenarios where receivers operate close to saturation due

to accumulating residual molecules from previous transmissions or cross-talk.

Chapter 4 - Performance Analysis of Molecular Communication with

Cross-Reactive Receptors: This chapter considers the performance of molecu-

lar communication via bioFET-based receivers with cross-reactive receptors. Despite

the challenges posed by the limited selectivity of the receptors and the resulting in-

terference in signal decoding, FDD techniques can be an effective solution to this

problem. FDD enhances the ability to decode signals in the presence of cross-reactive

receptors by effectively exploiting the distinct reaction properties of different ligands.

The analysis of symbol error probability and channel capacity in this chapter further
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highlights the potential of biosensor-based MC systems.

Chapter 5 - Terahertz-Band Intersatellite Communication Links: THz

band can pave the way for new opportunities by enabling huge bandwidth regarding

THz ISLs. Satellite networks, which are one of the study items of 3GPP, can be

employed as a part of 5G connectivity to provide ubiquitous coverage. Moreover,

the constellation of small satellites with THz communication capability can enable

the IoST concept. Large aperture THz optics such as the ALMA in San Pedro de

Atacama, Chile are already being used by radio astronomy, which has the potential

to drive THz ISLs. On the other hand, there are major challenges that need to be

addressed such as high-power TXs to overcome the high spreading loss occurring

between satellites.

Chapter 6 - Terahertz Wireless Communications in Space: THz space links

can pave the way for services including live video feeding, high-resolution imagery,

and virtual reality from space. Apart from its inherent challenges such as molecular

absorption loss, THz band communications pose other challenges due to developing

THz source and antenna technologies. Therefore, in this chapter, we discuss the

major challenges of THz space links, namely molecular absorption loss, spreading

loss, and interference from RAS and EESS. The possible solutions for ground/space

links are locating ground stations to high and dry locations, and multiband antennas.

Regarding spreading loss, large aperture antennas can be used for ground stations

benefiting from radio astronomy optics. Reflect-arrays and UM-MIMO are other

solutions.
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