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ABSTRACT

Live video services over the Internet, including over-the-top (OTT) and IPTV ser-
vices, are becoming ever more popular. These services are based on the client-server
model using hyper-text transmission protocol (HTTP) adaptive streaming (HAS).
Since there’s a maximum number of concurrent streams that a server can handle,
popular solutions to provide demand-scalability include content-distribution networks
(CDN) and peer-to-peer (P2P) streaming. Today OTT video services employ cloud
CDN solutions to cache content in distributed edge points of presence. Cloud CDNs
not only ease the load on the origin server, but also accelerate content delivery with
lower latency. However, hosting or renting CDN infrastructure can be costly. Recent
developments in the WebRTC protocol that offers easy to use P2P media and data
channels have led to renewed interest in P2P video streaming. However, the uncon-
trolled nature of P2P video delivery over the Internet remains as a critical problem.

In the meantime, we observe two major industry trends: i) cloud service providers
are moving towards network edges for lower latency and higher bandwidth access
(also known as fog computing), ii) network service providers (NSP) are replacing
closed and proprietary hardware-based access technologies with disaggregated and
virtualized software running on edge clouds to manage their edge access networks.

Recognizing the shortcomings of current CDN and P2P video solutions and the po-
tential of SDN-based unified cloud and edge-access network technologies, we propose
a hybrid P2P-assisted CDN architecture hosted at edge-access datacenters operated
by network service providers. In the proposed architecture, the NSP employs an SDN-
enabled cloud platform to manage each edge network domain. An important feature
of the proposed hybrid service architecture is that both the CDN access by clients and

P2P video streaming between clients are controlled by the network service provider
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within each SDN-based edge network domain to optimize video service key perfor-
mance indicators (KPI). This controllable P2P-assisted edge-managed video service
reduces the load on CDN servers while overcoming quality of experience (QoE) fluctu-
ations per flow and unfairness between multiple heterogeneous video-resolution clients
over a reserved network slice. Other advantages of this service include: i) better video
quality, lower delay and no buffering for clients; ii) minimization of cross-ISP traffic;
iii) avoiding illegal, unauthorized usage of P2P services. Experimental results show
that the proposed managed P2P-assisted CDN service deployed at SDN-enabled net-
work edge platforms performs better than the state of the art CDN or P2P services
alone according to our KPI. Finally, there are no solutions to the best of our knowl-
edge that address all of these problems in the literature using P2P-assisted services

combining SDN, WebRTC and edge computing.



OZETCE

Giintimiizde OTT ve IPTV servisleri de dahil olmak tizere Internet tizerinden canh
video hizmetleri giderek daha popiiler hale gelmektedir. Bu hizmetler, hiper metin ak-
tarim protokolii (HTTP) uyarlamali akis (HAS) kullanan kullanici-sunucu modeline
dayanmaktadir. Bir sunucunun kullanabilecegi eszamanlh akig sayisinda maksimum
bir kisit oldugundan, istege bagh olceklenebilirlik saglayan popiiler ¢coziimler arasinda
icerik dagitim aglari (CDN) ve egler aras1 (P2P) akig bulunmaktadir. Bugiin OTT
video hizmetleri, icerigi dagitilmig u¢ noktalarda onbellege almak ig¢in bulut CDN
¢oziimlerini kullanmaktadir. Bulut CDN’leri yalnizca kaynak sunucudaki yiikii azalt-
makla kalmayip, ayni zamanda diisiik gecikmeyle icerik dagitimini hizlandirmaktadir.
Ancak, CDN altyapisin1 barindirmak veya kiralamak pahali olabilir. P2P ortaminin
ve veri kanallarinin kullanimini kolaylagtiran WebRTC protokoliindeki son geligmeler,
P2P video akigina olan ilginin artmasini saglamigtir. Fakat, Internet tizerinden P2P
video gonderiminin kontrolsiiz dogasi kritik bir problem olarak kalmaktadir.

Bir yandan da, iki biiylik endiistri trendi gozlemlenmektedir: i) bulut hizmeti
saglayicilart diigiik gecikme siiresi ve daha yiiksek bant genisgligi erigimi i¢in ag ke-
narlarina dogru ilerlemektedir (sis biligim olarak da bilinir), ii) ag hizmeti saglayicilari
(NSP) kenar erigim aglarini yonetmek icin kapali ve 6zel donanim tabanh erigim
teknolojilerini kenar bulutlarda caligan ayrigtirilmig ve sanallagtirilmig yazilim ile
degigtirmektedir.

Mevcut CDN ve P2P video c¢oziimlerinin eksikliklerini ve SDN tabanh bulut ve
uctan erigimli ag teknolojilerinin potansiyelini kabul ederek, ag servis saglayicilar
tarafindan igletilen kenar erigim veri merkezlerinde barindirilan hibrit bir P2P destekli
CDN mimarisi 6neriyoruz. Onerilen mimaride, NSP, her bir kenar ag alanmi yonetmek

icin SDN ozellikli bir bulut platformu kullanmaktadir. Onerilen hibrit servis mi-
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marisinin 6nemli bir 6zelligi, video servisi anahtar performans gostergelerini (KPI)
optimize etmek i¢in hem kullanicilar tarafindan CDN erisiminin hem de kullanicilar
arasinda P2P video akiginin, her bir SDN tabanl u¢ ag etki alanindaki ag servis
saglayicis1 tarafindan kontrol edilmesidir. Bu kontrol edilebilir P2P destekli kenar
yonetimli video servisi, CDN sunucularindaki yiikii azaltirken, akig bagina deneyim
kalitesi (QoE) dalgalanmalarimin ve ayrilmig bir ag dilimi tizerindeki birden fazla het-
erojen video ¢oziiniirliigii kullanicis1 arasindaki adaletsizligin tistesinden gelir. Bu
hizmetin diger avantajlar1 sunlardir: i) daha iyi video kalitesi, diigiik gecikme ve kul-
lanicilar igin tamponlama olmamasi; ii) gapraz ISS trafigini en aza indirmesi; iii) P2P
hizmetlerinin izinsiz kullanilmasindan ka¢inmasi. Deneysel sonuclar, SDN destekli
kenar ag platformlarinda galigtirilan onerilen kontrol edilebilir P2P destekli CDN
servisinin, KPI'miza gore tek basina son teknoloji CDN veya P2P hizmetlerinden
daha iyi performans gosterdigini gostermektedir. Son olarak, SDN, WebRTC ve ke-
nar biligimini birlegtiren P2P destekli servisleri kullanarak tiim bu sorunlar1 gideren

bir ¢oziim literatiirde bulunmamaktadir.
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Chapter 1

INTRODUCTION

1.1 Motivation

1.1.1 Content Delivery Models

Live video services, including over-the-top (OTT) and IPTV services, over the Inter-
net are becoming ever more popular. These services are based on the client-server
model using adaptive streaming over hyper-text transmission protocol (HTTP). A
fundamental limitation of the client-server model is that the video server may get over-
loaded as demand increases, since there’s a maximum number of concurrent streams
that a server can handle. Popular solutions to provide demand-scalability include: i)
content-distribution networks (CDN), ii) multi-cast streaming, and iii) peer-to-peer
(P2P) streaming.

OTT video services commonly employ CDN that stores cached content in multiple
geographical locations, known as points of presence. Static and dynamic CDNs not
only ease the load on the origin server, but also reduce latency. However, hosting or
renting CDN infrastructure can be costly. On the other hand, IPTV services employ
Internet protocol (IP) multi-cast streaming over multicast-enabled private networks,
where a single stream that originates from the media server is delivered to multiple
clients. However, IP multi-cast protocol is not supported in the open Internet; thus,
it is not available for OTT video services.

Apart from CDN and multicast, there is P2P video streaming which employs
a tracker that maintains a list of clients and the video content that they receive

such that every video client simultaneously consumes and delivers a video stream to
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other clients enrolled in the service. Recent developments in the WebRTC protocol
that offers easy to use P2P media and data channels has led to renewed interest in
P2P-assisted video streaming. There have been several concerns about the use of
uncontrolled nature of P2P video in the Internet, dominated by bittorrent traffic,
which include: i) unauthorized content sharing (content piracy) that is an important
concern for content owners, ii) increasing cross-ISP traffic that is an extra cost for
network service providers.

The shortcomings of these traditional video delivery solutions necessitate new
approaches such as: i) hybrid CDN-P2P video delivery, since CDN-only solution does
not scale in a cost-effective manner, ii) controllable-P2P video delivery, which is a
new business model for P2P-assisted video services that are controlled by the video

service provider (VSP) and/or network service provider (NSP).

1.1.2  Industry Trends

In the meantime, we observe two major industry trends: i) cloud service providers
are moving towards network edges for lower latency and higher bandwidth access
(also known as fog computing), ii) network service providers (NSP) are replacing
closed and proprietary hardware-based access technologies with disaggregated and

virtualized software running on edge clouds to manage their edge access networks.

1.1.3  Proposed Solution

We propose a novel hybrid CDN and controllable-P2P streaming architecture for e2e
managed video services over edge access networks, leveraging new industry trends
in managing access networks as edge clouds, i.e., integrating SDN, edge computing,
and WebRTC technologies. This SDN-based controllable-P2P assisted CDN archi-
tecture is a hybrid peer-to-peer (P2P) assisted content-distribution network (CDN)
hosted at edge-access networks operated by network service providers using software
defined networks (SDN), WebRTC data channel and edge computing technologies. In

the proposed architecture, the edge access network consists of a group of peers con-
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nected through the switches in the edge network and a multi-access edge computing
unit, which includes the aggregation switch, SDN controller, CDN PoP (CDN point
of presence), and five web servers namely, traffic engineering manager (TEM), ISP
accountant, Peer-to-Peer APP, content accountant, and CDN APP which commu-
nicate with the SDN controller through REST API. This controllable video service
maximizes QoE and minimizes cross-ISP traffic.

Furthermore, the proposed architecture addresses an important concern in OTT
video services, which is the lack of service-level guarantees on user experience. Current
Internet offers only best-effort service, which makes providing quality-of-experience
(QoE) guarantees to clients not possible. There is a recent study that proposes
managed client-server video streaming services over software-defined networks (SDN)
to provide end-to-end (e2e) service-level guarantees over backbone and edge net-
works [Bagci et al., 2017]. This thesis extends the proposed managed streaming
services over SDN framework to include P2P-assisted controllable video services to
reduce the server load. Managed P2P-assisted streaming increases the streaming
capabilities of VSP to achieve superior streaming quality without additional CDN in-
frastructure costs and/or bandwidth costs while offering e2e service-level guarantees
to the clients.

Other advantages of managed P2P-assisted video services include: i) better video
quality (higher bitrates), lower delay and no buffering for clients; ii) reduction of the
load on the centralized or distributed CDN infrastructure of the VSP, and providing
insurance against service outages during service-request peaks; iii) minimization of
uncontrolled P2P traffic between different NSP; and iv) avoiding illegal, unauthorized
usage of P2P services by means that will be explained further. To the best of our
knowledge, there are no solutions that address all of these problems in the literature

using P2P-assisted services combining SDN, WebRTC and edge computing.

1.2 Background and Related Work

This section of the thesis introduces the background and related works.
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1.2.1 Software Defined Networking

Traditional computer networks are typically built from a large number of network
devices such as routers, switches and numerous middle boxes, which manipulate traffic
for purposes other than packet forwarding, with many complex protocols. Network
operators are responsible for configuring policies to respond wide range of network
events or applications. They have to transform these high level policies into low-
level configuration commands. Such process is a very complex task as they have
access to very limited tools. As a result, network management and performance
tuning is quite challenging. Another challenge is the unchanging structure of the
Internet due to tight coupling between data and control planes. In this type of
environment, the deployment of new functionalities is non-trivial as they need to
be implemented directly into the physical infrastructure. Even straightforward tasks
such as configuration or policy enforcement may require extreme effort since a common
control interface to different network devices does not exist. Using middle boxes may

be a solution, but they also increase the complexity [Raghavan et al., 2012].

Software defined networks (SDN) is a promising paradigm dealing with the net-
work management problem. SDN is often referred to as a radical new idea in network-
ing. It promises to dramatically simplify the network control/management and enable
innovation through network programmability. SDN gives networking the benefits of
programming and can reliably build more complicated functionalities [Shenker, 2011],
[Nunes et al., 2014]. In SDN, the separation of the forwarding hardware from the
control logic allows easier deployment of new protocols and applications. With such
separation, physical middle boxes such as firewalls now consolidate into a software
control. Instead of enforcing policies and running protocols on distributed devices,
the network is reduced to a simple forwarding hardware and the decision making
controller(s).

OpenFlow [McKeown et al., 2008] is the standard protocol defining the secure
communication between forwarding devices (OpenFlow enabled switches) and con-

trollers. Forwarding devices contain one or more flow tables. Flow tables consist of
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flow entries, each of which determines how packets belonging to a flow will be pro-
cessed and forwarded. Controllers are essentially operating systems of the network
[OpenDaylight, 2019] and Floodlight is one example of open-source controller soft-
wares [Floodlight, 2017]. It can be interpreted as if the forwarding devices are nearly
the network resources and the controller manages the provisioning of these resources
dynamically and manages flows individually. Controllers have three main software in-
terfaces. Southbound interface allows communication with forwarders. Northbound
interface enables third party applications which may implement some middle box func-
tions in software or offer new services. East-Westbound interface enables distributed
control plane.

The main benefits of logical centralization of network management are to exploit
visibility of all network resources and to enable dynamic network reconfiguration and
management by use of these network resources. The initial SDN idea supported
only a single network domain, yet it is extended to a multi-domain SDN by a dis-
tributed, scalable inter-domain management architecture providing end-to-end dy-
namic path and flow management by further research [Egilmez and Tekalp, 2014],

[Civanlar et al., 2015], [Bagci et al., 2016], [Gorkemli et al., 2016].

1.2.2  Multi-Domain and Multi-Operator SDN

SDN has made crucial impact on data center networks by allowing automatic network
reconfiguration every time a virtual server has been moved to a different physical
machine. It is expected to make a similar impact for service provider networks, called
software-defined wide-area networks (SD-WAN).

A multi-domain SDN can refer to two different scenarios: i) Domains are sub-
networks of a single service provider network, ii) domains are sub-networks that are
operated by different service providers (multi-operator). In either case, controllers
of different domains need to communicate and negotiate SLA with each other for
a specific service request. There is ongoing research to enable communication and

dynamic SLA negotiation among multiple controllers for real-time E2E service-aware
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flow management in a fully-distributed multi-domain SDN architecture. The amount
of information shared between the controllers and the specific details of the negotiation
process may depend on whether all domains are operated by a single service provider

or not.

A standard SDN controller has visibility of all network resources within a domain
which makes traffic engineering within the domain practical. Egilmez and Tekalp pro-
posed a fully-distributed multi-domain SDN architecture [Egilmez and Tekalp, 2014]
and Civanlar et al. defined an extended standard SDN controller by adding inter-
controller communication features [Civanlar et al., 2015]. Also, other extensions of
this concept to SD-WAN have recently been proposed [Mendiola and et al., 2014],
[Kotronis et al., 2014], [Phemius et al., 2014]. The first two rely on an external au-
thority, called an orchestrator, for inter-domain path management. Our proposed
SD-WAN architecture [Egilmez and Tekalp, 2014], [Civanlar et al., 2015] differs from
these two in that dynamic E2E flow management across multiple SDN domains is ne-
gotiated directly between domain controllers without a need for an external authority.
The last one is independent work that is a distributed architecture similar to the archi-
tecture in [Egilmez and Tekalp, 2014], [Civanlar et al., 2015], yet our proposal differs
from [Phemius et al., 2014] in that our controller-to-controller messaging is Open-
Flow compatible; therefore, controller-to-controller messages can be sent in-band or
out-of-band depending on whether a separate control plane network is available or

not.

Apart from the multi-domain communication extensions, there are also end-to-
end (E2E) service management extensions for the standard SDN [Bagci et al., 2016].
These extensions include inter-controller service-level agreement (SLA) negotiation,
extending functionality provided by a bandwidth broker [Bouras and Stamos, 2008|
to multi-domain SDN. These functionalities enable dynamic E2E SLA negotiation
and traffic engineering over a multi-domain SDN in a scalable manner. The main
advantage of implementing traffic engineering and E2E SLA management using SDN

framework rather than the MPLS fabric is scalability, since in the SDN framework
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signaling for flow (label) management needs to be carried out only between controllers
rather than all routers along a path. In addition, this work is further extended by
adding the functionality to dynamically manage the control plane performance in

software defined networks [Gorkemli et al., 2016].

1.2.3  Cloud Computing and Network Function Virtualization

Cloud is the state-of-the-art in building scalable services and cloud computing differs
from the on-premises solutions by how they are accessed and the usage service model
they utilize. On-premises solutions, as the name refers, are installed on the computers
of users; however, the cloud services are generally hosted by a third party vendor
and accessed via internet. Regarding the usage service model, on-premises solutions
have upfront capital expenditure, while cloud services are based on on-demand usage
service model. As a result, cloud computing is more beneficial when it is compared
with the on-premises solutions.

Cloud computing can be considered in three different delivery groups regarding the
level of responsibilities, which are infrastructure, platform and software as a service
[inCloud360, 2014]. Cloud providers have the least responsibility in infrastructure
as a service (IaaS) and the most responsibility in software as a service (SaaS). Yet,
for all three delivery groups, the virtualization is the key concept and it is the most
significant element of cloud computing.

Furthermore, containers and virtual machines can be compared as forms of virtu-
alizations. The former is operating system virtualization while the latter one is a type
of hardware virtualization [CaaS, 2019]. Containers isolate an application as if it is
the only one running on a specific operating system; whereas, a virtual machine im-
plements a hardware server which can run different operating systems simultaneously.
In addition, containers such as Docker take seconds whereas virtual machines take
minutes to start up [Docker, 2019]. While deciding between containers and virtual
machines, the scope of the work has a significant effect. A container should be chosen

if multiple copies of a single application will be run and a virtual machine makes more
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sense if the flexibility of running multiple applications is necessary.

Cloud operating system is another issue regarding the cloud computing and an ex-
ample of this is OpenStack [OpenStack, 2019]. OpenStack is a cloud operating system
that controls large pools of compute, storage, and networking resources throughout a
datacenter, all managed through a dashboard that gives administrators control while

empowering their users to provision resources through a web interface.

Apart from cloud computing, network function virtualization (NFV) is another
key concept. NFV is software implementation of network functions , such as DNS,
caching, firewalls, load balancing, path computation, routing, that are decoupled
from proprietary hardware appliances, so they can run in software in whiteboxes to
accelerate service innovation and provisioning, particularly within service provider
environments [NFV, 2019]. There are several open source projects and platforms

such as OPNFV [OPNFV, 2019] and MANO [NFV-MANO, 2019].

NFV and SDN are complementary approaches and they each offer a new way
to design, deploy and manage networks and services. SDN mainly focuses on net-
work control (Layer 2/ Layer 3/ Layer 4), while NFV addresses network services
and management. These approaches are mutually beneficial, but are not dependent
on one another. However, SDN makes NFV more compelling and vice-versa. SDN
contributes to network automation that enables policy-based decisions to orchestrate

which network traffic goes where, while NFV focuses on the services.

Central office re-architected as a datacenter (CORD) [Cord, 2017] is yet another
concept which combines three related but distinct threads which are SDN, NFV
and Cloud. The goal of CORD is not only to replace todays purpose-built hard-
ware devices with their more agile software-based counterparts, but also to make
the central office an integral part of every Telcos larger cloud strategy and to enable
them to support more attractive and meaningful networking services. In addition, to
demonstrate the opportunity of service deployment at the mobile edge, mobile CORD
(M-CORD) [M-CORD, 2016] platform is developed. Lastly, residential CORD (R~
CORD) [R-CORD, 2019] is an open source solution based on the CORD platform for
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delivering ultra-broadband residential services.

1.2.4  Multi-Access Edge Networks

There is an incredible transition towards the edge by the industry as the datacenters
are established as part of the global computing infrastructure currently. This transi-
tion creates a huge oppportunity for edge network innovations [Peterson et al., 2019].
We observe two major industry trends: i) cloud service providers are moving to-
wards network edges for lower latency and higher bandwidth access (also known as
fog computing), ii) network service providers (NSP) are replacing closed and propri-
etary hardware-based access technologies with disaggregated and virtualized software

running on edge clouds to manage their edge access networks.

When we consider the first trend, which is the transition of the cloud service
providers to the edge, we can definitely see that cloud service providers are aware
that cloud computing is not enough despite its many advantages such as agility, mas-
sive centralization and full automation [Bittman, 2017], [Levine, 2016]. Weight of
data is still a critical concern. It is not logical for the clients sitting at the edge
to wait data from the datacenters. Internet-of-Things (IoT), immersive Uls and au-
tonomous vehicles are some applications that will create the edge explosion. Hence,

edge computing will play a very crucial part in the future Internet.

The second trend that we observe is that network service providers (NSP) are re-
placing closed and proprietary hardware-based access technologies with disaggregated
and virtualized software running on edge clouds to manage their edge access networks.
IHS denoted that %85 of operators plan to deploy central office re-architected as a
data center (CORD) in smart central offices [Longwell, 2018], which will eventually
bring the end-user closer to the operators. The next step from here is the R-CORD
extension SDN Enabled Broadband Access (SEBA), which generalizes all access tech-
nologies [ONF, 2019].
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1.2.5 Video Service Models

Video service models can be investigated in four groups which are one-way streaming,
live streaming, peer-to-peer streaming and bi-directional streaming.

Dynamic adaptive streaming over HTTP (DASH) is the state-of-the-art regard-
ing one-way streaming video services. It is a video streaming solution where small
pieces of video streams or files are requested with HTTP and spliced together by
the client [DASH, 2019]. The DASH client entirely controls the delivery. There
are several works utilizing DASH over SDN in the literature [Bagci et al., 2016],
[Cetinkaya et al., 2015]. In addition, Netflix and Youtube are some provider services
that utilize DASH.

Live streaming, which refers to content delivered live over the Internet, requires
a form of source media (e.g. a video camera, an audio interface, screen capture
software), an encoder to digitize the content, a media publisher, and a content de-
livery network to distribute and deliver the content [Wikipedia, 2019]. Regarding
live server-client video streaming, multicast is a technique that decreases conges-
tion in the service provider network and can be combined with the SDN concept
[Noghani and Sunay, 2014].

The third video service model is peer-to-peer (P2P) streaming. In P2P, the task
of servers in conventional client-server systems, which is to provide data to multiple
clients, is distributed among peers where each peer acts as both the server and the
client at the same time so that upload capacity of each peer is utilized. This approach
is highly attractive for server owners since each peer contributes to the available
bandwidth [P2PTV, 2019]. If a user wishes to view a certain channel, a tracker server
is contacted for that channel in order to obtain addresses of peers who distribute that
channel; it then contacts these peers to receive the feed. The tracker records the user’s
address, so that it can be given to other users who wish to view the same channel.

Lastly, there is the bi-directional video streaming model. As the name sug-
gests, both ends of the video service both download and upload streams. Some

examples of bi-directional video service providers are Skype and Google Hangouts
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[WebRTC, 2019]. In addition, WebRTC is an open source project for browser-based
real-time communication started by Google in May 2011. This has been followed by
ongoing work to standardize the relevant protocols in the IETF and browser APIs in

the W3C [WebRTC, 2019)].

1.2.6  End-to-End Concept

In the literature, there are three definitions of the end-to-end concept regarding the

communication network.

(i) End-to-end concept in CORD [Cord, 2017] is as following. As explained ear-
lier, CORD tries to decrease edge network congestion and it provides the user
connection links to the core network. In other words, CORD is the blackbox
through which the edge networks connect to internet. As a result, the end-to-end
concept in CORD is just about providing internet access to the edge networks

but there is no quality of service guarantees.

(ii) In some studies such as [Lopez et al., 2017], end-to-end concept is just about

connecting the core and edge network in a single operator network.

(iii) The best definition of end-to-end concept is the one that connects the edge and
core network while considering multiple operator networks as it is a more real-
istic approach. For example, studies [Bagci et al., 2016], [Phemius et al., 2014]
consider end-to-end concept in a multi-operator environment with quality of

service guarantees.

1.2.7  Quality of Service Models

In order to enable end-to-end quality of service (QoS), both intra and inter domain
routing protocols have to be QoS-aware. For intra-domain QoS, there is QoS exten-
sion of OSPF. Although there exist some QoS extensions of BGP, it is hard to predict

end-to-end QoS parameters due to the hop-by-hop nature of BGP. In order to enable



12 Chapter 1: Introduction

some QoS, IETF published standards, such as IntServ [Braden et al., 1994], DiffServ
[Blake et al., 1998] and MPLS [Farrel et al., 2008]. MPLS has found some use; how-
ever, it is difficult to configure an IP network according to predefined policies and to

reconfigure it dynamically to respond to faults, load and changes.

The studies [Civanlar et al., 2010], [Egilmez et al., 2011], [Egilmez et al., 2012a],
[Egilmez et al., 2012b], [Egilmez et al., 2012¢|, [Egilmez et al., 2013] are examining
end-to-end QoS for the software-defined networks. Apart from these, there are just a
few studies about this issue. For instance, in [Kim et al., 2010], separate reservations
are made dynamically for each network slice on each switch by an application running

on the SDN controller.

Network traffic routing problem can be formulized as a constrained path selec-
tion problem, which is known as NP-complete and can be solved by heuristic and
approximation algorithms. The literature review till the year 2006 can be seen in
[Masip et al., 2006], [Kuipers et al., 2002]. A better and developed approximation al-
gorithm can be found in [Xue et al., 2008]. In addition, [Juttner et al., 2001] presents
a solution using LARAC algorithm to find the best path with the delay constraint and
this algorithm works on real-time and also gives the down limit that can be reached
theoretically to compare the result. Then, two other approximation algorithms that
can be alternatives to LARAC were presented in [Chen et al., 2008]. Regarding the
QoS in inter-domain routing, the extensions done to the BGP method can be seen
in [Li Xiao et al., 2002]. Lastly, a literature review on network topology aggregation

and choosing metric can be seen in [Uludag et al., 2007].

As for the QoS for peer-to-peer streaming services, IETF ALTO group suggested a
network information gathering system [Alimi et al., 2014] that will be run by a service
provider. However, there is no solution that financially optimizes the benefits of all

the shareholders in peer-to-peer services.
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1.2.8 Peer-to-Peer Architectures

There are two basic peer-to-peer architectures in the literature. These are mesh-based
and tree-based peer-to-peer solutions.

In mesh-based solutions, data is distributed over an unstructured network in which
each peer can connect to multiple neighbors with no parent-child relation. Mesh-based
solutions require an initiation interval in which multiple connections are built dynam-
ically. Therefore, mesh-based solutions introduce some initiation delay. However,
they are robust against peer exit events as in case of a sudden interruption in the
data transfer a peer can immediately connect to any other neighbor and so the data
transfer continues. The second type of peer-to-peer architectures is the tree-based
solutions. In a tree-based solution, the peers are connected to each other in a parent-
child fashion and the server remains at the top of the tree. Content is pushed from the
top to the leaves of the tree and therefore tree-based solutions introduce lower latency
in data dissemination. However, there is a major problem regarding the tree-based
solutions which is the ungraceful peer exits. When a peer exits, its descendants lose
their parent and therefore get disconnected from the tree. Besides on-the-fly tree con-
struction, there are two alternative solutions to this problem, which are to use backup

parent pools [Fesci-Sayit et al., 2012] and to use multiple trees [Castro et al., 2003].

1.2.9 Managed Video Services

Managed video services are examined in three parts which are: i) Managed DASH
video services, ii)Managed WebRTC video services, and (iii) Managed P2P video

services.

Managed DASH Video Services

During a DASH video services, several clients share the same bottleneck links and
compete with each other over them. This results in QoE fluctuations and unfairness
while the network is underutilized. Managed DASH video services can be investi-

gated in two parts which are NSP-managed [Bagci et al., 2016], [Bagci et al., 2017],
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[Bagci and Tekalp, 2018] and VSP-managed [Sahin et al., 2017], [Bagci et al., 2017].

NSP-managed DASH video services can guarantee end-to-end quality of service
in two alternative ways. These are to allocate queues per flow or to write rules to
the switches per flow during the video streaming session. The former will introduce
queue processing delay and also for each flow the queues will be allocated or deleted.
Though, it will not be a big problem as this procedure will only be done in the edges
[Bagci et al., 2016]. The latter approach, which is to write rules to the switches, will
introduce rule processing time. In addition, there is another study [Bagci et al., 2017]
which proposes an NSP-managed DASH video service. In this architecture, the NSP,
VSP and the clients collaborate with each other and the fairness between the DASH
clients are managed by the NSP itself. Next, this work is extended to enable the NSP
to offer value-added video services [Bagci and Tekalp, 2018].

VSP-managed DASH video services are proposed in studies [Sahin et al., 2017],
[Bagci et al., 2017]. In this architecture, the network SDN controller collects the net-
work information and shares it with the video service provider management server.
This information is used to make a grouping based on the congested link and traf-
fic information between the clients. The clients that share some congested links are
grouped together to serve them in a fairer and more efficient way. After the clients
are grouped, the fair share bitrates are calculated either by the VSP in a central-
ized manner [Bagci et al., 2017] or by the clients themselves in a distributed fashion
[Sahin et al., 2017]. This architecture enables a fairer and more efficient video stream-

ing session for each client.

Managed WebRTC' Video Services

At present, multi-party WebRTC videoconferencing between peers with heterogenous
network resources and terminals is enabled over the best-effort Internet using a cen-
tral selective forwarding unit (SFU), where each peer sends a scalable encoded video
stream to the SF'U. This connection model avoids the upload bandwidth bottleneck

associated with mesh connections; however, it increases peer delay and overall network
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load (resource consumption) in addition to requiring investment in servers since all
video traffic must go through SFU servers. To this effect, a new multi-party WebRTC
service model over future 5G networks, where a video service provider (VSP) collab-
orates with a network service providers (NSP) to offer an NSP-managed service to
stream scalable video layers using software-defined networking (SDN)-assisted Inter-
net protocol (IP) multicasting between peers using NSP infrastructure is proposed in

our earlier studies [Kirmizioglu and Tekalp, 2019].

Managed P2P Video Services

Despite its many advantages, the uncontrollable behaviour of P2P video services
still remains as a critical problem. There are some proposals in the literature aim-
ing to solve the problems arising from the uncontrollable behavior of P2P service.
There are many P2P studies aided by the ALTO protocol [Alimi et al., 2014]. The
P2P trackers communicate with ALTO servers that have the network information
(e.g., basic network location structure and preferences of network paths) with the
goal of modifying network resource consumption patterns while improving applica-
tion performance. In addition, the grouping of peers from different operator net-
works results in a heavy cross-ISP network traffic. This cross-ISP traffic is reduced
in [James and Crowley, 2010] via an ISP-friendly, transparent, peer-discovery service.
There is also P4P [Xie et al., 2008] study introducing p-distances and iTrackers. In
this study peer selection is based on location thus achieving more efficient network
resource usage and higher performance. Apart from these, there are managed P2P
architectures for IPTV that increase the client streaming quality [Jeon et al., 2009]
and provide rewind function through a P2P network [Cha et al., 2008]. There is also
a hybrid architecture integrating P2P and cloud that aims to increase the QoE of the
clients [Trajkovska et al., 2010]. SDN-based P2P implementation [Shibasaki et al., 2016]
increase the streaming quality with the integration of SDN; however, the drawbacks

of P2P service on NSPs and VSPs are not considered.

Several recent studies focus on integrating P2P video streaming with WebRTC
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technology for streaming and sharing objectives, instead of relying on a third-party
plug-in or proprietary software. Some of these studies are SwarmCDN, PeerCDN and
Sharefest [Huang and Zhang, 2014]. They all utilize the WebRTC data channel pro-
tocol, which is designed to allow browsers to exchange data other than audio or video.
There are also commercialized hybrid CDN-P2P [Barbosa and Soares, 2014] products
by Streamroot [Streamroot, 2020] and Peer5 [Peer5, 2017]. The hybrid architecture
helps decrease the load on CDN servers and transmission cost while taking advantage

of P2P distributed computing to improve user experience and system scalability.

1.2.10 Modeling Internet Topology

There are many graph models such as mesh, ring or randomly generated ones that
researchers can utilize in their studies. However, none of these models help the re-
searchers to generate valid conclusions as these graph models are not applicable to
real internetworks. Therefore, modeling real internetworks is a critical issue for the
study of all network related problems such as routing or resource reservation.
Firstly, physical distance based probabilistic model was proposed [Waxman, 1988].
According to this model, the edge probability between nodes u and v is given in
Equation 1.1 where d(u,v) is the euclidean distance between nodes u and v, L is the
maximum distance between any two nodes and a and S are parameters affecting the

density of short and long edges.

—d(u,v)

P({u,v}) = Bexp( ) (1.1)

Next, Transit-Stub model is proposed [Zegura et al., 1996]. Today’s Internet com-
prises of many interconnected routing domains, which can be defined as either a stub
domain or a transit domain. Stub domains are like the leaves of a tree, they are the
edge networks of the real Internet structure. Transit domains are the domains con-
necting stubs to each other; therefore, we can say that the transit domains are emulat-
ing the backbone network. Then, this work is further extended and the Transit-Stub

generation software GT-ITM [Calvert et al., 1997] is proposed. This tool is being
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utilized to generate real internetwork models since then. There is a multi-domain
topology model [Bagci et al., 2016] for Mininet [Mininet, 2017] and it is generated in
the same way as in the GT-ITM tool.

1.3 Contributions of the Thesis

The main contributions of this thesis are listed below:

e A novel content delivery service architecture integrating CDN-P2P hybrid con-

tent distribution model with the emerging multi-access edge clouds is proposed.

e Animportant feature of the proposed hybrid service architecture is that both the
CDN access by clients and P2P video streaming between clients are controlled
by the network service provider within each SDN-based edge access network

domain to optimize video service key performance indicators (KPI).

e A novel SDN-assisted controllable P2P application with the following features

is proposed:

(i) The proposed CDN PoP location aware neighborhood formation is an ex-

tension of the K-means clustering algorithm, which brings the groups closer

to the CDN PoP.

(ii) The proposed centralized chunk scheduling method favors all the peers
receiving the live video content and schedules while prioritizing the peers

with high incentive points.

(iii) We developed ISP accountant and content accountant for fair charging and

incentive policy.

e The desired QoE is supplied within the edge domains leveraging SDN controller

of multi-access edge clouds.
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e The shareholders of the controllable P2P service are the content providers, ser-
vice providers and the users. We propose a model that financially optimizes the

benefits of all the shareholders to be accepted and supported by them.

e P2P piracy is avoided by means of WebRTC and CDN encryption.

1.4 Organization of the Thesis

The organization of the rest of this thesis is as following:

e Chapter 2 introduces the proposed architecture which is SDN-based control-
lable P2P-assisted CDN for HTTP adaptive live video streaming over edge ac-
cess networks. This architecture combines SDN, WebRTC and edge computing
technologies not only to reduce the load on CDN servers but also to overcome
QoE fluctuations per flow and unfairness between clients. The proposed archi-
tecture is given in Section 2.1. The components of this architecture, which are
P2P APP, CDN APP, traffic engineering manager (TEM) and accountants are
explained in Sections 2.2, 2.3, 2.4 and 2.5, respectively. The service provision
information flow is introduced in Section 2.6. Lastly, Section 2.7 mentions the

security issues.

e Chapter 3 presents the implementation method of the proposed architecture,
which is introduced in Chapter 2. The implementation details of group for-
mation and related algorithms are given in Section 3.1. The centralized chunk
scheduling algorithm is introduced in Section 3.2. Section 3.3 explains the de-
tails of traffic engineering. The chunk transmission details with the sender and
receiver side transmission algorithms are presented in Section 3.4. Lastly, Sec-

tion 3.5 concludes this chapter by introducing the implementation of accounting.

e Chapter 4 includes the evaluation of the proposed architecture. Firstly, the

experimental setup is presented in Section 4.1. Next, the experimental scenarios
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are explained in Section 4.2. Lastly, the results obtained are given in Section

4.3.

e Chapter 5 presents the concluding remarks.



Chapter 2

CONTROLLABLE-P2P-ASSISTED CDN OVER EDGE
ACCESS NETWORKS

2.1 Proposed Service Architecture

An e2e-managed video service should not only manage the traffic at the NSP back-
bone and edge networks but also consider the server-side congestion. To this effect,
we propose a managed P2P-assisted hybrid video service architecture, where clients
request (pull) some chunks from the CDN, while remaining chunks are sent (pushed)
P2P using the WebRTC data channel under the supervision of SDN controller. Our
proposed formulation jointly optimizes routing in the edge networks as well as the load
of CDN servers by means of optimal peer selection and P2P chunk scheduling. The
optimization criteria include i) maximization of video quality at clients, ii) minimiza-
tion of CDN server load, iii) minimization of cross-ISP traffic, and iv) minimization of
bandwidth consumption. The proposed formulation successfully addresses the sub-
stantial problem of “uncontrolled P2P video”, where the P2P content sharing and
P2P traffic routing is now under full control of the SDN controller of the edge access

network to eliminate unauthorized sharing.

The proposed service architecture is depicted in Figure 2.1 for the case of one
edge-access network; however, it can be generalized to the case of multiple edge-
access networks connected through the core network via their aggregation switches.
The edge access network consists of a group of peers connected through the switches
in the edge network and a multi-access edge computing unit. This multi-access edge
computing unit includes the aggregation switch, SDN controller, CDN PoP, and five

web servers namely, traffic engineering manager (TEM), ISP accountant, Peer-to-Peer
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Figure 2.1: System architecture.

APP, content accountant, and CDN APP which communicate with the SDN controller
through REST API. In addition, all the switches in the edge network communicate
with the SDN controller through OpenFlow protocol including the aggregation switch,

which is in the multi-access edge computing unit.

2.2 Peer-to-Peer APP

Peer-to-peer APP entity is placed in a web server by the VSP and it is able to commu-
nicate with the edge access network SDN controller via REST API. It is essential that
the full control is given to the NSP controller because topology related information
is needed while forming the groups and these information should be kept in the NSP
for security and privacy issues.

This module has two main jobs, which are the formation of the neighborhood

groups and the centralized chunk scheduling, in the proposed architecture. The neigh-
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borhood groups consist of multiple peers having same uplink/downlink bandwidths
that are subscribed to the same ISP. The groups are subject to change dynamically
in case of peer churn events according to the decisions of this module. Next, cen-
tralized chunk scheduling is proposed in this thesis and peer-to-peer APP module
handles this job. In standard P2P chunk scheduling systems, the peers themselves
do the scheduling as a result they end up favoring themselves. However, centralized
scheduling enables a fairer scheduler algorithm considering buffer status and incentive

points of all the peers.

2.3 CDN APP

CDN APP entity is placed in a web server by the VSP and it is able to communicate
with the edge access network SDN controller via REST API. This module is respon-
sible from starting the controllable-P2P-assisted service, pulling live video content
from the datacenter to CDN PoP and charging the peers according to their download

amounts.

2.4 Traffic Engineering Manager (TEM)

Traffic engineering manager entity is placed in a web server by the NSP and it is able
to communicate with the edge access network SDN controller via REST API. The
task of this module is to formulate and solve an optimization problem to determine

the routes the packets will use.

2.5 Accountants

The proposed architecture deploys the accountant modules in order to provide a fair
charging and incentive policy for P2P video streaming services and includes two types

of accountants in the SDN-enabled cloud platform of NSP:

(i) ISP accountant placed by the NSP

(ii) content accountant placed by the VSP
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The video service provider is not able to charge the P2P clients fairly in a standard
P2P video service. To solve this issue, the VSP should be notified about the download
amounts of each client and the accountant modules become essential for this reason.
The ISP accountants keep track of the download and upload amount of each peer
in their own edge access network and then these ISP accountants feed the session
information to the content accountant.

The second problem that the accountant modules aim to solve is providing a fair
incentive policy. The peers download the chunks from the P2P service, yet they do
not contribute to the upload process adequately in the standard P2P video services.
This thesis proposes a managed P2P video service that involves an incentive policy for

peers that contribute more to the upload process by the help of accountant modules.

2.6 Service Provision Information Flow

The information flow in the edge access network for the controllable-P2P-assisted

CDN service consists of the following steps:

1. The client requests the video with a required specific QoE from the CDN APP.

2. CDN APP passes client IP and the parameters of the requested video to the

edge access network SDN controller.

3. SDN controller transfers these lists and the topology information with link ca-

pacities to its P2P APP through REST API.

4. TEM calculates the shortest paths from each peer and CDN PoP and to each

peer receiving the video service.

5. P2P APP forms the P2P neighborhood groups including multiple peers, which
are able to reach CDN PoP, using the topology information received from the

SDN controller as described in Section 3.1.

6. SDN controller, clients and the CDN APP are notified about the neighborhoods.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

CDN APP start pulling content from the VSP datacenter to CDN PoP, which

is the only event that introduces cross-ISP traffic in the proposed architecture.

TEM calculates the multicast paths for the P2P startup phase.

Peers are notified about the paths and they open WebRTC data channel between

themselves.

SDN controller make resource reservation per group.

Until all the peers received at least a pre-determined number of chunks, startup

phase continues.

During the startup phase, the ISP accountant keeps track of the download and

upload information of each peer as introduced in Section 3.5.

When startup phase ends, SDN controller releases the resources reserved for the

startup phase and the peers close the WebRTC data channels.

After startup phase, post-play P2P scheduling starts.

Peers are notified about the previously found shortest paths and they open
WebRTC data channel between themselves.

SDN controller make resource reservation per group.

P2P APP starts post-play P2P chunk scheduling for each peer in intervals of

time as explained in Section 3.2.

For each new scheduling decision, peers continue using the service.

During the post-play phase, the ISP accountant keeps track of the download

and upload information of each peer as introduced in Section 3.5.
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20. In case of rerouting event described in Section 3.2, TEM recalculates the path
and WebRTC data channel path between sender and receiver is updated. When
the rerouted chunk and the ones sent with it in the same interval are received
by the receiver peer, rerouting is made again to continue giving service to that

peer from the shortest path.

21. When all the peers have downloaded all the chunks, P2P APP notifies the SDN
controller to release the resources reserved for the P2P post-play session and to
instruct CDN APP to stop requesting the content from the datacenter to CDN
PoP. Also, the peers are notified so that they close the WebRTC data channels.

22. SDN controller takes the download and upload information from ISP accountant

and passes it to content accountant.

2.7 Security Issues

The proposed architecture is a secure system and P2P piracy is avoided by the follow-
ing means. WebRTC data channel being used for the chunk transmission enables the
secure communication between peers. In addition, all the peers pull several of their
first chunks from the CDN node. This enables the P2P video service to be notified
about all the legal users of the service and to deny the illegal users by not sharing the

encryption keys.
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IMPLEMENTATION

3.1 Group Formation

Peer-to-peer APP web server entity implements the neighborhood group formation.
This entity has the information of client lists and the topology information with
available link capacities. Using these information cross-ISP traffic and the total cost
of each group is minimized by the neighborhood formation algorithms proposed in
this thesis.

Firstly, bandwidth aware graph simplification for each session of P2P service is

made. The details can be seen in Algorithm 1. The topology graph of the edge access

Algorithm 1: Bandwidth-Aware Graph Simplification
Input : G, session;

Output: G;

/* Topology graph is simplified so that all the links in the new
graph has available bandwidth more than the minimum bandwidth
requirement of the session. */

1 foreach session; do

2 packetSize = session;.minPacketSizeinBits;
3 time = session;.maxHopTimeinSeconds;
4 numberofChunks = session;.minNumbero f ChunksonLinkatSametime;

5 reqBW; = (packetSize x numberofChunks)/time;
6 Create graph G; such that V Link € G > reqBW;;

7 Return Gj;
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network is simplified so that all the links in the new graph has available bandwidth
more than the minimum bandwidth requirement of the session. As it can be seen
from the algorithm supplied, the minimum and maximum requirements are obtained
between lines 2-4, then the required bandwidth is calculated accordingly in line 5. The
bandwidth aware graph simplification is done by excluding the links with less available
bandwidth than the required bandwidth from the graph (line 6). This procedure is
repeated for each session and lastly the simplified topology graphs are returned. This
simplification guarantees that all the links in a P2P session has the minimum required

available bandwidth.

Next, the CDN PoP location is calculated and its details are shown in Algorithm

Algorithm 2: CDN PoP Location Calculation
Input : G

Output: nodel D

1 Find midPoint of the edge graph;
2 7 = (min(midPoint,, midPoint,))/2;
/* Nodes located in the circle centered in the middle with a
radius of r are found. x/
3 possibleNodes = {nodes;|(||nodes; — midPoint|| < r)};
/* The node with maximum number of direct links is chosen as the
CDN PoP node. x/
a linkCount = 0;
5 nodelD = —1;
6 for i <— 0 to len(possibleNodes) do

7 if len(G.get(possibleNodes;)) > linkCount then
8 linkCount = len(G.get(possibleNodes;));
9 nodel D = possible N odes;;

10 Return nodel D;
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2. By definition, CDN PoP should be able to reach all the peers in the edge access
network with ease as CDN PoP will be serving chunks to the peers in case of CDN
pull event. For this reason, we propose to choose the switch which is close to the
center of the edge access network and has the most direct links to other switches in
the network as CDN PoP. After the midpoint and the half of the minimum of its
coordinates (r) are found, the switches inside the circle centered at the middle with a
radius of r are chosen to be the possible nodes for the location of CDN PoP in line 3.
Then, the switch with the most direct links is chosen as CDN PoP location as seen

in lines 6-9.

Neighborhood group formation algorithm is depicted in Algorithm 3. This algo-
rithm takes two inputs: (i) G, which is the bandwidth aware simplified topology graph
of peers with same uplink BW , downlinkBW , ISP and reqBW , and (ii) nodecpy,
which is CDN PoP. The nodes to be grouped are the ones with direct links to peers
and they are found by the SDN controller examining the devices connected to the
OpenFlow switches and their attachment points (line 1). We propose neighborhood
group formation as an extension of K-means clustering algorithm; therefore the re-
quired k value is chosen in line 2 according to the size of the edge access network.
Then, in line 3, the shortest paths from nodecpy to all peers and the paths between
all peers are calculated with Dijkstra’s shortest path algorithm so that the path cal-
culations are not repeated in each iteration. The path information is taken from the
memory in neighborhood formation and scheduling iterations. Next, the extended
K-means algorithm is called to make the group formations. According to peer churn
events, which are peer arrivals and exits, the groups can change dynamically during
the P2P video service. Peer arrival event can be seen in lines 6-13 of Algorithm 3. If
peer p joins P2P service, then it is placed into the group with whose nodes peer p has
the minimum average hop count. In addition, peer exits may reduce the number of
peers in group ¢ below a threshold. This event is depicted in lines 14-15 of Algorithm
3. Each peer in group 7 is considered as a peer arrival event and after the peers are

placed into their new groups, group ¢ is deleted.
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Algorithm 3: Neighborhood Group Formation

10
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Input : G,nodecpy

Output: groups, spPaths

/* Input G is the bandwidth aware simplified topology graph of
peers with same uplinkBW , downlinkBW , ISP and reqBW . */

/* Find nodes with direct peer connections. */

nodesy = findNodesT oGroup();

Choose k according to edge size;

/* Find the shortest paths both from CDN PoP to all peers and
between all the peers. */

spPaths = getspPaths(peers,nodecpy);

/* Run CDN PoP location aware K-means with hop count algorithm to
group peers. */

groups = C' DN popLocationAware_Kmeans(k, G, nodesy,nodecpy);

Return groups, spPaths;

/* Event: Peer p joins P2P service. */
id = 0;
cost = avgHopCount(p, groupsy);

for i < 0 to len(groups) do
temp = avgHopCount(p, groups;);
if temp < cost then

cost = temp;

id = 1;

Add p to groups;q;
/* Event: Number of Peers in groups; is below Threshold */
Treat each peer p in groups; as a peer arrival event;

Delete groups;;

There are studies extending K-means clustering method with hop count which is

given in Algorithm 4 [Datta et al., 2009]. We further extend it as CDN PoP location

aware K-means with hop count and it is given in Algorithm 5.

K-means clustering algorithm with hop count calculates the distance as the num-
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ber of hops in the shortest path between nodes. Also instead of the mean of the sum

of euclidean distances, the node with the minimum total hop count to the rest of the

nodes in its cluster is chosen as the new centroid in each iteration.

Algorithm 4: Kmeans with Hop Count

w
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Input : k,G, nodesy

Output: groups

Select a random subset C'1 = c0g, 04, ..., c0x_1 of nodesy as the initial set of
centroids;

C0=0;

notGrouped = TRUFE;

while notGrouped do

Co=C1;

/* Find cluster of each node in nodesy . */

for i <— 0 to len(nodesy) do

cluster; = argmin hopCount(nodes;, cOy);
keo0,....K—1

/* Recalculate centroids. */
for k <+ 0 to K do
/* groupsy contains the set of nodes; with minimum hop count
to 0. */
groupsy, = {nodes;|cluster; = k};
/* Recalculate centroids as the minimum hop nodes; to the
rest in groupsy. x/
hopCount = Integer. MAX VALUF;
for i < 0 to len(groups) do
count = 0;
for j + 0 to len(groupsy) do
count+ = hopCount(groups;, groups;);
if count < hopCount then
hopCount = count;

Clk = i;

if C0 == C1 then
notGrouped = FALSE;

Return groups;
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Algorithm 5: CDN PoP Location aware Kmeans with Hop Count
Input : %, G, nodesy,nodecpn

Output: groups
1 Select a random subset C'1 = c0g, c01, ..., c0x_1 of nodesy as the initial set of
centroids;
2 C0=0;
3 notGrouped = TRUE;
4 while notGrouped do
5 Co=C1;
/* Find cluster of each node in nodesy . */
6 for i + 0 to len(nodesy) do
7 cluster; =

argmin (hopCount(nodes;, c0;) + hopCount(nodes;, nodecpn));
k€0,...,K—1

/* Recalculate centroids. */

8 for k <+ 0 to K do

/* groups, contains the set of nodes; with minimum total hop
count to c0; and CDN PoP. */

9 groupsy = {nodes;|cluster; = k};

/* Recalculate centroids as the minimum hop nodes; to the

rest in groupsy and CDN PoP. */
10 hopCount = Integer MAX VALUF;
11 for i < 0 to len(groups;) do
12 count = 0;
13 for j < 0 to len(groupsy) do
14 count = count + (hopCount(groups;, groups;)) +

hopCount(groups;, nodecpn));

15 if count < hopCount then
16 hopCount = count;
17 cly =1

18 if C0 == C1 then
19 notGrouped = FALSE;

20 Return groups;
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Algorithm 5 further extends Algorithm 4 in order to improve the performance
metrics of the controllable-P2P-assisted video service, which are the reduction of
the CDN load and the bandwidth consumption. K-means clustering with hop count
forms nicely separated groups; however, some groups are far from CDN PoP. This is
considered as a drawback as it will reduce the performance of the service. Therefore,
we propose CDN PoP location aware K-means clustering with hop count depicted
in Algorithm 5. The distance metric used here is the sum of the hop counts to the
centroid and CDN PoP. The cluster of each node is found according to this distance
metric as it can be seen in lines 6-7. After the nodes are assigned to their new
clusters (lines 8-9), the new centroids are calculated in lines 10-17. The proximity
of the centroid to CDN PoP is as important as the mean of the total hop count to
the nodes in its cluster. Therefore, while calculating the new centroid, the hop count
to CDN PoP is added to the summation for each node in the cluster. When the

algorithm converges (lines 18-19), the final centroids and the final clusters are found.

3.1.1 Complexity Analysis of Neighborhood Formation

Firstly, let us analyse the complexity of finding the shortest paths. The complexity
of Dijkstra’s shortest path calculation on a graph with edges E and vertices V' can
be expressed as a function of the number of edges, denoted |E|, and the number of
vertices, denoted |V/| and it is given as O(|E| + |V|log |V]).

Next, the complexity of the K-means clustering algorithm is O(nki), where n
is the number of nodes to be grouped, k is the number of clusters, and ¢ is the
number of iterations until convergence. [Arthur and Vassilvitskii, 2006] proposed that
¢ is often small, and results only improve slightly after the first dozen iterations.
Lloyd’s algorithm is therefore often considered to be of ”linear” complexity in practice,

although it is in the worst case superpolynomial when performed until convergence.

The total complexity of the neighborhood formation algorithm is O((nki)+ (|E|+
[V]log |[V])).
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3.2 Chunk Scheduling

P2P APP web server entity implements the centralized chunk scheduling. This entity
has the information of client lists and the topology information with available link
capacities. After the neighborhoods are formed, P2P APP starts chunk scheduling.
We propose a centralized chunk scheduling which favors all the peers at the same
time, thus performing better than the typical distributed scheduling algorithms that
state of the art P2P services implement.

The general flow of the centralized chunk scheduling can be seen in Algorithm 6.
Centralized chunk scheduling algorithm schedules each peer and CDN PoP to push
each chunk to its leaf peers from the multicast path in the P2P startup phase to
decrease the startup delay. Therefore, the multicast tree is constructed and the leaf
peers of each peer and CDN PoP is found in lines 3-6.

The startup phase of the controllable-P2P-assisted CDN service continues until all
the peers have at least the minimum number of chunks to save them from low buffer
status. After the scheduling is done, the peers and the CDN APP are notified about
the decisions for each time interval in the startup phase. When all the peers have at
least normal buffer status, the centralized scheduling algorithm waits for any packet
sent earlier to reach its destination (lines 12-13). startupDelay is calculated at the
end of the startup phase. Then, the peers are notified and they start playing the video.
This phase is called the post-play P2P scheduling. We propose schedulingInterval
to decrease the number of signalling between P2P APP and the peers. Until all
chunks are received by all the peers, post-play P2P scheduling continues in intervals
of schedulingInterval. At the end of each interval the peers are notified about the
scheduling decisions, which can be (i) the chunk number information of the chunks
(given in order) they will pull from CDN PoP, (ii) the destination and chunk number
information of the chunks they will upload, and (iii) the chunk number information of
the chunks (given in order) they will receive from the other peers in their neighborhood
group. Also, the total values of bandwidth consumption, CDN load, rerouting and

freeze event counts are calculated for each neighborhood group.
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Algorithm 6: Centralized Chunk Scheduling - General Flow
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Input : wvideoPacketCount,reqBW, peers, peercpn, G, spPaths

Output: startupDelay, bwConsumption, C D Nload, reroutingCount,
freezeCount

timelnterval M S

schedulingInterval,

/* The optimum multicast tree from CDN PoP to peers is found. */

multicastTree = findMulticastTree(peers, peercpn);

/* Find leaf peers of CDN PoP and each peer in peers. */

CDNleaf Peers = findleaf Peers(multicastTree, peercpy);

for i < 0 to len(peers) do

L leaf Peers; = findleaf Peers(multicastTree, peers;;

/* P2P startup phase starts. */

time = 0;

while atLeastOneLowBuf fer() do

[receiving;, sending;, C DN sending| = startupScheduling();

Send peers and CDN PoP related receiving;, sending;, C DN sending
information;

time + +;

while anyPacketinReceiving() do

time + +;

startupDelay = time *x timelInterval M S’

/* Peers start playing the video and P2P scheduling starts in
intervals of schedulingInterval. */

playTime = 0;

while (!(all Received()))&& (playTime%schedulingInterval == 0) do
[receiving;, sending;, receivingC DN;| = post PlayScheduling(playTime);
Send peers related receiving;, sending;, receivingC' D N; information;
playTime + +;

Calculate total values of

bwConsumption, C D Nload, reroutingCount, freezeCount;
Return

startupDelay, bwConsumption, C D Nload, reroutingCount, freezeCount;
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Peer-to-peer startup scheduling is explained in details in Algorithm 7. As stated
earlier, this function is called in each time interval during the startup phase. As
denoted in lines 1-10, CDN PoP pushes chunks while there is available bandwidth on
its multicast path to its leaf peers for each time iteration. During the startup phase,
each peer adds the chunk to its packets to send list as soon as it receives a chunk. For
any time interval, if a peer has a packet to send, it pushes the chunk to its leaves, as
shown in lines 11-21. Therefore, the chunks are distributed from the CDN PoP to all
the peers through their parent peers. In both cases, the chunk is removed from the

list of packets to send after it is pushed on the link.

Next, we included the general flow of P2P post-play scheduling in Algorithm 8.
Firstly, the peers are grouped according to their buffer status and sorted accordingly.
The scheduling starts from the low buffer status group. After all buffer status groups
are examined, the algorithm sorts peers according to their proximity to CDN PoP.
Starting from the closest peer to CDN PoP, if a peer has any chunk in its window
that no peer has and the shortest path between that peer and CDN PoP has available

bandwidth, CDN pull scheduling is done for that peer as it can be seen in lines 7-13.

Now, let us look into post-play P2P scheduling in details. The buffer and incentive
based grouping and sorting of the peers can be seen in Algorithm 9. The buffer
status of each peer for playTime + schedulingInterval is checked firstly. According
to predetermined threshold values, each peer is assigned a group, which can be low,
normal, high and very high. Low buffer peers are also added to the normal buffer
group in case there is more available bandwidth for them after the urgent chunk
scheduling (lines 2-3). Then, between lines 4-8, the group sortings are made. For
the case of low buffer group, the peers are sorted according to their buffer status in
an increasing order, giving priority to peers with lower buffer status. For the rest of
the groups, peers are sorted according to their incentive points in a decreasing order,

giving priority to peers with higher incentive points.
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Algorithm 7: Peer-to-Peer Startup Scheduling
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Input : All values from Algorithm6
Output: recewving;, sending;, C DN sending
/* CDN PoP sends chunks to its leaves through multicast paths. */
while ((len(peercpn.get Packetstosend()))! = 0)
&&(multicast Path(peercpy, C DNleaf Peers).hasBW (reqBW)) do
foreach peer € CDNleaf Peers do
packet = peercpn.get Packetstosend().get(0);
sender = peercpn;
recetver = peer;
path = multicast Path(peercpn, peer);
receivingpeer.add([sender, receiver, packet, pathl);

C' DN sending.add([sender, receiver, packet, path]);

peercpn.get Packetstosend().remove(0);

/* Each peer sends chunks(earlier received) to its leaves through
multicast paths. */
for i <— 0 to len(peers) do
while (len(peers;.get Packetstosend()))! =0
&&(multicast Path(peers;, leaf Peers;).hasBW (reqBW')) do
foreach peer € leaf Peers; do
packet = peers;.get Packetstosend().get(0);
sender = peers;;
receilver = peer;
path = multicast Path(peers;, peer);

receivingyeer.add([sender, receiver, packet, path));

sending;.add([sender, receiver, packet, pathl);

peers;.get Packetstosend().remove(0);

Return receiving;, sending;, C DN sending;
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Algorithm 8: Peer-to-Peer Post-Play Scheduling - General Flow

Input : All values from Algorithm6
Output: peerReceiving;, peerSending;, receivingC D N;
/* Group peers according to buffer and sort with buffer (bufferLow)
or incentive(other cases). */
1 buf ferGroups; = buf ferandincentivebasedGroupSort(peers, playTime)
/* Low buffer schedules */
2 lowBuf fer P2P(buf ferGroupsy);
/* Normal buffer schedules */
3 incentive Aware P2P(buf ferGroups;);
/* High buffer schedules */
4 incentive Aware P2P(buf ferGroupss);
/* Very high buffer schedules */
5 incentive Aware P2P(buf ferGroupss);
/* Pull from CDN PoP if no peer has a packet */
6 Sort peers : spPaths[peercpy, peers;| < spPaths[peercpn, peers;i1);

7 for i <— 0 to len(peers) do

8 packets = nopeerhas(window Packets(peers;));

9 while
(peercpn.hasUplink BW (reqBW))&& (peers;.has Downlnk BW (reqBW))
do

10 if len(packets) == 0 then

11 L break;

12 if (spPaths[peercpn, peers;]).hasBW (reqBW') then
13 L assignChunks(peercpy, peers;, packets, —1);

14 Return receiving;, sending;, receivingC D Nj;
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Algorithm 9: Buffer and Incentive Based Grouping and Sorting

Input : peers,time;
Output: buf ferGroupsy,;
/* Group peers according to buffer. */
1 buf ferGroups, =
{peers;|checkBuf feratTimeT (i,time + schedulingInterval) = n};
2 foreach peers; € buf ferGroupsy do
3 t buf ferGroups;.add(peers;);

/* Sort buffer low peers according to buffer. */
a Sort Buf ferGroupsy :
Buf ferGroupsoli].buf fer < Buf ferGroupsoli + 1].buf fer;
/* Sort others according to incentive. */
5 Sort Buf ferGroups; :
Buf ferGroupsi|i].incentive > Buf ferGroups;[i + 1].incentive;
6 Sort Buf ferGroups, :
Buf ferGroupssli].incentive > Buf ferGroupss|i + 1].incentive;
7 Sort Buf ferGroupss :
Buf ferGroupss|i].incentive > Buf ferGroupss[i + 1].incentive;

8 return buf ferGroups,;

Next, we explain the low buffer P2P scheduling in details in Algorithm 10. For each
peer ¢ in low buffer status group, if its downlink bandwidth has available bandwidth,
the urgentChunk is defined to be the chunk first in window. If this chunk is not being
received by any peer that is directly connected to the same switch as peer ¢, we find
the closest peer with urgentC'hunk and available uplink bandwidth. If there is no
such peer, the algorithm checks CDN PoP between lines 6-8. If a peer is able to send
the chunk, chunks are assigned from all the chunks in the window. However, if the

sender is CDN PoP, just the urgent chunk is scheduled. The methodology of chunk
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assigning can be seen in Algorithm 11. If there is an urgent packet, it is scheduled
firstly. Otherwise, the chunk is chosen randomly from the window. The probability of
the chunk first in window is the highest, while the last one has the lowest probability.
Scheduling decisions are made for the interval of schedulingInterval one by one. If
neither a peer nor the CDN PoP can send the chunk, rerouting is made as indicated
in line 16. The details of rerouting is given in Algorithm 12. Firstly, the links whose
available bandwidth is less than reqBW are excluded from the edge graph. Then, we
check if any peer or CDN PoP can find a shortest path to receiver from the simplified
graph and if we can find a sender, chunks are scheduled accordingly. However, if there
is no such sender again, it means that all the links connecting receiver to the CDN
PoP or the possible senders are full. Therefore, peer i will be tried in the next interval,

which may cause buffering and freeze event for peer .

Algorithm 10: Low Buffer P2P Scheduling

Input : peers, G,

=

foreach peers; € buf ferGroupsy do

2 if peers;.hasDownlink BW (reqBW') then

3 urgentChunk = peers;.buf fer;

4 if IcheckSameNodePeer Receiving(peers;, urgentChunk) then

5 sender = closest Peerw PacketwUpBW (peers;, urgentChunk, G);
6 if (sender == —1)&&(peercpn.hasUplink BW (reqBW)) then
7 if spPaths[peercpn, peers;].hasBW (reqBW) then

8 L sender = peercpy;

9 if sender! = —1 then

10 if sender! = peercpy then

11 ‘ packets = packetsin(sender, window Packets(peers;));
12 else

13 L packets.add(urgentChunk);

14 assignChunks(sender, peers;, packets, urgentChunk);

15 else

16 rerouting(G,reqBW);
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Rerouting means that (i) the WebRTC data channel between the sender and the
receiver will be closed and a new data channel with another path will be created, (ii)
SDN controller will change the rules in the switches in both paths, which we consider
as signalling overhead, (iii) after receiving event, the same procedure will be repeated
to go back to the shortest path case. Because of these drawbacks, rerouting is an

undesirable event.

Algorithm 11: Chunk Assigning

Input : sender,receiver, packets, urgentChunk;

1 interval = 0;

N

path = spPaths[sender, receiver];

while len(packets)! = 0 do

w

/* If there is an urgent packet, it is scheduled firstly.
Otherwise, packet is chosen randomly from window packets */

4 if (interval == 0)&&(urgentChunk! = —1) then

5 packet = urgentChunk;

6 else

7 packet = select Randomly(packets);

8 if interval + len(path) < schedulingInterval then

9 sendingsender-add([sender, receiver, packet, path));

10 if sender == peercpy then

11 ‘ receivingC D Nyeceiver-add([sender, receiver, packet, pathl);
12 else

13 L receiving eceiver-add([sender, receiver, packet, pathl);
14 interval + +;

15 packets.remove(packet);

16 else

17 break;
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Algorithm 12: Rerouting

N
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Input : G,reqBW;

/* Exclude links whose available bandwidth is less than reqBW .
*/

Create graph G, such that V Link € G, > reqBW;

sender = closest PeerwPacketwUpBW (peers;, urgentChunk, Gpey);

if (sender == —1)&&(peercpn.hasBW (reqBW)) then

if bfs(peercpn, peers;).hasBW (regBW) then

L sender = peercpn;

if sender! = —1 then
if sender! = peercpy then

‘ packets = packetsin(sender, window Packets(peers;));
else

L packets.add(urgentChunk);

assignChunks(sender, peers;, packets, urgentChunk);
reroutingCount + +;

else

No possible sender is found. This peer will be tried in the next interval.

Algorithm 13: Incentive Aware P2P Scheduling

[ury

Input : peers;
foreach peers; € buf ferGroupsy do
while peers;.hasDownlink BW (reqBW) do
packets = window Packets(peers;);
sender =
findOptimumSender(peers;, packets, G, schedulingInterval);
if sender! = —1 then
‘ assignChunks(sender, peers;, packets, —1);
else

L break;
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Algorithm 14: Calculation of the Optimum Sender Peer for Window Packets
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Input : receiver, packets, G, schedulingInterval;

Output: sender;

/* This function calculates the closest peer (with upload capacity
and available bandwidth on the path) that can send the maximum
number of packets, which are included in receitver’s window, in
schedulingInterval . */

total Packet = 0;

sender = —1;

for i <— 0 to len(peers) do

if |sameNodePeers(peers;, receiver) then

path = spPaths[peers;, receiver];

if (len(path) <= schedulingInterval)&& (path.hasBW (reqBW))
&&(peers;.hasUplink BW (reqBW)) then

maxPacket = floor(schedulingInterval [len(path));

packetList = packetsin(peers;, packets);

/* Choose peers; if it is the peer that can send the
maximum number of packets. */

if (len(packetList) > total Packet)&&(mazxPacket > total Packet)

then

if len(packetList) > maxPacket then

total Packet = maz Packet;

sender = peers;;

else

total Packet = len(packet List);

sender = peers;;

/* Choose peers; if packet number is the same; however,
hop count is less. */
else if (len(packetList)! = 0)&& (len(packet List) ==
total Packet)&&((maxPacket > total Packet) then
prevHop = len(spPath[sender, receiver]);
if prevHop > len(path) then

L sender = peers;;

Return sender;
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We include the details of incentive aware P2P scheduling in Algorithm 13. This
scheduling is performed for the cases of normal, high and very high buffer status
groups. As the peers are sorted according to their incentive points in a decreasing
order, the peers with high incentive points are prioritized. For each peer in group,
while it has available downlink bandwidth, the optimum sender for window packets
is found as described in Algorithm 14 and the scheduling is made accordingly.

The function supplied in Algorithm 14 calculates the closest peer with upload
capacity and available bandwidth on the path that can send the maximum number
of chunks, which are included in receiver’s window, in schedulingInterval. For each
peer ¢ that is not directly connected to the switch receiver is directly connected to
and has available uplink bandwidth, shortest path is checked if its size is less than
schedulingInterval and if it has available bandwidth (lines 4-7). If this condition
holds, the maximum number of chunks peer ¢ can send in schedulingInterval is
found in line 8 and the chunks in peer ¢ from window of receiver are found in line
9. Between lines 10-16, the algorithm checks if peer i is the peer that can send the
maximum number of chunks in schedulingInterval from packetList, it is assigned
as the sender peer. In addition, if the maximum number of packets from packetList
that peer i can send is the same, yet the total hop count to the receiver is less than
the previously assigned sender peer, peer 7 is chosen as the sender peer. Lastly, the

sender information is returned.

3.2.1 Complexity Analysis of Centralized Chunk Scheduling

The complexity of forming the multicast tree is found as following. As the shortest
path values between all nodes have already been found in the the neighborhood for-
mation phase, Dijkstra is not solved at each iteration of the multicast tree formation.
Therefore, the complexity is found as O(|V||E|), where |V| denotes the vertices and
|E| denotes the edges in the graph.

The complexity of the startup phase of the P2P scheduling depends on the time

needed for all the peers to have a predetermined number of chunks in their buffer



44 Chapter 3: Implementation

denoted as ty, and the number of peers in the service denoted as p. The complexity
is found as O(tgplogp).

The complexity of the post-play phase of the P2P scheduling depends on the time
needed for all the peers to receive all the chunks denoted as t;, the number of peers
in the service denoted as p. Grouping and sorting the peers is of complexity O(p +
(4plogp)) as p number of peers are being grouped and then four sorting operations
are being made. Each buffer group scheduling operation introduces a complexity of
O(p?) as the algorithm tries to find a sender peer for each receiving peer. Sorting peers
according to their proximity to CDN PoP is of complexity O(plogp). Lastly, CDN
pull scheduling operations introduce O(p?) because the rest of the peers are checked if
they do not have the window packets of receiving peer. Totally, the complexity of post-
play P2P scheduling has a time complexity of O(t,((4plogp)+(4p*)+(plog p)+(p?))),
which can be approximated as O(tp?).

Totally, the complexity of P2P centralized chunk scheduling can be formulated
as O((|V||E]) + (toplogp) + (t1p*)). Knowing that #y is smaller than t;, we can
approximate the total complexity as O((|V||E|) + (t1p?)).

3.3 Traffic Engineering

There are three different jobs of TEM module. First, SDN controller instructs TEM
module to find the shortest paths between each peer and also the shortest paths be-
tween CDN PoP and the peers at the beginning of the live video service and these
path information are used from the memory in each iteration of the proposed methods
to decrease the time complexity of the procedures. Second, SDN controller instructs
TEM module to find the multicast paths for each neighborhood group after the neigh-
borhoods are formed. After TEM constructs the multicast tree and finds the leaf peers
of each peer and CDN PoP, it notifies the SDN controller, which makes the related
resource reservation. The startup phase of the centralized chunk scheduling continues
on these multicast paths determined. The third task of TEM module is in an event

of rerouting. When rerouting is needed, P2P APP notifies the SDN controller, which
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in return notifies the TEM module to solve a constrained path problem to obtain a

sender for the peer in buffer low status.

Resource reservation is not done per peer as it is not efficient to set queues between
all peers in a group. There is a group reservation for group of clients to CDN PoP,

which guarantees QoE requests between CDN and peers.

3.4 Chunk Transmission

There are two different ways a chunk can be transmitted in the proposed controllable-
P2P-assisted CDN video service: i) pull method from a CDN node with DASH, ii)
push method between the peers through WebRTC data channel. According to the
scheduler decision, each peer is instructed to upload scheduled chunks to the desti-
nation peers and to download the scheduled chunks with the determined download
method. In addition, each peer is instructed about the peers that are directly con-
nected to the same switch as itself earlier and for each received chunk, each peer sends

it to the peers in its list of same node peers.

Algorithm 15: WebRTC data channel chunk transmission: Sender side
Input: sending, dataChannel

1 maxUnit = 15000;

2 foreach sending message do

3 for i < 0 to len(sending) do

4 channel = dataChannel|this.id, sending;.receiver;
5 chunk = sending;.packet;

6 channel.send('chunk.ID chunk.size');

7 count = 0;

8 while count < chunk.size do

9 end = count + maxUnit — 1;

10 channel.send(chunk[count : end);

11 count = count + maxUnit;
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Algorithm 16: WebRTC data channel chunk transmission: Receiver side

10

11

12

13

14

15

16

17

18

19

20

21

22

Input : receiving, receivingC DN, dataChannel
Output: receivedChunks

chunkName = "none’;

chunkSize = 0;

foreach receiving message do

for i < 0 to len(receiving) do

channel = dataChannel|receiving;.sender, this.id);
if channel.onmessage then

if message.type == ST RING then
chunklD = message[0];

chunkSize = messagell];

else

received = received + message.size;

if received == chunkSize then
receivedChunks[chunkI D] = message;
chunkName = 'none’;

chunkSize = 0;

received = 0;

send(sameN ode Peersps ia, message);

foreach receivingC DN message do
for i <— 0 to len(receivingCDN) do
receivedChunks[receivingC D N;.packet] =
dashRequest(receivingC' D N;.packet);

send(sameN ode Peer supis ia, receivedChunks|receivingC D N;.packet));

return receivedChunks;
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The chunk transmissions between the peers are implemented through the WebRTC
data channel. The sender side of WebRTC data channel chunk transmission is ex-
plained in Algorithm 15. Each peer with a sending message behaves as the sender
side for chunk transmission. After the chunk and receiver information is gathered
from the sending; message, the chunk ID and chunk size is sent through the data
channel. Then, the chunk is put to the path in MTU units.

The receiver side of the WebRTC data channel chunk transmission is depicted in
Algorithm 16. For each receiving; message, the receiver side starts listening to the
related data channel. After obtaining the chunk ID and the chunk size, it receives
the chunk from the data channel as explained in lines 3-16. For each receivingC' DN
message, dash request is made to the CDN PoP and the chunk is sent by the CDN
PoP (lines 18-21).

3.5 Accounting

The proposed architecture includes accounting procedure in order to provide a fair
charging and incentive policy for P2P video streaming services.

The detailed information flow consists of the following steps:

1. P2P APP gives scheduling decisions.

2. For each scheduling decision, P2P APP passes the downloading and uploading

peer information with the amounts to the ISP accountant.

3. After the session ends, each ISP accountant calculates the incentive points of
each peer and passes the total downloaded chunk size information of each peer

to the content accountant through the SDN controller.

4. CDN APP gets the information from content accountant and charges all the

peers that joined the P2P video service.

As indicated in the information flow, ISP accountant has the information of the

amount of uploads and downloads of each client in its edge access network. While
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making scheduling decisions, P2P APP requests these information from the ISP ac-
countant and uses them to prioritize the high contributor peers, thus providing an

incentive policy.
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EVALUATION

4.1 Experimental Setup

We first implemented the proposed SDN-based controllable-P2P-assisted CDN service
in an emulation environment as a proof of concept. Then, we conducted large-scale

experiments in a simulation environment.

4.1.1  Emulation Environment

The emulation of the proposed architecture is done over an SDN testbed to prove
that the P2P chunks are transmitted through the WebRTC data channel according
to scheduling decisions. The topology of the edge access domain is realized as a partial
mesh topology using Mininet [Mininet, 2017] and OVS switches, which are connected
to the Floodlight SDN controller [Floodlight, 2017]. Mininet configuration is done
such that the Mininet hosts have access to the Internet through NAT as this access is
necessary for the configuration of WebRTC data channels. Also, one of the nodes is
denoted as CDN PoP in the edge access network. We implemented ISP accountant,
TEM, P2P APP, CDN APP and content accountant as web services running on
separate servers. These modules communicate with data-plane entities such as the
peers through JSON based APIs. The WebRTC signaling server is implemented with
node modules and we distribute HTML, CSS and JS codes to the browsers with node-
static command [Node, 2017]. WebSockets are used for the communication between

the browsers of the peers and the signaling server [Websocket, 2017].
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4.1.2  Simulation Environment

Performance of the proposed architecture is evaluated over a testbed featuring large-
scale SDN-based edge access network. As it is not possible to emulate hundreds of
hosts in Mininet [Mininet, 2017], we simulated this edge access network. In order
to obtain valid and applicable results, we used Waxman edge probability equation
(Equation 1.1) explained in Section 1.2.10 to generate the edge access network topol-
ogy graph. The peers are assigned to randomly chosen switches that are in the edge
access network. Some peers end up being connected to the same switches, which
is suitable to the real network conditions. The location of the CDN PoP is chosen
according to Algorithm 2. In addition, all the entities are implemented as described

in Section 4.1.1.

4.2 Experimental Scenarios

Key performance indicators (KPI) of the proposed managed hybrid CDN-P2P video

streaming services are as follows:
i) Network KPI

e rate of server load reduction
e rate of cross-ISP traffic reduction
e rate of overall bandwidth consumption reduction in the edge network

e number of rerouting events
i) Video Quality KPI
e number of freeze events
e average and maximum startup delay, also known as time to first bite (TTFB)

in CDN delivery services

4.2.1 Comparison of Client-Server vs. Managed P2P

In traditional DASH video services, peers pull all content directly from CDN nodes,
which results in higher overall bandwidth consumption, server load and possibly cross-

ISP traffic. In the proposed architecture, P2P service will reduce the load on CDN
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nodes. In addition, as the peers will be streaming from other peers which are in close
proximity to themselves, the bandwidth consumption will also decrease. Furthermore,
in a typical client-server video service, many of the peers may be outside the ISP of
the distributed CDN node, which will result in higher cross-ISP traffic when compared

to our proposed architecture, which only introduces a baseline of cross-ISP traffic.

4.2.2  Comparison of Multicast vs. Managed P2P

Multicast video services decrease the bandwidth consumption substantially. Therefore
we do not expect to see bandwidth consumption reduction when compared with our
proposed architecture. However, we expect to see cross-ISP traffic and server load
reduction in the proposed architecture. CDN node may have multiple leaves, which
will increase server load, according to the constructed multicast tree. Therefore, we
expect to see higher CDN utilization for multicast operations when compared with

the proposed architecture.

4.2.3  Comparison of Unmanaged vs. Managed P2P

The proposed managed P2P video service architecture avoids illegal and unauthorized
usage that is seen in unmanaged P2P services by the help of accountant modules.
In addition, the proposed controllable-P2P-assisted CDN service will only create a
baseline of cross-ISP traffic, while decreasing it when compared to the unmanaged

P2P video services.

4.3 Results

The results of this thesis is given in this section.

4.3.1  Emulation Results

The results of WebRTC transmission, whose algorithm is given in Section 3.4, is
given in this section. According to the centralized chunk scheduling decisions, the

chunks are transmitted via WebRTC data channel. Figures 4.1(a) and 4.1(b) depict
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Connected to the signaling server client.js:40:4
Got message {"type":"login","success":true} client.js:45:4
RTCPeerConnection object was created client.js:139:7
» RTCPeerConnection { localDescription: null, currentLocalDescription: null, client.js:140:7

pendingLocalDescription: null, remoteDescription: null, currentRemoteDescription: null,
pendingRemoteDescription: null, signalingState: "stable", canTrickleIceCandidates: null,
iceGatheringState: "new", iceConnectionState: "new" }

Channel created client.js:345:

&~ u»

Got message client.js:45:
{"type":"answer", "answer":{"type":"answer", "sdp":"v=0\r\no=mozilla...THIS IS SDPARTA-58.0.2
147308846608908589 0 IN IP4 0.0.0.0\r\ns=-\r\nt=0 0\r\na=fingerprint:sha-256
58:2F:42:24:75:87:11:41:4F:40:E1:69:14:FA:DO:C3:DA:E4:6B:0E:84:D6:DC:68:13:1B:62:0F:97:F3:2D:FE\r
\na=group:BUNDLE sdparta_O\r\na=ice-options:trickle\r\na=msid-semantic:WMS *\r\nm=application 9

DTLS/SCTP 5000\r\nc=IN IP4 0.0.0.0\r\na=sendrecv\r\na=ice-pwd:9522de5e02d3al5cae75a34af7c316e5
\r\na=ice-ufrag:7077784e\r\na=mid:sdparta_0\r\na=sctpmap:5000 webrtc-datachannel

256\ r\na=setup:active\r\na=max-message-size:1073741823\r\n"}}

Got message client.js:45:4
{"type":"candidate", "candidate":{"candidate":"candidate:0 1 UDP 2122252543 10.0.0.4 58374 typ
host", "sdpMid":"sdparta_0", "sdpMLineIndex":0}}

Got message client.js:45:4
{"type":"candidate", "candidate":{"candidate":"candidate:2 1 TCP 2105524479 10.0.0.4 9 typ host
tcptype active","sdpMid":"sdparta 0", "sdpMLineIndex":0}}

checking client.js:152:50
connected client.js:152:50
channel opened client.js:357:9
212.488: File is BigBuckBunny_2s17.m4s 11935 Thu Dec 21 2017 09:52:16 GMT+0300 (+03) common.js:4:3
sent:BigBuckBunny 2s17.m4s 11935 client.js:390:2
sent: 11935 type: object client.js:400:4
b ArrayBuffer { byteLength: 11935 } client.js:402:4

(a)

Connected to the signaling server client.js:40:4
RTCPeerConnection object was created client.js:139:7
» RTCPeerConnection { localDescription: null, currentLocalDescription: null, client.js:140:7

pendinglocalDescription: null, remoteDescription: null, currentRemoteDescription: null,
pendingRemoteDescription: null, signalingState: "stable", canTrickleIceCandidates: null,
iceGatheringState: "new", iceConnectionState: "new" }

Got message client.js:45:4
{"type":"offer","offer": {"type":"offer","sdp":"v=0\r\no=mozilla...THIS IS SDPARTA-58.0.2

62632429616111425 0 IN IP4 0.0.0.0\r\ns=-\r\nt=0 0\r\na=fingerprint:sha-256
B6:B2:B9:92:B5:6E:F6:42:78:BA:A8:3C:94:E2:38:54:E7:06:F9:65:0D:4A:CE:D3:E9:95:F6:8D:C5:87:9A:FE\r
\na=group:BUNDLE sdparta O\r\na=ice-options:trickle\r\na=msid-semantic:WMS *\r\nm=application 9

DTLS/SCTP 5000\r\nc=IN IP4 0.0.0.0\r\na=sendrecv\r\na=ice-pwd:0fal972fd4309a5604deeaelb2fb1062
\r\na=ice-ufrag:553e6d3b\r\na=mid:sdparta_0\r\na=sctpmap:5000 webrtc-datachannel
256\r\na=setup:actpass\r\na=max-message-size:1073741823\r\n"}, "name": "host1"}

Got message client.js:45:4
{"type":"candidate", "candidate":{"candidate":"candidate:0® 1 UDP 2122252543 10.0.0.1 53527 typ
host", "sdpMid":"sdparta 0", "sdpMLineIndex":0}}

Got message client.js:45:4
{"type":"candidate", "candidate":{"candidate":"candidate:2 1 TCP 2105524479 10.0.0.1 9 typ host
tcptype active®,"sdpMid":"sdparta 0", "sdpMLineIndex":0}}

checking client.js:152:50
connected client.js:152:50
Data channel is created! client.js:158:10
channel opened client.js:174:13
received:BigBuckBunny 2s17.m4s 11935 client.js:196:3
208.030: Received Message 11935typeobject common. js:4:3
» Blob { size: 11935, type: "" } client.js:225:7
received size: 11935 client.js:227:10

(b)

Figure 4.1: Emulation results: (a) console output for sender, and (b) console output
for receiver.
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Table 4.1: « and 3 values according to the number of nodes.

Total Number
of Nodes

100 | 150 | 200 | 250 | 300 | 350 | 400 450 500

0.05 | 0.04 | 0.035 | 0.03 | 0.025 | 0.02 | 0.0175 | 0.0165 | 0.015
) ) 5 D 8 10 10 10 10

the console outputs for sender and receiver, respectively. From this figure, we can

conclude that the chunks are being transmitted by the WebRTC data channel.

Firstly, both the sender and the receiver connect to the signalling server. The
data channel between the sender and the receiver is opened after all the messaging
necessary is completed. Then, the sender puts the chunk on the WebRTC data channel

and the receiver end outputs that the chunk arrived.

4.3.2  Topology Results

We included the results regarding the edge access network topology creation in this
section. As indicated Waxman edge probability equation (Equation 1.1) explained in

Section 1.2.10 is utilized.

The parameters a and 3 change the density of short and long edges. Figure 4.2
show different topology graphs for 100 nodes for different o and 5 values. One can
observe that the best graph is generated in Figure 4.2(e). Figures 4.2(a) and 4.2(c)
does not have enough edges, while the edge density is too heavy in Figures 4.2(b) and
4.2(d). Conducting this experiment for several cases with different number of nodes,
we obtained a and g values according to the number of nodes ranging from 100 to

500. Table 4.1 demonstrates these results.

Figure 4.3 depicts generated topology graphs for 100,300 and 500 nodes with the

appropriate o and 3 values.
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Figure 4.3: Generated topology graphs with appropriate o and S values:

(a) 100

nodes with a = 0.05 and § = 5, (b) 300 nodes with v = 0.025 and 5 = 8, and (c) 500

nodes with o = 0.015 and 8 = 10.
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4.8.8  Group Formation Results

Neighborhood formation results are taken with both of the methods introduced in
Section 3.1, in Algorithms 4 and 5 for edge access networks of 5 different sizes for 3

different k values, which are as following;:

i) Topology 1: 100 switch - 100 peer, k = 2,3, 4,
ii) Topology 2: 200 switch - 200 peer, k = 2,3, 4,
iii) Topology 3: 300 switch - 300 peer, k = 3,4, 5,
iv) Topology 4: 400 switch - 400 peer, k = 4, 5,6,

v) Topology 5: 500 switch - 500 peer, k = 5,6, 7.

Results for topology 1,2,3,4 and 5 can be seen in Figures 4.4, 4.5, 4.6, 4.7, and
4.8, respectively. CDN PoP is indicated by a big black dot and as it can be seen it
is in close proximity to the center and has multiple direct links. Each neighborhood
group is indicated by a different color and the switches with a direct peer connection
are shown with colored little dots.

The graphs on the left are taken with the K-means with hop count algorithm
explained in Section 3.1, in Algorithm 4, and the graphs on the right are taken with
CDN PoP location aware K-means with hop count algorithm explained in Section
3.1, in Algorithm 5. The results for 100 switch and 100 peer is the worst as the total
number of peers receiving the service is already small and also most of the switches
are in close proximity to each other. For the bigger topology sizes, K-means with
hop count algorithm creates nicely separated groups; however, some of the groups are
very far from CDN PoP which will introduce an increase in both the delay and the
bandwidth consumption. As delay increases more peers will have low buffer status,
which will in return increase the CDN load, too. When we observe the results of
CDN PoP location aware K-means with hop count, we can conclude that each group
is getting closer to CDN PoP diminishing the number of outages which will increase

the performance of the proposed architecture.
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Figure 4.4: Neighborhood group formation results for 100 switches and 100 peers:
(a) k = 2, Algorithm 4, (b) k = 2, Algorithm 5, (c) k = 3, Algorithm 4, (d) k =
3, Algorithm 5, (e) k = 4, Algorithm 4, and (f) k = 4, Algorithm 5.
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Figure 4.5: Neighborhood group formation results for 200 switches and 200 peers:
(a) k = 2, Algorithm 4, (b) k = 2, Algorithm 5, (c) k = 3, Algorithm 4, (d) k =
3, Algorithm 5, (e) k = 4, Algorithm 4, and (f) k = 4, Algorithm 5.
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Figure 4.6: Neighborhood group formation results for 300 switches and 300 peers:
(a) k = 3, Algorithm 4, (b) k = 3, Algorithm 5, (c) k = 4, Algorithm 4, (d) k =
4, Algorithm 5, (e) k = 5, Algorithm 4, and (f) k = 5, Algorithm 5.
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Figure 4.7: Neighborhood group formation results for 400 switches and 400 peers:
(a) k = 4, Algorithm 4, (b) k = 4, Algorithm 5, (c) k = 5, Algorithm 4, (d) k =
5, Algorithm 5, (e) k = 6, Algorithm 4, and (f) k = 6, Algorithm 5.
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Figure 4.8: Neighborhood group formation results for 500 switches and 500 peers:
(a) k = 5, Algorithm 4, (b) k = 5, Algorithm 5, (c) k = 6, Algorithm 4, (d) k =
6, Algorithm 5, (e) k =7, Algorithm 4, and (f) k =7, Algorithm 5.
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4.8.4  Video Streaming Results

Video streaming results are taken for the experimental scenarios introduced in Section

4.2 for edge access networks of 5 different sizes, which are as following:
i) 100 switch - 100 peer, k = 2, 3,4, max link BW (Mbits/s) = 3,6, 15, 30,60, 120,

ii) 200 switch - 200 peer, k = 2, 3,4, max link BW (Mbits/s) = 3,6, 15, 30,60, 120,

( )
iii) 300 switch - 300 peer, k = 3,4, 5, max link BW (Mbits/s) = 3,6, 15,30, 60, 120,
( )

)
)
iv) 400 switch - 400 peer, k = 4,5,6, max link BW (Mbits/s) = 3,6, 15, 30,60, 120,

)

v) 500 switch - 500 peer, k = 5,6,7, max link BW (Mbits/s) = 3,6, 15, 30,60, 120,

Each experimental scenario is tested with both of the neighborhood formation
algorithms. The animation video 'Big Buck Bunny’ found in [ITEC, 2020] is used in
the video streaming tests and for the HD tests we used chunk duration of 6 seconds
with (i) 2,5 Mbit/s, 1920x 1080, average chunk size of 1.5Mbit, and (ii) 8,0 Mbit/s,
1920x 1080, average chunk size of 2.5Mbit. The former will be denoted as HD1 and
the latter will be denoted as HD2 from here on. Each test run is repeated 20 times

and then the mean and the standard variation values are found.

Rerouting Event Count Results

Rerouting introduces signalling overhead for the SDN controller because the rules
in the switches are updated with each rerouting event. As the signalling overhead
increases, the deployment of the proposed architecture cannot be realised. Therefore,
we checked the rerouting counts for each of our tests. Total of 3600 test runs are
done and the results including both the mean and the standard deviation for HD1
and HD2 are given in Tables 4.2 and 4.3, respectively.

The rerouting count values are mostly zero as it can be seen from the given tables.
For both HD1 and HD2, we observe a few tolerable rerouting count results which
are in the range of 0 to 5 with small standard variation values given in green colored
cells. These are denoted as tolerable because such small values will not create a big

signalling overhead for the SDN controller. However, we observed a high rerouting
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Table 4.2: Rerouting results for HD1.

Maximum Bandwidth per Link

Grouping
Topology k 3Mbit /s 6Mbit /s 15Mbit /s 30Mbit /s 60Mbit /s 120Mbit /s
Algorithm
Mean o Mean o Mean o Mean o Mean o Mean o
4 ] 0 0 0 0 0 0 4] 0 0 0 0
2
5 0 0 0 0 0 0 0 0 0 0 0 9
(1)
4 0 0 0 0 0 0 0 0 0 0 0 0
100 switch 3
5 0 0 0 0 (] 0 0 0 o] 0 0 4]
100 peer
4 0.2 0.6 0.2 0.6 0 0 0 0 [¢] 0 0 0
4
5 0.2 0.6 0 0 0 0 0 0 0 0 0 9
4 0 0 0 0 0 0 0 0 0 0 0 0
2
5 o] 0 0 0 0 [¢] 0 4] 0 0 0 o]
(2)
4 0 0 0 0 0 0 0 9 0 0 0 9
200 switch 3
5 0 0 0 0 0 0 0 0 0 0 0 0
200 peer
4 0 0 0 0 0 0 0.2 0.6 0.2 0.6 0 Y]
4
5 0.2 0.6 0 0 [¢] 0 0 o] 0 0 0 0
4 0 0 0 0 0 0 0 0 0 0 0 0
3
5 0 0 0 0 0 0 0 0 0 0 0 0
(3)
4 o] 0 0 0 o] o] 0 [¢] 0 0 0 0
300 switch 4
5 0 0 0 0 0 0 0.2 0.6 0 0 0 9
300 peer
4 0 0 0 0 0 0 0 0 0 0 0 0
5
5 0.2 0.6 0 0 0.2 0.6 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0 0 0 9
4
5 0 0 0 0 0 0 0 0 0 0 0 0
(4)
4 0 0 0 0 0 0 0.15 0.53 0 0 1.45 4.6
400 switch 5
5 [¢] 0 0 0 0.27 0.68 0.15 0.53 0.17 0.55 0 o]
400 peer
4 0 0 0 0 0 0 0 9 0 0 0 0
6
5 0 0 0 0 0 0 0.2 0.6 0 0 0 0
4 ] 0 746.7 2793.8 0.18 0.57 0.2 0.6 ] 0 0 4]
5
5 0.15 0.53 0 0 0.18 0.57 0 0 0 0 0 9
(5)
4 0 0 0 0 0 0 0 0 0 0 0 0
500 switch 6
5 0 0 0 0 0 0 0 0 0 0 0 0
500 peer
4 [¢] 0 0 0 0.55 1.72 0 0 [¢] 0 (0] 0
7
5 0 0 0 0 0 0 0 9 0 0 0 9
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Table 4.3: Rerouting results for HD2.

Maximum Bandwidth per Link

Grouping
Topology k 3Mbit/s 6Mbit /s 15Mbit /s 30Mbit/s 60Mbit/s 120Mbit/s
Algorithm
Mean o Mean o Mean o Mean o Mean o Mean o
4 0 0 0 0 0 0 0 0 0 0 0 0
2
5 0 0 0 0 0 0 0 0 0 0 0 0
(1)
4 1.6 3.56 0 0 0 0 0 0 0 0 0 0
100 switch 3
5 1.6 4.8 0 0 0 0 0 0 0 0 0 0
100 peer
4 4 5.87 0 0 0 0 0 0 0 0 0 0
4
5 1.6 1.96 0.6 1.8 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0 0 0 0
2
5 0 0 0 0 0 0 0 0 0 0 0 0
(2)
4 2.6 7.16 0 0 0 0 0 0 0 0 0 0
200 switch 3
5 39.2 117.6 0 0 0 0 0 0 0 0 0 0
200 peer
4 1 3 0 0 0 0 0 0 0 0 0 0
4
5 2.6 6.07 0 0 0 0 0 0 0 0 0 0
4 0 0 0.4 1.2 0 0 0 0 0 0 0 0
3
5 0 0 0 0 0 0 0 0 0 0 0 0
(3)
4 0 0 0 0 0.6 1.8 0 0 0 0 0 0
300 switch 4
5 0 0 0 0 0 0 0 0 0 0 0 0
300 peer
4 0.4 1.2 0.4 1.2 0.4 1.2 0 0 0 0 0.2 0.6
5
5 0.2 0.6 0 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0.2 0.6 0 0 0 0
4
5 0 0 0.2 0.6 0 0 0 0 0 0 0 0
(4)
4 0 0 0 0 0 0 0 0 0 0 0 0
400 switch 5
5 0 0 0 0 0 0 0 0 0 0 0.2 0.6
400 peer
4 0 0 0 0 0 0 0 0 0 0 0 0
6
5 0 0 0.4 1.2 0 0 0 0 0 0 0 0
4 1 3 0 0 0 0 0 0 0 0 0 0
5
5 0 0 0 0 0 0 0.8 2.4 0 0 0 0
(5)
4 0.6 1.28 0 0 0 0 0 0 0.2 0.6 0 0
500 switch 6
5 0.8 2.4 0 0 0 0 0 0 0.2 0.6 0.2 0.6
500 peer
4 0 0 0 0 0 0 0 0 0 0 0 0
7
5 1 3 0 0 0.2 0.6 0 0 0 0 0.2 0.6
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value for topology 5, k=5, Algorithm 4, and 6Mbit/s maximum link bandwidth for
HD1 tests. Also for HD2, we observed a relatively smaller yet high value of rerouting
count for topology 2, k=3, Algorithm 5 and 3 Mbit/s of maximum link bandwidth
test run. We can say that there is signalling overhead for these two cases denoted by
the purple colored cells. The reason behind these two cases can be the insufficient
neighborhood formation method for the former and the insufficient link bandwidth
for the latter. For most of the cases, we observe zero rerouting count which means
that the centralized chunk scheduling algorithm makes the schedulings so that low
buffer status decreases amongst the peers and available paths are found even when
they are suffering from low buffer status. In addition, we can state that 3Mbit/s is
a very low bandwidth for HD2 case as we mostly observe nonzero rerouting counts.
Furthermore, the results show that Algorithm 5 performs better than Algorithm 4 as
we see more zeros for the case of Algorithm 5.

Looking at the results, we can conclude that the proposed architecture does not

cause heavy signalling traffic for the SDN controller and the edge network.

Freeze Event Count Results

Freeze event means that the peers receive chunks with delay. This is an undesirable
event for P2P video services. Therefore, it is checked at each run and the final results
for HD1 and HD2 including both the mean and the standard deviation can be seen
in Tables 4.4 nad 4.5, respectively. The purple colored cells denote the cases with
nonzero freeze event counts.

As it can be seen the mean of the freeze event count is mostly zero for HD1. The
only nonzero values obtained from the HD1 test are the ones with Algorithm 4, that
is why we can state that the neighborhood formation method was not good for those
cases. However for the tests with HD2, we observe more freeze events compared to
HD1. The results for maximum link bandwidth of 3Mbit/s are mostly nonzero and in
an unacceptable range. However, this is an expected result as 3Mbit/s is a very low

bandwidth for HD2 video. For the rest of the maximum link bandwidth values, we
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Table 4.4: Freeze event count results for HD1 (in seconds).

Maximum Bandwidth per Link
Grouping
Topology k 3Mbit/s 6Mbit /s 15Mbit/s 30Mbit /s 60Mbit /s 120Mbit /s
Algorithm
Mean o Mean 4 Mean o Mean o Mean o Mean o
4 0 0 0 0 0 0 0 0 0 0 0 0
2
5 0 0 0 0 0 0 0 0 0 0 0 0
(1)
4 0 0 0 0 0 0 0 0 0 0 0 0
100 switch 3
5 0 0 0 0 0 0 0 0 0 0 0 0
100 peer
4 0 0 0 0 0 0 0 0 0 0 0 0
4
5 0 0 0 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0 0 0 0
2
5 0 0 0 0 0 0 0 0 0 0 0 0
(2)
4 0 0 0 0 0 0 0 0 0 0 0 0
200 switch 3
5 0 0 0 0 0 0 0 0 0 0 0 0
200 peer
4 0 0 0 0 0 0 0 0 0 0 0 0
4
5 0 0 0 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0 0 0 0
3
5 0 0 0 0 0 0 0 0 0 0 0 0
(3)
4 0 0 0 0 0 0 0 0 0 0 0 0
300 switch 4
5 0 0 0 0 0 0 0 0 0 0 0 0
300 peer
4 0 0 0 0 0 0 0 0 0 0 0 0
5
5 0 0 0 0 0 0 0 0 0 0 0 0
4 0 0 4 12 0 0 0 0 0 0 0 0
4
5 0 0 0 0 0 0 0 0 0 0 0 0
(4)
4 0 0 7.1 22.4 0 0 0 0 0 0 3.67 11.6
400 switch 5
5 0 0 0 0 0 0 0 0 0 0 0 0
400 peer
4 0 0 0 0 0 0 0.4 1.1 0 0 0.4 1.3
6
5 0 0 0 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0 0 0 0
5
5 0 0 0 0 0 0 0 0 0 0 0 0
(5)
4 0 0 0 0 0 0 0 0 0 0 0 0
500 switch 6
5 0 0 0 0 0 0 0 0 0 0 0 0
500 peer
4 0 0 0 0 1.9 5.98 0 0 0 0 0.5 1.7
7
5 0 0 0 0 0 0 0 0 0 0 0 0
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Table 4.5: Freeze event count results for HD2 (in seconds).

Maximum Bandwidth per Link
Grouping
Topology k 3Mbit/s 6Mbit/s 15Mbit /s 30Mbit /s 60Mbit /s 120Mbit/s
Algorithm
Mean o Mean o Mean o Mean o Mean o Mean o
4 0 0 0 0 0 0 0 0 0 0 0 0
2
5 0 0 0 0 0 0 0 0 0 0 0 0
(1)
4 0 0 0 0 0 0 0 0 0 0 0 0
100 switch 3
5 0 0 0 0 0 0 0 0 0 0 0 0
100 peer
4 2.2 6.6 0 0 0 0 0 0 0 0 0 0
4
5 1.5 2.92 0 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0 0 0 0
2
5 0 0 0 0 0 0 0 0 0 0 0 0
(2)
4 0 0 0 0 0 0 0 0 0 0 0 0
200 switch 3
5 2220 6660 0 0 0 0 0 0 0 0 0 0
200 peer
4 7.3 22 0 0 0 0 0 0 0 0 0 0
4
5 4.4 9.4 0 0 0 0 0 0 0 0 0 0
4 3.7 7.5 0 0 0 0 0 0 0 0 0 0
3
5 0 0 0 0 0 0 0 0 0 0 0 0
(3)
4 0 0 0 0 0 0 0 0 0 0 0 0
300 switch 4
5 0 0 0 0 0 0 0 0 0 0 0 0
300 peer
4 0.7 2.2 0 0 0 0 0 0 0 0 0 0
5
5 0.7 2.2 0 0 0 0 0 0 0 0 0 0
4 11.7 35.1 0 0 0 0 0 0 0 0 0 0
4
5 0.7 2.2 0 0 0 0 0 0 0 0 0 0
(4)
4 0 0 0 0 0 0 0 0 0 0 0 0
400 switch 5
5 0 0 0 0 0 0 0 0 0 0 0 0
400 peer
4 0 0 0 0 0 0 0 0 0 0 0 0
6
5 2.9 8.8 0 0 0 0 0 0 0 0 0 0
4 2.92 8.8 0 0 0 0 0 0 0 0 0 0
5
5 10.2 30.7 0 0 0 0 0 0 0 0 0 0
(5)
4 33.7 91.5 0 0 0 0 0.8 2.4 0.7 2 0 0
500 switch 6
5 44.7 129 0 0 0 0 0 0 0 0 0 0
500 peer
4 0 0 13.9 41.8 1.3 3.97 0 0 0 0 0 0
7
5 1092 3276 0 0 0 0 0 0 0 0 0 0
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observe nonzero values for the cases with Algorithm 4 as in HD1. In addition, as the
topology size increases, the freeze event occurrence increases. The reason behind this
is that Algorithm 4 ignores the location of CDN PoP and the groups may end up far
from it, which hardens the process of pulling chunks from CDN PoP. Furthermore, we
can say that rerouting prevents freeze events because when the algorithm was able to
find a sender via rerouting, the receiver peer did not encounter freeze event according

to the results of rerouting and freeze event count given in related tables.

Startup Delay Results

Startup delay results are given separately for each edge access network size in Figures
4.9 and 4.10. The graphs on the left are for HD1, while the ones on the right are for
HD2. Also, the bars denote the average startup delay while the error bars indicate

the maximum startup delay in milliseconds.

For live video services, the startup delays less than 10 seconds are acceptable.
Therefore, we can easily say that maximum link bandwidth of 3 Mbit/s is not ac-
ceptable for HD1 with topology size of 300, 400 and 500 peers and for HD2 with any
topology size. In addition, maximum link bandwidth of 6 Mbit /s is not acceptable for
HD2 with topology size of 400 and 500 peers. Changing the number of neighborhood
groups also has an effect on the results; however, there is no significant difference
between the results with different & values. In addition, it is easily seen that when
the neighborhoods are formed with CDN PoP location aware K-means with hop count
method that is proposed in this thesis, both the average and the maximum startup
delays decrease. As for the maximum startup delays we observe very high results for
topologies with 400 and 500 peers as Figure 4.10 depicts. The reason of these high
peaks is the neighborhood formation method. When the topology size is big and the
method in Algorithm 4 is used for the neighborhood formation, some groups end up

very far from CDN PoP, which increases the maximum startup delay results.
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Figure 4.9: Average and maximum startup delay results: (a) topology 1, HD1, (b)
topology 1, HD2, (c) topology 2, HD1, (d) topology 2, HD2, (e) topology 3, HD1,
and (f) topology 3, HD2.
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Figure 4.10: Average and maximum startup delay results: (a) topology 4, HD1, (b)
topology 4 , HD2, (¢) topology 5, HD1, and (d) topology 5, HD2.

Further details about the comparison of Algorithm 4 and 5 are supplied in Figure
4.11, which for each topology size. This figure shows the reduction percentage of
both the average and the maximum startup delay when CDN PoP location aware
neighborhood formation method is preferred over the other method introduced. As
it can be seen Algorithm 5 performs better than Algorithm 4 and it performs even
better as the topology size increases. For smaller topologies, the probability of a group
being far from CDN PoP is smaller; therefore, the reduction percentage between two
methods is not as high as in bigger topologies. In addition, we observe that the
reduction percentage of maximum startup delay in comparison to that of average

startup delay increases as the topology size increases because of the reasons stated.
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Figure 4.11: Startup delay reduction percentage with Algorithm 5 in comparison to
Algorithm 4: (a) topology 1 - average value, (b) topology 1 - maximum value, (c)

topology 2 - average value, (d) topology 2 - maximum value, (e) topology 3 - average
value, (f) topology 3 - maximum value, (g) topology 4 - average value, (h) topology

4 - maximum value, (i) topology 5 - average value, (j) topology 5 - maximum value.
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Figure 4.12: Average startup delay vs. topology size: (a) HD1, and (b) HD2.
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Figure 4.13: Maximum startup delay vs. topology size: (a) HD1, and (b) HD2.
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Finally, the average and the maximum startup delay versus topology size graphics
are given in Figures 4.12 and 4.13, respectively. For each bandwidth value, we took
the mean value of the results with different & values. These figures state the fact that
increasing the topology size, increases the startup delay. Also, both figures show that
Algorithm 5 performs better than Algorithm 4 and we can state that the difference
between these two methods is much higher for the maximum startup delay results

because of the outage neighborhood groups in the edge access network.

Determination of the Number of Neighborhood Groups (K )

Changing the parameter k, which denotes the number of neighborhood groups in the
edge access network, ends up changing the startup delay and the total CDN load of

the edge while making an insignificant difference in average bandwidth consumption.

Figure 4.14 depicts the average startup delay for maximum link bandwidth of
120Mbit /s for each topology size. It can be seen that increasing the number of
groups, creates a tendency to decrease in the average startup delay for CDN PoP
location aware grouping method as the groups come closer to CDN PoP and the
average number of peers in a group decrease. However; for the method without CDN
PoP location awareness, increasing the number of groups bring some groups further

away from CDN PoP which ends up increasing the average startup delay.

The results of total CDN load for maximum link bandwidth of 120Mbit/s for each
topology size is shown in Figure 4.15. As it can be seen increasing the number of
groups increase the total CDN load for each case. The reason behind this situation
is that the CDN PoP needs to send all the chunks to each group, which directly
increases the total CDN load.

Examining the results given in Figure 4.14 and 4.15, we can conclude that the
determination of the number of groups in an edge access network depends on the
service requirements. If a lower startup delay is needed than the k value should be

increased with the cost of increasing the total CDN load and vice versa.
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Bandwidth Consumption Results

The results obtained for the bandwidth consumption reduction can be seen in Fig-
ure 4.16 for all topology sizes. We compared our proposed architecture with the
client-server approach and also we took some results regarding the comparison be-
tween multicast and client-server to observe how close is the results of our proposed

architecture to the reduction multicast creates.

Firstly, we can state that the standard variation values for these results are close
to zero and changing the k value did not have a significant effect on the results. There-
fore, we gave the results as the mean values of the results with different & values for
both methods introduced in Algorithms 4 and 5. We can easily see that the neighbor-
hood formation algorithm does not have a big effect on the results as both algorithms
try to decrease the total hop counts between peers in a group. In addition, it can
be seen that the bandwidth consumption reduction percentage of multicast compared
with the client-server approach is always higher than the bandwidth consumption
reduction percentage of the proposed P2P architecture compared to the client-server
approach. This is an expected result as multicast is known to decrease the bandwidth
consumption substantially. Also, the results for different maximum link bandwidth
values does not differ a lot as it can be seen from Figure 4.16. Therefore, to observe
the approximation to multicast approach, we also include the bandwidth consumption
reduction percentage versus topology size for 120 Mbit/s in Figure 4.17. As it can
be seen from the figure, as the topology size increases, the bandwidth reduction per-
centage of the proposed P2P architecture approximates to that of multicast approach
more. For smaller topologies, the multicast tree has less branches, which increases its
bandwidth reduction more. As the topology size increases, the number of branches in
the multicast tree increase and therefore our proposed architecture approximates to
multicast approach more. As a result, we can conclude that the bandwidth reduction
percentage of the controllable-P2P-assisted video service architecture is in a desired

range.
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Figure 4.16: Bandwidth consumption reduction percentage results: (a) topology 1,
HD1, (b) topology 1, HD2, (c) topology 2, HD1, (d) topology 2, HD2, (e) topology
3, HD1, and (f) topology 3, HD2, (g) topology 4, HD1, (h) topology 4 , HD2, (i)

topology 5, HD1, and (j) topology 5, HD2.
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Figure 4.17: Bandwidth consumption reduction percentage vs. topology size for
maximum link bandwidth of 120 Mbit/s: (a) HD1, and (b) HD2.

CDN Load Results

One of the main goals of the P2P architectures is to decrease the server (CDN) load.
Therefore, we compared the CDN load reduction of our proposed architecture with
both client-server and multicast. The results are supplied in Figure 4.18 for each

topology size.

The results are given as the mean values of the results with different k& values for
both the Algorithm 4 and 5 as we did not observe significant differences between the
CDN load reduction percentage results with different &k values. Figure 4.18 shows that
the proposed architecture creates a CDN load reduction percentage of nearly %100
for both HD1 and HD2. This shows that only %1 - %2 of the chunks are pulled from
the CDN PoP when the proposed architecture is deployed. In addition, we compared
the proposed architecture with multicast, too. Results show that there is at least %20

reduction on the CDN load when compared with multicast.

When we compare the results taken with Algorithm 4 and 5, it may seem the
results are not being affected by the method used for neighborhood formation. How-

ever, CDN PoP location aware neighborhood formation outperforms the other group-
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Figure 4.18: CDN load reduction percentage results: (a) topology 1, HD1, (b) topol-
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Figure 4.20: CDN load reduction percentage vs. topology size for maximum link
bandwidth of 120 Mbit/s: (a) HD1, and (b) HD2.

ing method as it is shown in Figure 4.19. It seems as if there are small changes or
that Algorithm 4 has better results than Algorithm 5 in Figure 4.18. However, the
neighborhood formation method improves the performance of the multicast method,
too. Therefore, the percent reduction for Algorithm 5 seems less at some points. The
comparison is made clear with Figure 4.19, which compares the CDN load reduc-
tion percentage results of the two methods while all the other parameters are kept
constant. Figure 4.19 shows that the performance of Algorithm 5 is better in any

case.

Lastly, we supplied the CDN load reduction percentage versus topology size for
maximum link bandwidth of 120 Mbit/s for HD1 and HD2 in Figure 4.20. The
proposed P2P architecture shows a better performance than both the client-server
and the multicast approach. However, as the topology size increases, the superiority
of the proposed architecture compared to the multicast approach is decreasing. The
reason behind this fact is that multicast starts to perform better as the topology size
increases. Although the CDN load reduction percentage is decreasing as the topology
size increases when the proposed P2P architecture is compared with the multicast

approach, the proposed controllable P2P-assisted CDN architecture performs better
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than the multicast approach in each and every one of the tests conducted which is

the critical point.

Cross-1SP Traffic Results

In the proposed architecture, the groupings are made so that all the peers in a group
are subscribed to the same ISP and as the CDN PoP is placed in the edge network,
only a baseline of cross-ISP traffic is introduced which is the amount of chunks pulled
from the video server datacenter by the CDN PoP. However; for typical P2P video
services, peers with different ISP subscriptions may belong to the same neighborhood
group.

In order to show the results, we devised a two scenarios: (i) Scenario 1: only 1
peer from each group will create cross-ISP traffic and then distribute the chunks to
its group, and (ii) Scenario 2: only 2 peers from each group will create cross-ISP
traffic and then distribute the chunks to their groups. Let us assume that the peers
in the same neighborhood group are distributed to the ISPs uniformly and each ISP
is connected to each other in a mesh structure. Also, CDN PoP is placed in one of
these ISPs and it is directly connected to the video server domain. Therefore, each

exit for a chunk costs 1 cross-ISP traffic in terms of number of chunks.

The results are given in Figure 4.21 for these two scenarios and the proposed
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Figure 4.21: Number of chunks creating cross-ISP traffic vs. number of ISPs.
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architecture. As it can be seen the proposed architecture causes a baseline of cross-
ISP traffic of 100, where the number of chunks is 100. The results for the other two
scenarios increases linearly with the number of peers exiting its ISP. The results are
same for the case of one ISP as all the peers and the CDN PoP are in the same ISP.
However, as the number of ISPs in a group increase, the cross-ISP traffic created by

both Scenario 1 and Scenario 2 increases.
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CONCLUSION

In this thesis we have proposed an SDN-based controllable-P2P-assisted CDN
for HTTP adaptive live video streaming over edge access networks recognizing the
shortcomings of current CDN and P2P video solutions and the potential of SDN-based

edge cloud and edge-access network technologies.

The main contributions of this thesis are listed in Chapter 1. Mainly, integration
of hybrid P2P-CDN architecture with NSP edge clouds is a novel concept. Uncon-
trollable nature of P2P services is a critical problem and this architecture delivers a
solution to this issue, which in return makes it possible for all the parties involved
in P2P service to benefit. The proposed neighborhood group formation and the cen-
tralized chunk scheduling methods are both novel and they improve the performance
of the P2P video services. In addition, SDN-assisted cloud allows managing video
delivery; hence, video quality loss due to congestion within edge network domains is
avoided by means of this architecture. Therefore, it is possible to offer video services
with end-to-end quality guarantees. There are several other contributions explained

throughout this dissertation.

The proposed architecture and its components are explained in Chapter 2 in de-
tail. In this novel architecture, the edge access network consists of a group of peers
connected through the switches in the edge network and a multi-access edge com-
puting unit, which includes the aggregation switch, SDN controller, CDN PoP, and
five web servers namely, traffic engineering manager (TEM), ISP accountant, Peer-
to-Peer APP, content accountant, and CDN APP which communicate with the SDN
controller through REST API. An important feature of the proposed hybrid service
architecture is that both the CDN access by clients and P2P video streaming be-
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tween clients are controlled by the network service provider within each SDN-based

edge network domain to optimize video service key performance indicators.

Next, Chapter 3 gives all the details of the implementation method of the pro-
posed architecture. Neighborhood group formation is a dynamic procedure, which 1)
minimizes cross-ISP traffic, ii) minimizes total cost of all groups, and iii) brings each
group closer to CDN PoP. Next, chunk scheduling is implemented in a centralized
manner unlike typical P2P services in which the peers themselves give the scheduling
decisions. The centralized chunk scheduling avoids self-favoring and gives decisions
which are beneficial for all the peers. For the chunk transmission between peers,
WebRTC data channel is used as it introduces less delay. Lastly, accounting is done

in order to keep incentive scores and to charge each peer fairly.

Experimental details and the results of the thesis are given in Chapter 4. We firstly
implemented an emulation environment as a proof of concept. Then, the simulation
environment details and the experimental scenarios are supplied with the key perfor-
mance indicators. Random network topologies are created according to the Waxman
edge probability and the results show that appropriate o and g values ensure a good

density of edges in the topology graphs.

The neighborhood formation methods for the P2P component of the proposed
system, which are K-means with hop count and CDN PoP location aware K-means
with hop count, are tested with five different topology sizes with three different k
(number of neighborhood groups) values. The results show that the K-means with
hop count method nicely separates the groups according to the hop counts between
peers. This method does not take the location of CDN PoP into account; therefore,
some of the groups are formed far from CDN PoP which is an unwanted result.
Therefore, we further extended the K-means clustering method to make it CDN PoP
location aware. Results show that this method formed groups which are both close

to CDN PoP and also consisting of peers that are in close proximity to each other.

Finally, video streaming results are taken with two different qualities of the an-

imation video ’Big Buck Bunny’, both of which are HD. Chunk duration is chosen
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to be 6 seconds as the tests are for live video streaming. Video streaming tests are
also conducted with five different topology sizes with three different k values and
with six different values of maximum bandwidth per link and the results are obtained

according to the KPI given.

In terms of video quality KPI, the results of freeze event count show that CDN
PoP location aware K-means with hop count formation method improves the cen-
tralized chunk scheduling by avoiding any freeze event for any peer except the case
for very low bandwidth values, which are insufficient. Startup delay is another mea-
sure for P2P video services and delays below 10 seconds are tolerated. Accordingly,
we stated the acceptable ranges for each test case in this thesis. Our results show
that as the maximum bandwidth per link increases or the topology size decreases, the
startup delay decreases as expected. Also, the CDN PoP location aware neighborhood

formation method improves the results for startup delay KPI, too.

In terms of network KPI, overall bandwidth consumption reduction results are
taken in comparison to the client-server video delivery service and we observed that
the results approximate the reduction multicast approach creates over client-server,
which is considered a good result as multicast is known to reduce the bandwidth
consumption in huge amounts. CDN load reduction percentage results are taken in
comparison to both client-server and multicast. The results indicate that the proposed
architecture performs better than both client-server and multicast in terms of CDN
load reduction. Regarding the rerouting event count results, we mostly did not observe
any rerouting or observed insignificant amounts of rerouting. However, when the K-
means with hop count algorithm is used for the neighborhood formation or when there
is not enough bandwidth to serve the requested quality, high rerouting event counts
are observed. Lastly, the results regarding the cross-ISP traffic are included and they
show that the proposed architecture creates only a baseline of cross-ISP traffic, while
the cross-ISP traffic introduced to the network increases with the number of peers
receiving chunks from different ISPs and the number of ISPs in the edge domain in

typical P2P video services.
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Changing the number of neighborhood groups (k) has an effect on the startup
delay and the total CDN load. Increasing the k value creates a tendency to decrease
in startup delay and an exact increase in total CDN load. Therefore, we concluded
that k parameter should be chosen according to the criteria of the service knowing
these two facts.

To conclude, proposed controllable-P2P-assisted CDN for HTTP adaptive live
video streaming over edge access networks performs better than the state of the art
CDN or P2P video delivery services alone according to our KPI as the results suggest.
In addition, this architecture is the first integrating P2P-assisted services with SDN,
WebRTC and edge computing technologies to the best of our knowledge.
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