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ABSTRACT

The Automatic Speaker Verification (ASV) systems are developed to discriminate
the genuine speakers from the spoofing attacks and they are also used as a security
application in various industries (e.g., Banking and telephone-based systems). The
spoofing countermeasure systems (SCS) are important for the ASV systems to pro-
tect themselves against spoofing attacks. In general, the SCSs are developed using
the cross entropy loss function and the softmax classification layer to perform the
best classification scores. Even though the softmax function is popularly used as a
classification layer for the deep neural network tasks, it increases the uncertainty of
the estimated class probabilities by squishing the probabilistic predictions of the pre-
dictive models. The aim of this work was to decrease uncertainty of the conventional
cross entropy metrics and softmax function SCS by using the Bayesian approach. To
accomplish this, multiple SCSs were developed to outperform the base system of the
Automatic Speaker Verification Spoofing and Countermeasures 2017 Challenge. The
Bayesian approach was applied to the best model (e.g., the model which performed the
lowest EER score) to decrease the uncertainty of the conventional cross entropy met-
rics and softmax function SCS. The uncertainty of the both systems were compared
with the probability distribution function, AUC value and the ROC curve. As it can
be observed from the ROC curve, the Bayesian network decreased the uncertainty of
the conventional cross entropy metrics and softmax function SCS by increasing AUC
value 14%. Also the Bayesian network has provided the lowest EER score (16.79%)

by outperforming the base system of the ASV spoof 2017 challenge.
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OZETCE

Otomatik Konugmaci Dogrulama (OKD) sistemleri, ger¢ek konugmacilari, sahte konus-
macilardan ayirt edebilmek icin ve ayni zamanda bazi sektérlerde (Orn; Bankacilik,
telekominikasyon) giivenlik sistemi olugturma amaci ile kullanilmaktadir. Sahte konus-
mact onleme (SKO) sistemleri, OKD sitemlerinin kendilerini sahte konugmacilara
kars1 koruyabilmeleri acisindan biiyiik énem tasimaktadir. Genellikle SKO sistemleri,
en iyi stniflandirma performansini elde edebilmek i¢in, capraz entropi kaybi fonksiyonu
ve softmax simiflandirma fonksiyonu kullanarak geligtirilirler. Softmax simiflandirma
fonksiyonu derin 6grenme alanmda bircok defa kullanilmasma ragmen, SKO sis-
temlerinin tirettigi tahmini olasilik degerlerinde sikigtirilmaya sebep olarak, olasilik
degerlerinin belirsizlik 6lgiimlerinde artisa sebep olabilmektedir. Bu aragtirmanin asil
amaci, Bayes teorisini kullanarak geleneksel ¢apraz entropi kaybi ve softmax fonksiy-
onu SKO sistemlerindeki softmax kaynakli belirsizlik degerlernin diismesini sagla-
maktir. Bunu yapabilmek icin, Otomatik Konugmaci Dogrulama ve Sahte Konus-
maci Onleme (OKDSKO 2017) 2017 yarismasina birden fazla SKO sistemi gelistir-
ilmigtir ve bu sistemlerin arasindan en yiiksek siiflandirma basarisim1 gosterebilen
sisteme Bayes teorisi uygulanmigtir. Sistemlerdeki belirsizlik 6l¢iimlerini karsilagtir-
mak amaci ile Olasilik Dagilim Fonksiyonu (ODF), Egri Altinda Kalan Alan (EAKA)
ve Alict Operasyon Karakteristigi (AOK) egrisi kullanmilmigtir. Aragtirma sonucunda,
Bayes teorisi ile yapilandirilan sistemin, geleneksel ¢apraz entropi kaybi ve softmax
fonksiyonu SKO sisteminin EAKA degerini 14% yiikselterek, geleneksel sistemin be-
lirsizlik degerini diiglirdiigii gozlemlenmistir. Ayni zamanda, Bayes sistemi en bagarili
Esit Hata Oram (EHO) degerini iireterek (16.79%), OKDSKO 2017 yarigmasinda

kullanilan temel sistemden daha {istiin bir basar: elde etmistir.
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CHAPTER 1

INTRODUCTION

The Speaker Verification (SV) systems are developed to verify the claimed identity
of the person based on their speech recordings [1]. As the Artificial Intelligent (AI)
technology advances, the SV systems are automated by using machines to be more ef-
fective and efficient. Even though the Automatic Speaker Verification (ASV) systems
achieves remarkable accomplishments, the vulnerabilities against spoofing attacks are

still considered as a problem.

In general, the ASV systems (text-independent or text-dependent)! develops with
the standard Gaussian Mixture Models (GMM) [1]. The work in [2], develops the
claim that the Joint Factor Analysis (JFA) and the GMM-UBM systems are able to
detect replay attacks when recordings of the target speakers were acquired by the
far-field microphone and replayed to the system by using a loud telephone speaker.
However, as mentioned in [3], the Hidden Markov Model (HMM) based systems were
able to outperform the GMM based systems. Also, the Support Vector Machine
(SVM) models, which were designed with a channel pattern noise-based approach,
were able to reduce the Equal-Error-Rate (EER) score of the target system by 30% [4].
As shown in [5], the SVM models were able to detect replay spoofing attacks, which
formed by combining the short recordings (e.g., a word) to generate a full sentence
to deceive the AVS systems and they were achieved an EER score of less than 10%.
These types of recordings were crucial for security applications, especially for the

banking industry (e.g., accessing the personal account). The work in [6], investigated

'In the text-dependent system, the recognition phrases were known before, and they do not change
afterwards. In a text-independent system, speakers are allowed to use any words or sentences.



the vulnerabilities of the ASV systems, which were developed with the HMM-UBM
and GMM-UBM models. Both of the models showed vulnerabilities against replay

spoofing attacks.

Even though the machine learning models (e.g., GMM, HMM) were able to im-
prove the robustness of the countermeasure systems, the realistic replay spoofing at-
tacks (e.g., almost identical with the genuine samples) were still an important thread

for the ASV systems.

The Automatic Speaker Verification Spoofing and Countermeasures 2017 Chal-
lenge (ASV spoof 2017) was organized to detect these vulnerabilities and it was in-
tended to develop robust spoofing countermeasure systems (SCS) by using the deep
neural network models to secure the ASV systems against realistic replay attacks [7].
The objective of the ASV spoof 2017 was to design robust SCSs that were able to
handle the generalization problem occurring in the ASV spoof 2017 dataset by de-
creasing the EER score of the base model (CQCC-GMM) of the challenge. The ASV
spoof 2017 dataset version 2.0 [8] was especially composed of challenging replay spoof
attacks that were developed to simulate ”out in the wild” conditions. Also, another
ASV spoof dataset was introduced to analyze the vulnerability of the ASV systems

against the spoofing attacks (replay attacks, speech synthesis and voice conversion)

[9]-

In this work, the four diverse SCSs were developed to outperform the EER score
of the base system of the ASV spoof 2017 challenge and the SCSs were trained on

the ASV spoof 2017 dataset version 2.0.

2https://datashare.is.ed.ac.uk/handle/10283/3055



Most of the SCSs were developed by using the cross entropy loss and softmax
function. The softmax function causes an uncertainty problem as a classification
layer in the predictive models [10]. For the industries, which security is the main
concern (e.g., Banking, call-centers), improving the confidence of the estimated class
probabilities will enhance the durability of their systems against spoofing attacks.
Therefore, an additional contribution is made to the ASV systems with the applica-

tion of the Bayesian approach which was introduced in [10].

To do this, the best performing (e.g., lowest EER) model was selected as the
conventional cross entropy metrics and softmax function SCS. The novel approach was
made by applying the Bayesian approach to the conventional cross entropy metrics
and softmax function SCS to decrease the uncertainty of the system. By the fact that,
two different approaches were in sight for the best performing SCS: the Bayesian
system, and the conventional cross entropy metrics and softmax function system.
The best epoch of the both systems were used to compare the uncertainty measures.
The probability distribution function, AUC value and ROC curve were employed as
performance metrics for this work. According to the AUC and ROC curve metrics,
the Bayesian approach was able to reduce the uncertainty of the conventional cross
entropy metrics and softmax function SCS successfully. In addition, the Bayesian
network has produced the overall best EER score among the other networks, which

were developed in this study.



CHAPTER 11

PROBLEM STATEMENT

The softmax classification layer squashes the probabilistic outputs of the predictive
models to make their sum equal to 1. By reason of the fact that, it increases the un-
certainty of the predicted class probabilities of the spoofing countermeasure systems.
This causes the ASV systems to be more uncertain about their predicted opinions,
which are produced for the spoof and genuine samples. In this thesis, the main con-
cern was to decrease the uncertainty of the conventional cross entropy metrics and
softmax function SCS. To do that, four SCSs were developed and the best performed
model was employed for the Bayesian approach. The probability distribution function

and ROC curve metrics are used for a measure of uncertainty in the systems.



CHAPTER III

BACKGROUND

3.1 Automatic Speaker Verification Technology

The Speaker Verification (SV) [11] technology advancements started decades ago.
The technological evaluation allows SV to be interpreted with artificial intelligence
techniques and making the process automated. The Automatic Speaker Verification
(ASV) [12, 13] technology was aspired to detect spoofing attacks by developing a
spoofing countermeasure systems. The general steps of the ASV systems are referred
to as; the acquisition of the speech data, the feature extraction process, the learning
process, and the decision process (e.g., accept or reject the input sample) [11]. The
speaker verification system decides if a speaker is who they claim to be. The SV tech-
nology is used to distinguish the non-synthetic or non-recorded human voices. On the
other hand, the speaker identification (SI) system aims to verify whether a speaker
is a specific person or not. The ASV technology can be formed as text-dependent [14]
and text-independent systems. In the text-dependent system, the recognition phrases
were known before, and they do not change afterwards [12]. In text-independent sys-
tems, speakers are allowed to use any words or sentences [12]. Consequently, the train
and test datasets can be completely different from each other. Therefore, between
the two of them, the text-independent systems are more challenging compared to the

other technology [12].

Ever since the discovery of the ASV system, there has been great advancements
in the technology. The efficiency, practicality, and utilizability of the ASV make it

seem remarkable to relevant sectors (e.g., Banking and call centers). The advanced



technology causes highly effective spoofing attack possibilities nowadays. That leads
to an urge to efficacious ASV systems to secure those industries, and also it leads
speaker verification systems to advance in time [15]. The other reason why researchers
are so interested in such systems can be explained by the unique formation of the hu-
man speech [16]. The speaking style, voice frequencies, and spectral magnitudes varies
according to each person [16]. Therefore, the speaker verification and identification
systems draw attention from some enterprises since the human voice is convenient
for the biometric authentication [17] and can be used as a personal signature. The
formation of speech signals provides opportunities to develop down-to-earth systems
for the banking industry, call centers, and telephone-based systems [18]. Even dough,
ASVs are low-cost and practicable, there is still an important amount of potential for
ASV systems to be threatened by spoofing attacks [13, 19]. In response to the threats,
scientists have sought to advance effective approaches to anti-spoofing like spoofing

countermeasure systems.
3.2 Spoofing

The spoofing attacks aim to deceive the automatic speaker verification system. The
spoofing attacks specifically designed to compromise reliability of the ASVs [20]. Each
type of spoofing attack was formed by a different kind of technique. To prevent those
attacks, a countermeasure system should be developed to consider the aspects of
each spoofing attack. Spoof attacks can be formed by a professional playback device
(e.g., replay attack) or a synthetic speech to impersonate a specific person synthetic
human-voice. In the following section, a detailed information is provided for some of

the spoofing attacks.
3.2.1 Voice Conversion

Voice conversion (VC) is a spoofing attack that is used to transform one speakers’

voice into another speaker [21, 13, 22]. Those voices originated from a real person,



and this makes them undetectable by countermeasure systems. State-of-the-art voice
conversion algorithms have proved themselves about fooling the ASV systems and
they even succeed to deceive the human listeners. The aim of the voice conversion
attacks is, to convert the voice of the original speaker (X) to the target speaker (Y)

by using the conversion function F with conversion parameters Q [21, 23].

Y=F(X, Q) (1)
3.2.2 Impersonation

Impersonation is the most commonly used spoofing attack. It aims to imitate the
voice of the target person and attempt to fool the ASVs by mimicking the vocal of
the target speaker [1]. Impersonation, generally imitates some characteristics of the
human voice; pitch register, the quality of the voice, dialect, prosody, and the style
of the speech [23]. The voice of the real speaker cannot imitate identically by an
impersonating attack. Therefore, this type of attacks deceives human listeners more

than the state-of-the-art ASVs[23, 24].
3.2.3 Speech Synthesis

In general, the speech synthesis (SS) uses a text-to-speech (TTS) technique to pro-
duce spoofing attacks. This technique aims to produce clear, realistic, and natural-
sounding speech samples from any designated text example. Those synthetic speeches
can use in digital vocalization like navigation systems or electronic books and dic-
tionaries [1]. The main constituents of speech synthesis are text analysis and speech
waveform [25, 26] techniques. This study [27] is an attempt to address the issue of

imposture against speaker verification systems using synthetic speech.



3.2.4 Replay Audio

The replay audio attacks (RA) were produced from the prerecorded speech samples
of a genuine speaker and these attacks were formed by concatenating the shorter
segments of continuous speech recordings [19]. The accessibility of high-quality and
low-cost technological devices, like smartphones or studio recording equipment, al-
lows replay attacks to become a significant threat and also, the professional recording
devices can cause these attacks to be hardly detectable by the ASV [1, 19]. RA also
used in the Automated Speaker Verification Spoofing and Countermeasure Challenge

2017 (ASVspoof 2017) challenge to produce spoofing attacks [28].

3.3 Spoofing Countermeasure Systems

The spoofing countermeasure systems (SCS), additionally known as a presentation
attack detection (PAD) systems. The SCS is a support system for the detection of
spoofing attacks that were presented to the ASV systems [20]. The attention for
the SCSs had increased in recent years because of the popularity of the spoofing
attacks [1, 29, 30]. The SCSs aims to detect imposter recordings among genuine
speech signals and they were advanced to protect the automatic speaker verification
systems from harmful intentions. The countermeasure systems lowered Equal Error
Rare (EER) successfully according to many studies [1]. Especially, specific industries
like telephone-based systems, voice mail [11], and forensics [31, 32, 33, 34] needs a
successful SCSs to prevent their systems form the spoofing attacks. In the future,
when we consider the success of spoofing countermeasure systems, SCSs can be used

as a replacement for the human-operated telephone services.

As the spoofing attacks evolve and become hardly detectable by the ASVs, these

techniques become more accessible for people as well. Therefore, the urge to develop

10



an effective SCS becomes more significantly important [1]. Some professional record-
ing devices, as they used in ASVspoof 2017 Challenge evaluation dataset, are capable

of recording a human voice without any unrelated background noises.

In the INTERSPEECH 2013 conference, to support the evaluation of SCSs, they
have aimed to determine a common dataset, protocols, and metrics to be used [35] for
the future researches [18]. More details can be found in the study [18] that refers to
the key-milestones of the ASVs. The SCSs are generally developed by the combina-
tion of an effective feature extractor and a robust training model. The training model
can be constituted by a deep neural network or machine learning techniques like the
Gaussian Mixture Model (GMM) or Support Vector Machines (SVM) [2]. According
to the most recent studies, the focus inclines more on developing SCSs with deep

learning methods rather than using machine learning approaches.

3.3.1 Vulnerability of the Spoofing Countermeasure System Against Re-
play Audio Attacks

Even though the ASVs perform remarkable accomplishments, the vulnerabilities against
spoofing attacks are still considered as a problem. The first study to uncover the vul-
nerability of the speaker verification system conducted in 1999 [36]. The study used
Hidden Markov Model (HMM) as a base system and they constituted their database
from the telephone recordings. In [2], the study develops the claim that the Joint
Factor Analysis (JFA) based system are able to detect replay attacks when recordings
of the target speaker acquired by the far-field microphone and replayed by using a
loud telephone speaker. The findings of the study [37] lend support to the claim that
tampering attacks, like nasalization or using a handkerchief to alter your voice to
sound like someone else, are able to lower the speaker verification scores. Another

study [4] stated that the playback attack detector systems designed by a channel

11



pattern noise-based approach and trained with Support Vector Machine reduce EER
by 30%. In [9], the ASVspoof dataset introduced to analyze the vulnerability of the
ASV systems against replay, speech synthesis, and voice conversion attacks. As the
study stated by Jesus et al. (2011) [5], the replay attacks that were produced from
the abridged recordings, imitates the specified sentence to deceive the AVS systems.
These types of recordings are referred to as crucial for security applications, especially
for the banking industry. In the study, they used an SVM model to achieve an EER
score of less than 10%. Some independent studies have been conducted to confirm

the threat of the replay attack spoofing techniques against the ASVs [38, 6, 39].

3.4 Automatic Speaker Verification Spoofing and Counter-
measure 2017 Challenge
The first Automatic Speaker Verification Spoofing and Countermeasure Challenge
held in 2015. The ask in ASVspoof 2015 [40] challenge was to develop an SCS to
discriminate genuine speech from the voice conversion attacks. The replay attacks
indicated as the most dangerous threats due to their accessibility [7]. Accordingly,
the ASV spoof2017 challenge is aimed to detect replay attacks amongst genuine sam-
ples [28]. The challenge also requests participants to advance an automatic speaker
verification system by using deep neural network [41] models and outperform the base
model of the ASV challenge. The base system of the 2017-Challenge constituted with
the constant Q cepstral coefficients (CQCC) features and Gaussian Mixture Model

(GMM) [42].

The primary objective of the ASVspoof 2017 challenge was to advance spoofing
countermeasure systems for the ‘out in the wild’ conditions. The challenge aims to
experiment with the deep neural networks’ classification performances against unseen-
cases and it aims to research the SCSs that confronted with the generalization problem

caused by the prepared dataset [28]. To achieve that, the text-dependent RedDots

12



corpus [43] used to produce the replayed [8] version (Section 6.4) to act as replay

spoofing attack simulation.

The rules of the challenge were developing a spoofing countermeasure system by
using the predetermined train, development, and evaluation datasets. At the early
stage, the train and development subsets were available to participants. The evalua-
tion dataset shared during the score declaration period. During the training session,
in necessary conditions, the train and development subsets were allowed to use to-
gether, or participants may prefer to train their model by using the train dataset
alone. The equal error rate determined as an evaluation metric and only the EER
score of the evaluation dataset considered in the challenge. The base model of the
challenge is released to guide participants during the competition. In [28], a detailed

explanation of the evaluation plan of the challenge presented.

In this thesis, focus was to develop an a successful SCS for the text-dependent
Automatic Speaker Verification Spoofing and Countermeasure 2017 Challenge and
outperform performance (e.g., EER score) of the base system (e.g., CQCC-GMM)
presented by the challenge.To achieve that, diverse neural network architectures ad-

vanced to use as an SCS with an effective feature extractor.

13



CHAPTER IV

METHODOLOGY

4.1 The Replay Attack Detector System

The replay attack detector (RAD) systems were developed to detect the replay spoof-
ing attacks, which occurred in the ASV systems, and they were built around the
spoofing countermeasure systems. RAD systems were formed of an effective feature
extraction technique and a robust spoofing countermeasure system to identify the re-
play attacks. In this study, the replay attacks were detected from prerecorded speech
signals that were used to gain unauthorized access from the Automatic Speaker Ver-
ification systems. Therefore, this study involves in-depth research about developing
a robust spoofing countermeasure system with an suitable feature extractor for the

noisy audio signals.

Pre-recorded Spoofin
Feature poofing Probability
spoof and extraction Countermea-
. of Spoof
genuine samples methods sure System

Figure 1: The Illustration of the Replay Attack Detector System

The Figure (1) represents the replay attack detector system used in this work.
The system was fed with the pre-recorded speech signals that were obtained from
the ASV spoof 2017 challenge. The ASV spoof dataset was gathered from the real
speakers (e.g., RedDost corpus) and it was replayed to the ASV system’s microphone
to produce spoofing attacks (e.g., the details of the simulation is introduced in Section

5.1.2.1) to be verified by the SCSs [8]. The feature extraction method was applied

14



to the audio recordings to obtain a normalized binary dataset. To achieve this, the
mel-frequency cepstral coefficients (MFCC) technique was applied with the zero-mean
and unit-variance normalization method. The spoofing countermeasure systems
are the backbone of the replay attack detector systems. In this work, four different
SCSs were developed and the best-performed system (e.g., lowest EER score) among

these neural nets were employed as the major architecture for the RAD system.

In this work, the major architecture was applied with two different forms to in-
vestigate the uncertainty in the ASV systems: the conventional cross entropy metrics
and softmax function SCS (e.g., SCScg) and the Bayesian approach (Section 4.3.2)
(e.g., SCSgpr). The outputs of the SCSs were accepted as the estimated class prob-
abilities for the binary classification task and they were used to classify each input

sample as a replay attack (e.g., spoof) or genuine.

4.2 The Spoofing Countermeasure Systems Developed for
the ASV Spoofing 2017 Challenge

4.2.1 Fully Connected Neural Network Architecture

The Fully Connected Neural Network (FNN) architecture contains the highest number
of the parameters among other three neural nets with 4.9M. As presented in Table
(1), the 1-dimensional max-pooling layer [44] was employed with a 3 fully-connected
layers (F'C') of size m x n and the output of the last fully-connected layer accepted as
the estimated class probabilities of the genuine and spoof classes, which denoted as
C; = [1,0]. The model was fed by 3-dimensional input samples denoted as I € RZ*T*F
where B, T, and F denotes to the numbers of batch size, time, and feature. B,
T, and F were set as 32, 126, and 72. The optimization was performed with the
Adam [45] gradient optimizer with the following parameters: epsilon = 0.1, and

learning rate = 0.001. In this architecture, the cross entropy loss function is applied

with the softmax function (Section 4.3.1).
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Table 1: THE FULLY CONNECTED NEURAL NETWORK ARCHITECTURE

Type Kernel size/Stride | prob Output #Params
MaxPooll 6 /2 - 32 x 126 x 34 -
FC1 - - 32 x 1024 4.3M
ReLLU - - - -
Drop - 0.70 - -
FC2 - - 32 x 512 528.8K
ReLU - - - -
Drop - 0.70 - -
FC3 - - 32 x 128 65.6K
ReLU - - - -
Drop - 0.70 - -
FC4 - - 32 x 2 258
Total - - - 4.9M

4.2.1.1 1-dimensional maz-pooling layer

To prevent the overfitting problem in the neural network systems, the max-pooling
operation is used by many researchers. The operation works by applying a sliding
window to the input signals with a specific kernel size and then obtaining the maxi-
mum elements in the window to downsample the input matrix. For the FNN system,
the max-pooling operation was applied with a 6-dimensional sliding window on the
I and the maximum element in the window matrix was taken to form the output
matrix. To test the performance of the neural network architecture with only using
fully-connected layers, any convolutional layer before the max-pooling layer was not

applied.

As defined in Equation (2)!, the 1-dimensional max-pooling layer was applied
to downsample the I and it was separated I matrix into 1D sub-vectors that were
denoted as I € RY, where d = {nj,ns,...,n;}. The operation was applied with a 6-

dimensional kernel vector (e.g., sliding window) to acquire the elements, which have

'The equation was retrieved from official Pytorch documentation.
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the maximum numeric value along with the F-dimensional feature vector.

P, (B, T;, f) = max input (B;, Tj, stride x f +m) (2)

m=0,kernel _size—1
Where, stride was denoted to the number of pixel shifts over the F-dimension of
I. When the stride is s, the algorithm moves the kernel matrix to s pixel at a time.
The output shape of the max-pooling layer P,,; was defined in Equation (3)2.

7 Fi, + 2 X padding — dilation x (kernel__size — 1)
out —

1 3
stride + (3)

Where, dilation was set to 1, and it was used to control the spacing between the
kernel points. The padding parameters p were employed to add implicit negative
infinity padding on the both sides of the input matrix I, where p = {0 < p <
kernel size}. The P,, with size B x T x F,,, was flattened into 2-dimensional
matrix m X n where m = B, and n = T - F, before it was fed into fully-connected

layers.
4.2.1.2  Dropout layer

The dropout [46] is an operation, which is employed to prevent the overfitting problem
in the neural network systems. The operation is used to randomly set some of the
elements in the feature matrices into 0 and by that it prevents co-adapting in the
neural network systems. In this work, the dropout operation was used to eliminate
some of the elements in the layer outputs by setting them into 0 and doing so it
prevents the neural network exposure to the noisy features that occur in the input
matrix. Throughout the training process, the output of the dropout was scaled by
a factor fp, where p was denoted to the probability parameter. As shown in Figure

(2)3, the standard neural network model (left) was transformed into the form of (right)

2The equation was retrieved from official Pytorch documentation.
3Retrieved from Deep learning for complete beginners: Using convolutional nets to recognize
images, Cambridge Coding Academy
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after the dropout algorithm was applied. The red crosses in the Figure refers to the
canceled nodes. In the FNN system, the dropout algorithm was applied to each fully-
connected layer except the last one. In the training process, the probability parameter

p was set to 0.70, and during validation, p was set to 1.
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Figure 2: Illustration of the Dropout Operation

4.2.1.3  Weight and Bias Initialization

The weight matrix w € RB*" was initialized by the Xavier Initialization algorithm
and it was employed from the Pytorch library. The values of the weight matrices were
initialized by w ~ N(0, std?), where mean was set to u = 0 and the variance was

denoted as 0® = std*. The std was defined by the Equation (4)%.

2
std = gain x \/ (4)

fan in + fan out
Where, gain was denoted to the optional scaling factor and it was set to 1. The
fan_in and fan_ out parameters were computed by the multiplication of the receptive
fields’ size with the input/output-dimension of w. The bias b € R" was initialized
by the Constant Initialization algorithm and it was set to 0. The outputs of the F'C'

layers were defined in the Equation (5).

4The equation was retrieved from official Pytorch documentation.
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y = h(w;x; + b) (5)

Where, z; was referred to the outputs of the specified layer, where ¢ was enumer-
ated the each input sample, and h(.) was denoted as rectified linear unit (ReLU)[47]
activation function, which was applied each of the fully-connected layers and it was

computed based on the Equation (6).

h(z) = max(0, x) (6)

According the Equation (6), if the input = € R is negative, ReLU activation
function outputs 0. If it is positive then the activation function outputs z matrix

itself.
4.2.2 Recurrent Neural Network Architecture

The Recurrent Neural Network (RNN) system was applied to test the classification
performance of the RNN architectures for the ASV spoof 2017 dataset. The com-
plexity of the FNN architecture was decreased by reducing the parameters into 1.2M.
The effectiveness of the RNN architecture was a suitable inductive bias for the audio
segments that were obtained from the ASV spoof 2017 dataset. Thereby, the FNN ar-
chitecture was redesigned with the bi-directional long short-term memory (Bi-LST M)
layer, which was used as a feature extractor for the system. In the following, the out-
put of the Bi-LSTM layer fed into the 3 fully-connected layers which was similar
to the FNN architecture. As shown in Table (2), each of the FC,,; was fed into
the 1-dimensional batch normalization and dropout layers. The Adam optimizer was
applied with the parameters as following: epsilon = 0.1, and learning rate = 0.001.
Weight and bias values were initialized similar to the Section 4.2.1.3.The cross entropy

loss and the softmax function were used in the system.
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Table 2: THE RECURRENT NEURAL NETWORK ARCHITECTURE

Type num__layer/hidden__size | prob Output #Params
Bi-LSTM 4/8 - 32 x 126 x 16 5.6K
FC1 - - 32 x 512 1M
BatchNorm - - 512 -
ReLLU - - - -
Drop - 0.50 - -
FC2 - - 32 x 256 131.3K
BatchNorm - - 256 -
ReLLU - - - -
Drop - 0.50 - -
FC3 - - 32 x 128 32.8K
BatchNorm - - 128 -
ReLU - - - -
Drop - 0.50 - -
FC4 - - 32 x 2 258
Total - - - 1.2M

4.2.2.1 Long Short-term Memory (LSTM) Cell Architecture

The Long Short-term Memory (LSTM) [48] architecture was introduced by Hochreiter

in 1997. The structure of the LSTM cell comprises the functions which are called

gates. The LSTM cell is computed by Equations (7) - (12)°.

ir = 0 (Wiyxe + by + Whihe—y + bri)

fi=0 Wirxy + big + Whrhi_1 + by),

g¢ = tanh (Wigx, + big + Whghi—1 + brg)

Oy =0 (Wioxt + bio + Whoht—l + bho) 5

c=fiOca1+1uO® g,

ht =0;©® tanh(ct)

(10)

(11)
(12)

Where, x; was denoted to the input matrix I at time t. The h; was defined as a

5The equation retrieved from official Pytorch documentation.
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hidden state and the h;_; was denoted as the previous hidden state at time ¢ —1. The
c; was denoted to the cell state at time ¢ and the previous cell state was denoted as
¢;—1 at time t — 1. The input gate layer, forget gate layer, cell gate layer and output

gate layer were denoted as i, f;, g;, and o;. The sigmoid function was denoted as o,

Hidden @
\

and ©® referred to Hadamard product.

Cell Cell
o
ft
Hidden Hidden
I )@
Input

Figure 3: Illustration of a LSTM Cell architecture

Figure 3 shows the detailed illustration of the LSTM cell architecture. The forget
gate f; layer (e.g., Equation (8)) decides on the information which will be ignored by
the cell and it outputs 0 to ignore the information and it outputs 1 to keep it at the
previous cell state ¢;_1. The responsibility of the input gate i; layer (e.g., Equation
(7)) is to determine the values that are necessary to update. The cell gate g; (e.g.,
Equation (9)) produces new candidate information. The new information that is
going to be stored in the new cell state is determined by the forget gate, previous cell
state, input gate, and cell gate (e.g., Equation (11)). The new hidden state forms

using the output gate o; and new cell state (e.g., Equation (12)).
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4.2.2.2  Bi-directional LSTM (Bi-LSTM) layer

In this model, the bidirectional lstm layer was applied to use as a feature extractor.
The bidirectional LSTM layer is able to get the information from the past (backwards)
and the future (forward) states of each LSTM cell simultaneously. As described in
Figure (4), x; was referred to the input matrix I at time ¢ and it was fed into the
LSTM cell which was denoted as cell; where, ¢ was enumerated the number of the
cells. The parameters were passed between the forward and backward layer cells
during the training process which was denoted as P;, where P, = {h;,¢;}. The
hidden_size parameter was denoted to the number of the features in the hidden
state h and it was set to 8. The number of the recurrent layers are denoted with
the parameter num_ layers and it was set to 4. The dropout was not applied to any
of the recurrent layers of the Bi-LSTM layer. The output of the Bi-LSTM layer
with the dimension (num_layers x directions = 2) x B x hidden_ size flatten into
2-dimension B x (T x hidden__size) to fed into FC layer. Weights and biases of the

Bi-LSTM layer were initialized from U(—v/k, vVk) where k = L

hidden__size"

ht hH—l ht+2 ht+3

N, N TN

Ptil Pt:Z Pt:3
backward layer < cell; cell; cell; cell; o fef o
- b Py P
forward layer hq | cell; _, cell; cell; _ cell; _y fo >
Ty le ft+2 ft+3

Figure 4: Illustration of a Bidirectional LSTM model
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4.2.2.8 1-Dimensional Batch Normalization

The batch normalization [49] algorithm is used to normalize the neural network layer
outputs and by that it stabilizes the training process. The 1-dimensional batch nor-
malization algorithm was applied before the activation function to stabilize the out-
puts of each layer in the system. The batch normalization algorithm was calculated

by the Equation (13)°.

x — Elx]

Where, the mean ~ and the standard deviation [ parameters were the learn-

(13)

able parameter vectors with C-dimension and they were set to 1 and 0, where C
is the input size. The values over a mini-batch were denoted as B = {x1,..., 2}
and p5 = Elr] and Vo?s = \/Var[z] parameters were calculated per-dimension for
each of the mini-batches. The [ was calculated by the biased estimator which was
equivalent to the torch.var function that returns the variance of all the elements in
the given matrix. The equation which was defined before the x symbol was applied
to normalize the input data. Afterwards, normalized output was multiplied by v to
scale and sum with p to shift the output value. Epsilon € and momentum parameters
were set to 0.001 and 0.1. The e parameter was added to the denominator to pro-
vide numerical stability. The momentum parameter was used as an update rule for
the running mean and running wvar computation and it was applied to the input

matrix by the Equation (14).

Tpew = (1 — momentum) X T + momentum X x; (14)

Where, z; was denoted to the new observed value and z was denoted to the

estimated statistics.

6The equation was retrieved from official Pytorch documentation.
"The equation was retrieved from official Pytorch documentation.
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4.2.3 Residual Neural Network (ResNet) Architecture

The ReNet architectures are designed to avoid from the vanishing/exploding gradient
[50] problems that occur in the deep neural network models. The ResNet architecture
contains a block layer, which provides successful classification performances even as
the depth of the network increases [51]. The ResNet model has 44.1K parameters
and it is the least complex architecture among the other three neural network models.
In this work, the ResNet architecture is inspired from the M FCC-ResNet system,
which was used in [52]. As shown in Table (3), the ResNet architecture is formed
by the convolutional and ResNetBlock layers and it is followed by a 2-dimensional
maz-pooling, 2-dimensional batch normalization, and dropout operations. The Adam
optimizer was applied with the parameters epsilon = 0.1, and learning rate = 0.001.
Similar to the other networks, the cross entropy loss was applied with the softmax
function. Weight and bias initialization algorithms are the same as the other neural

network models.

Table 3: ILLUSTRATION OF THE RESIDUAL NEURAL NETWORK ARCHI-
TECTURE

Type Filter /Stride | prob Output #params
Convl 3x3/1x1 - 32 x 8 x 126 x 72 160
Block1 3x3/ - 32 x 16 x 42 x 24 4.6K
MaxPooll | 2x2 /3 x3 - 32x16x15%x9 -
Block2 3x3/ - 32x32x5x3 18.5K
MaxPool2 | 2x2/1x1 - 32x32x6x4 -
Block3 3x3/ - 32x 16 x2x2 11.5K
MaxPool2 | 2x2/1x1 - 32x16 x3x3 -
Dropout - 0.70 - -
FC1 - - 32 x 64 9.2K
ReLLU - - - -
FC2 - - 64 x 2 130
Total - - - 44.1K
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4.2.3.1 Convolutional layer

The convolutional neural network is designed for image-based systems, and it gen-
erally uses pixel-wise classification. Convolutional layers are capable of extracting
high-level features out of the raw inputs easily by courtesy of the pixel-wise ana-
lyze opportunity. Since the audio signals have similar structures as the image, the
convolutional layers presented high-level evaluation performance against the noisy
audio recordings. The input matrix I with size B x T' x F', expanded to dimension
B x ¢ x T x F to fit into the convolutional layer. Since audio signals are grey-scale,
the channel size parameter was denoted as ¢ and it was set to 1. The computation of
the convolutional layer is presented in Equation(15)®.

Cin—1

conVout (Bi, Cout;) = bias(Cout;) + Z weight(cout; , k) * input(B;, k) (15)
k=0
Where, B; was denoted to the number of batches where, ¢ was enumerated the

batch size and ¢y, parameter was denoted to the output channel size where, j =
{0, ..,out_channels}. The c¢;, represented the input channel size. The weight and
bias were the learning parameters and the input matrix was indicated to the I along

with the B-dimension. x symbol was indicated to the 2D cross-correlation operation.

0|1[1]T0]0[0] ..

o (o[0T 14]3]4]1]
olofofrfr)1fo 101 1]2]4{3]3
ofofoTtrlo[0f-«_ [o]1]o] = Ti]2]3]4]1
o{o[1]|1|0]0]0F._ 1{0]1 1{3[3]1]1
o[1][1]ofo]o]o 3[3[1]1]0
1|1]|o]o]o]o]o

I K IxK

Figure 5: Illustration of the Convolutional layer

8The equation was retrieved from official Pytorch documentation.
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As illustrated? in Figure (5)'°, the filter matrix, which was used as feature iden-

in_ channels
groups

tifier, denoted as K (e.g., weight(cou,,k)) with d = out_channels x
kernel size[0] x kernel size[1] where, K € R? while groups set to 1. The input ma-
trix was denoted as I (e.g., input(B;, k) along with the B-dimension). To obtain
the output of the convolutional layer, which was denoted as conv,,, = I x K, the K
learnable parameter are slide over the I matrix spatially to compute dot products.
Computed dot products were summed together and they constitute each element of
the output feature matrix. The parameter stride was used to control the stride of
the cross-correlation operation, and padding was applied to manage the amount of
zero-padding on the bout sides of the matrix for each dimension. Padding was used
for keeping dimensions the same after cross-correlation operation that was applied to
the input matrix. Dilation parameter was the spacing between kernel elements and

it was set to 1. The learnable weight and bias of the convolution layer was initialized

by u(_\/Ey \/E) Where ]{7 — groups

Cin *ngo kernel__size[i]

4.2.3.2  2-dimensional maz-pooling

The 2-dimensional max-pooling algorithm is similar to the 1-dimensional version (Sec-
tion 4.2.2.3). In this case, the 2-dimensional max-pooling layer was fed with the
output of the convolutional layer denoted as convy, € RP*T*F where ¢ referred
to channel size. The calculation for the 2-dimensional max-pooling algorithm was

indicated in the Equation (16).

P.:(B;,ci.t =  max max
ou( RSB 7f) m:O,,.,,kafn=07~--’kF71

input (B;, ¢;, stride[0] x t +m, stride[l] x f +mn) (16)

9The illustration was referred to the one channel dimension.

0Deep learning for complete beginners: Using convolutional nets to recognise images, Cambridge
Coding Academy

1 The equation retrieved from official Pytorch documentation.
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Where, P,,; was denoted as max-pooling output layer. The kT x kF was denoted
to the kernel size. The stride was set to 3, and the parameter implementation idea
was the same that used for the 1-dimensional version (Section 5.2.1.1). The difference
from the 1-dimensional version was the max-pooling operation was applied to I along
with the B-dimension with size T'x F' for each of the channel ¢. The output dimensions

of the T" and F are presented in Equation (17).

Tin + 2 * padding[0] — dilation[0] x (kernel _size[0] — 1) — 1

Tout = ; 17
! stride[0] * (17
Fi 4 2 % padding[1] — dilation|[1] x (kernel_size[l] — 1) — 1
Four = ; +1
stridel[l]

Where, T,,; and F,,; parameters were denoted to the output size of the time T
and feature F' dimensions. The padding was applied to add implicit zero padding on
the bout sides of the input matrix I. In this case, it was set to 1. The dilation was

set to 1.
4.2.3.83  2-dimensional batch normalization

The 2-dimensional batch normalization algorithm was calculated with the same for-
mulation that was used for the 1-dimensional version (Section 4.2.2.3) and it is referred
to in Equation (13). The only difference was the expected input matrix should be in

the form of B x ¢ x T' X F where, ¢ was denoted to the channel size.
4.2.3.4 ResNetBlock Layer

The ResNet block architecture was designed to prevent the vanishing/exploding gra-
dient problem, which occurs when the number of neural network layers are increased.
In a neural network model, n hidden layers multiplies with n derivatives and if the
derivatives of the weight matrices are large, the gradients will increase exponentially
as we backpropagate down the model, and that will cause the exploding gradient

problem. If the derivatives are small, the gradients will decrease exponentially, and
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the vanishing gradient problem will occur in the neural nets. In the traditional neural
network architectures, each layer feeds into the next layer. Whereas, in the residual
block architecture, the skip connection [51] concept was introduced to prevent the
vanishing /exploding gradient problem. It stacks the convolution layers as 2-3 layers

before, and concurrently it adds the original input to the output of the convolution

block.

Figure 6: Detailed architecture of the ResNet block with residual connection

Figure (6) represents the ResNetBlock architecture used in this work. The param-
eters of the convolutional layer, which were in, out, k, s, and p, were denoted as input
dimension, output dimension, kernel size, stride, and padding. The output layer of
the ResNet block was denoted as R,,; = h(BN(conv,, 4+ conv,_s)), where BN(.) was

represented batch normalization operation, h(.) was denoted to the ReLU activation
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function and n was denoted as the number of convolutional layers.
4.2.4 Light Convolutional Neural Network Architecture

The Light Convolutional Neural Network (LCNN) architecture was designed to deal
with the large-scale data, which has massive noisy samples. The study [53] which
was conducted by Wu X, et al. (2017), introduced a variation of max out activation
function called Max-Feature-Map (MFM). The traditional convolutional layer was
reinterpreted by the M F'M activation function to separate the noisy and informative
signals from each other. The network was cautiously developed to upgrade the evalu-
ation performance of the models while reducing their number of parameters with the
MFM operation. The LCNN model was specially designed for computer vision-based
tasks. Since audio signals have similar attributes with the images, the LCNN archi-
tecture became a logical option to be used with the ASV spoof 2017 dataset which
was formed by a high amount of noisy samples. The LCNN model is the replicated

version of the LC'N N-9 architecture that was used in the study [53].

As illustrated detail in Table (4), the system was fed by the input matrix de-
noted as I € RBXXT*F where channel size ¢ set to 1, and it was followed by the
2-dimensional max-pooling and the dropout operations. The weight and bias are ini-
tialized by the Xavier and constant initialization algorithms mentioned. The M FM
operation was developed to act as an activation function. The Adam Optimizer with
parameters epsilon=0.1, and learning rate= 0.001 were used. Similar to the other
architectures, the cross entropy loss and softmax functions were applied to the net-

work.
4.2.4.1 Mazx Feature Map
The MFM activation function was advanced to perform as a feature filter selector for

noisy datasets [53]. The MFM operation was developed to be an alternative for the

29



Table 4: THE ARCHITECTURES OF THE LIGHT CNN MODEL

Type Filter/Stride | prob Output #params
Convl bx5/1x1 - 32 x 16 x 126 x 72 416
MFM1 - - 32 X 8 x 126 x 72 -
MaxPooll | 2x2/2x 2 - 32 x 8 x 63 x 36 -
Conv2a 3x3/1x1 - 32 x 16 x 63 x 36 1.1K
MFM2a - - 32 x 8 X 63 x 36 -
Conv2 3x3/1x1 - 32 x 32 x 63 x 36 2.3K
MFM2 - - 32 x 16 x 63 x 36 -
MaxPool2 | 2x2/2x 2 - 32 x 16 x 32 x 18 -
Conv3a 3x3/1x1 - 32 x 32 x 32 x 18 4.4K
MFM3a - - 32 x 16 x 32 x 18 -
Conv3 3x3/1x1 - 32 x 64 x 32 x 18 9.2K
MFM3 - - 32 x 32 x 32 x 18 -
MaxPool3 | 2 x2/2x 2 - 32x32x16x9 -
Conv4a 3x3/1x1 - 32 x 64 x 16 x 9 18.4K
MFM4a - - 32 x 32 x 32 x 18 -
Conv4 3x3/1x1 - 32 X 48 x 32 x 18 13.8K
MFM4 - - 32 x24x32x18 -
Convba 3x3/1x1 - 32X 48 x 16 x 9 10.4K
MFMba - - 32 x24x16x9 -
Convb 3x3/1x1 - 32 x48 x 16 x 9 10.4K
MFM5 - - 32x24x16x%x9 -
MaxPoold | 2x2/2x 2 - 32x24x8x%x5 -
FC1 - - 32 x 512 492K
MFMb5 - - 32 x 256 -
Dropoutl - 0.5 - -
FC - - 32 %2 514
Total - - - 563.3K
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ReLU (Equation (6)) and it is a particular form of the mazout [54] activation func-
tion [53]. In each neural network layer, MFM operation represses the low-activation
neurons to provide better classification performances over noisy signals, and by that,
the function induces LCNN architecture to be robust against replay attacks. The
feature maps of the convolution layers were denoted as convyy, and I € RB>exTxF
was accepted as the input matrix. The MFM activation function was fed by conwv,.
layer. The Equations (19) are referred to the mathematical formulation of the MFM

operation described in [53].

conv),, = conv(in__filter,out_ filter x 2) (18)
i:f] = mam(mfj, :L‘Z-J“N) (19)

The input matrix I of the convolutional layer was denoted as 2" € R™*¥ where
n = {1,...,2N}, and 2N was referred to the channel size of the input convolution
layer that was denoted as (out__filter x2) in Equation (18). The conv(.) was denoted
to the convolutional layer operation and the parameters in__ filter and out_ filter
were referred to the input and output channel size. The convy,,, € RY*T*F where,
m = {1, 2}, was splitted into two along for the N-dimension and they were integrated
with each of the feature maps to output the element-wise maximum pixels thfj that
were denoted in Equation (19), where 1 <k < N, 1<i<T,1<j<F. The MFM
operation facilitates the system to obtain 50% of the informative neurons from the

input feature maps by decreasing the complexity of the system.

4.3 The Application of the Bayestan Approach

In this section, the discussion will point to the uncertainty problem encountered in the
prediction of the class probabilities caused by the softmax function. In the following,

the Bayesian approach that was investigated to outperform the conventional cross
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entropy metrics and softmax function SCS was explained in detail.
4.3.1 The Uncertainty Problem of the Softmax Classifier

The softmax function is popularly used as a classification layer for the deep neural
network models. However, the softmax has deficiencies when it comes to the uncer-
tainty measure. The work in [10] was conducted to prevent the uncertainty problem
caused by the softmax function. As defined in the Equation (20), a neural network
system can be defined as a multinomial distribution of the class probabilities produced

by the neural network models [10].

Pr(y|x,0) = Mult(y|lo(fi(z,8)),...,0(fx(x,0))) (20)

Where K was denoted to the number of classes and Mult(.) was referred to the
multinomial mass function. f;(x,#) was denoted to the jth output of a neural net-

work layer f(.) parameterized by 6. The o(x) was referred to the softmax function.

The problem of softmax function is, it squashes the estimated class probabilities of
the neural network systems to form them. Thus, the output of the o(f(x,#)), where
the logits were defined as x € R™*¥ _is forced to present K-dimensional outputs that
are biased because of the squashed probabilities, and it inflates the estimated prob-
ability of the predicted classes [10]. Using softmax function with the cross entropy
loss to minimize its squishing effects on the class probabilities is still not a practical

way to prevent from these effects [10].

In [10], the LeNet system was developed by two approaches; the LeNet-Softmax
(e.g., cross entropy loss) and LeNet-EDL (e.g., Bayesian approach). The LeNet-
Softmax model has failed to classify the digit 1 when rotated 20%. However, the

LeNet-EDL model has produced high uncertainty measures when the digit 1 was
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rotated more than 20%. In this work, the Bayesian approach, which was used in
work [10], was applied to decrease the uncertainty of the conventional cross entropy
metrics and softmax function SCS by preventing the negative effects of the softmax

function from the estimated class probabilities.
4.3.2 The Bayesian Approach

Each possible class probabilities produced by a neural network can be defined as
frame, and it can be represented by belief mass [10]. The belief can be explained as
following; the truth can be any of the possible class labels. In the Bayesian network,
the summation of the total belief masses by over K-dimensional class labels (e.g.,
Zle bi) and the uncertainty u were expected to equal 1, where u > 0 and b, > 0 for
k ={1,..K} [10]. In this work, the belief mass and the uncertainty were computed
as by = e,/S and u = K /S, which is the same with the work in [10]. The S was
computed as S = Y% (e; + 1), where 7 enumerates each of the evidences e; in each

sample and S indicated to the strength of the Dirichlet distribution [10].

As shown in [10], the evidence e was formed by replacing the softmax classifica-
tion layer with an activation layer f(.) to convert neural network outputs into positive
values. The e was generated using logits x as follows e = f(z), where f(.) denoted to
the activation layer. In this study, the activation layer f(.) was selected based on the

EER performance of the SCS, and f(.) was decided as exp®.

In the early states of the learning, the neural network might fail to provide any
opinion (e.g., belief mass = 0). Since uncertainty w is inversely proportional with the
total evidence, if the evidence is not exist in the belief mass (e.g, by = {0, ...,0} and
Zzzl er = 0), the uncertainty u equals to 0 [10]. To prevent this, similarly in [10],

the Dirichlet parameters a were computed as oy, = (e + 1). Therefore, if no evidence
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was produced by the neural network, the uncertainty will be equal to 1 [10].

The support of the Dirichlet distribution represents the sum of all estimated class
probabilities that were produced by a neural network and it is expected to be equal
to 1. In [10], different from the habitual terminology of the Bayesian modeling, the
support of the Dirichlet distribution represented by the K-dimensional evidence ey.
The belief mass by was computed from the parameters of the Dirichlet distribution
by by = (a —1)/S where, S = 325 @, [10]. As the study [10] stated, the standard
neural network outputs the possible probabilities of the classes for each input sample.
However, the Dirichlet distribution that is parameterized over evidence e, is able to
represent the uncertainty of the belief masses from the density of the class probabili-

ties.

4.8.2.1 Dirichlet Distribution

The Dirichlet distribution that was parameterized over a is computed as in Equation

(21) [10].

K
1
—HPiai_l, for p € Sk,
D(pla) = { Bl@)

(21)
0, otherwise,

Where, B(a) was denoted as K-dimensional multinomial beta function, and p
was denoted to the probability mass function (pmf) [10]. The support of the Dirichlet
distribution was defined as Sx = {p| Zfil pi =1},and 0 < py,...px > 1. In the study
[10], the mean of the Dirichlet distribution was referred to the expected probability

of the each k-dimensional class value. The mean p; and the variance Var(ay) of the

Dirichlet distribution were presented with Equation (22) [10].
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ak(S — Oék)

S5+ 1) 22)

Pr = = Var(ay) =

Where, alpha a was parameterized by the Dirichlet distribution and computed as
the following a; = f(x;|©) + 1 where, © denoted to the network parameters [10]. The
y; was referred to the ground truth label in the one-hot vector encoding form where

yij = 1 and y;; = 0 for all k # j.
4.3.2.2 EDL Loss Function

Similar to the work in [10], the EDL loss function was defined as Mean Square Error
l|ly; — pi||? and its Bayes risk was computed with respect to the class predictor p; and

presented in Equation (23).

1 azj—l
:/Hyi—PiHQmH p;;  dp;

K
—ZE v = 2uipi + 03] = Y (U — 2uiElpi] + Elpg]) (23)
7j=1

The interpretable form of the Equation (23), was achieved by the decomposition

of the first and second moments of the Equation (24) [10].

[pz]] ]E[pw] + Var(pij) (24)

K
Z Yij — plj + Var (plj)
g:l

iy 4 Qir(Si = aig) (25)
Z“’” St EE ey

e’r'f‘ r
[ [va

N

The form of the EDL loss that presented in Equation (25) is achieved by using the

mean and the variance of the Dirichlet distribution (Equation (22)). As referred in
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[10], the EDL loss was aimed to minimize the prediction error L™ and the variance
L™ of the Dirichlet parameters for each of the samples, which were produced by the

model.

In our work, the cross entropy loss function was replaced by the interpretable form

presented in the Equation (25) to replicate the work in [10].
4.8.2.3 Kullback-Leibler (KL) Regularization

As the work in [10] indicated, the neural network models might be deceived by the
similar patterns, which were recognized in each of the training samples (e.g., the simi-
lar shapes of digit zero and digit six in the MNIST dataset). As a result, the deceived
network might end up producing similar evidence results for similar samples [10].
Therefore, the loss function was penalized with the Kullback-Leibler (KL) divergence
term by using the estimated class probability values that did not correspond to the
true label but others. By virtue of the fact that, the total evidence will shrink to zero
for each sample determined as misclassified by the system. The EDL loss function

with the KL regularization term is stated in Equation (26) [10].

N N
=> Li(©®)+ XY KL[ay] (26)
i=1 i
Where, \; = min(1.0,(t/10)) was denoted as annealing coefficient and t was
referred to each epoch [10]. The Dirichlet parameters were computed as &; = (1 —
y;)®(&;—1)+1 to obtain only the misleading evidence scores [10]. The KL divergence

term was computed by the Equation (27) [10].

=T (Z 5%) — ZF(@ik) + Z (Bir) — (Z ﬁzk) +




Where, ¢(.) was referred to the digamma function and I'(.) was denoted to the

gamma function. Beta was stated as 3, € RYK,
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CHAPTER V

EXPERIMENTS

5.1 General Information About the ASVspoof Challenge Dataset
5.1.1 The RedDots Dataset and the Replayed Version

The intention of the RedDots project was to research speaker recognition under condi-
tions where test utterances have a short duration and of variable phonetic content [43].
The RedDots dataset was prepared from the samples of the native and non-native En-
glish speakers [43]. The collection was specially designed to seize the speaker-extrinsic
and the speaker-intrinsic variations of the speakers. In order to collect the corpus,
the speakers recorded once a week over a year and the RedDots corpus expected to
gather important amount of inter-speaker and intra-speaker variations [43] for the
collection. The participants were asked to read a similar set of sentences in each

session, and the recordings were collected by using Android smartphones.

The ASV challenge organizers have introduced the replayed version of the Red-
Dots dataset to analyse the vulnerabilities of the SCSs against replay attacks. The
dataset was developed to improve the replay SCSs and also, to protect the text-
dependent ASV systems from replay attacks against various challenging recording
and playback conditions [8]. The replay attack conditions were simulated by using
the re-recordings of the original RedDots dataset. One of the concerns of SCS is
that it learns the trained dataset extensively and fails to generalize the different test
cases. Thereby, the RedDots Replayed dataset, specially prepared to achieve ‘out in
the wild’ conditions. The main objective was to generate a dataset that can not be

generalized by deep neural network systems. To achieve this, the spoofed utterances
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were produced by replaying and recording the genuine samples (e.g., RedDots corpus)

in various acoustic environments and by using heterogeneous devices.

In this thesis, the ASVspoof 2017 corpus version 2.0 (ASVspoof-2017-V2) [20]
dataset is used. The dataset is composed of three subsets; train, development, and
evaluation. Each of the datasets are prepared using different recording and replay
devices in different environments to simulate the replay attacks that may occur in
the real world. Detection difficulty of the replay attacks are determined based on the
acoustic environment, replay devices, and recording devices. Some of the high-end
loudspeakers are used to develop replay attacks to provide various challenging sam-
ples for the SCSs. Detailed information about the acoustic environments, recording

devices, and replay devices are described in the following section.

5.1.2 Meta-data of the Replay System
5.1.2.1 Replay Attack Simulation

As stated in [8, 7], the ASV spoof2017 challenge considers the worst-case scenario
where the attackers have the digital copy of the genuine samples. In Figure 7 [8] the
replay spoofing framework is illustrated according to these scenarios. In the initial
step, the attacker has acquired covert recordings of the target speaker without their
approval and then the recordings were replayed in the existing room by a playback
device. The replay attacks were obtained by the recording device and they were
directed to the ASV system. Subsequently, the authentic recording device has
captured the real speaker’s speech from another physical space. In this case, the
genuine samples were obtained from the RedDots dataset. Finally, the ASV systems’

microphone received genuine and spoof samples to verify them.
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Figure 7: The Automatic Speaker Verification System used by the ASV spoof 2017
challenge illustrated

5.1.2.2 Data Partitions

The ASV spoof 2017 challenge consists of three subsets; train, development and

evaluation. A summary of their composition is provided in the Table 5. The statis-

tics indicate that the dataset advanced with 177 different replay sessions and 61

diverse replay configurations. The number of the replay sessions and replay config-

urations used in the evaluation subset is much larger than the total training and

development division [20]. And also, in the evaluation dataset 24 diverse speakers

were used. The evaluation dataset is designed to be rich in replay attack variations

compared to the other subsets.

Table 5: THE STATISTICS OF THE ASVSPOOF-2017 VERSION-2.0 DATASET

Subset # Spk | # Replay Sessions | # Replay Config # Utterance
Bona fide | Replay
Train 10 6 3 1507 1507
Development 8 10 10 760 950
Evaluation 24 161 Y4 1298 12008
| Total 42 177 \ 61 | 3565 | 14465 |

5.1.2.3 Acoustic Environments, Replay Devices, Recording Devices, and Replay

Configurations

The most important dissimilarity between the train, development, and evaluation

subsets are determined by the impact of acoustic environments, replay devices, and
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recording devices. The acoustic environments [20] define the physical space where
the audio recordings were replayed and re-recorded by a specific device. The ASV
spoof 2017 challenge dataset was produced with 26 different acoustic environments,
and each of them are listed in Table 6. The color codes that are presented in Table (6)
represent the replay attack threat levels as low (green), medium (yellow), and high
(red). The balcony and cantine acoustic environments were used to simulate the noisy
places which contain traffic or random background speaker voices and these types of
recordings are considered as easily detectable. On the contrary, office environments
contain fewer background noises and they are relatively harder to detect. The ane-
choic room and the studio recordings contain very low reverberation and background
noises. The analog wire recordings were generated without using any physical sound
extensions. However, they were produced by an electrical propagation that required
a form of playback device directly connected to the ASV system [20]. These types of

acoustic environments produced samples that were the most challenging to detect.

There are 26 playback devices and each of them are [20] listed in the Table (7).
The replay samples were collected from consumer-grade devices (e.g., smartphones,
laptops, and tablets). In general, the small loudspeakers have lower quality than
other devices, and so they are easier (green) to detect by the SCSs. The playback
devices which have larger loudspeakers (e.g., PCs with an external loudspeaker) pro-
duce higher quality sounds than the small ones and they are harder to detect (yellow)
by the SCSs. The professional audio equipments (e.g., active studio monitors and
studio headphones) produce the highest quality spoof samples compared to the other

devices, as a result they formed the hardest (red) input samples to detect.

The total number of the recording devices were used in the challenge is 25
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and they are listed in Table 8 [20]. The samples were collected from miniature micro-
phones, mobile devices, and tablets that have low recording quality and these samples
were referred to as easiest to detect (green) by SCSs. On the other hand, the studio-
quality microphones or quality hand-held recorders have better recording technology,
and they are harder to detect (red) by the SCSs. The desktop devices, headsets, or

webcams produce medium (yellow) quality replay attacks.

The ASV dataset consisted of 61 different replay configurations (RC) [20]. Each
of the replay configurations were formed with three features which were playback
devices P, acoustic environments F and recording devices R. The RC can be defined
as RC. = (E;, Pj, Ri,) , where ¢ enumerates all unique tuples (¢, j, k). The 4, j, and
k enumerates the number of acoustic environments, playback devices and recording
devices. Among the 16,900 (e.g., 26 x 26 x 25) replay configuration possibilities
[20], the ASV challenge organizers reduced this number by grouping the overlapping
configurations. Also, not all the device/environment combinations were available to

use together. The detailed table of the RC is illustrated in the study [20].

Table 6: ACOUSTIC ENVIRONMENT

’ ID \ Environment \ ID \ Environment ‘

! Anechoic room | E14 Office 02
E02 Balcony 01 E15 Office 03
EO03 Balcony 02 E16 Office 04
E04 Home 07 E17 Office 05
EO05 Home 08 E18 Office 06
E06 Cantine E19 Office 07
EO07 Home 01 E20 Office 08
EO08 Home 02 E21 Office 09
E09 Home 03 E22 Office 10

E10 Home 04 Studio

E11 Home 05 Analog wire 01
E12 Home 06 Analog wire 02
E13 Office 01 Analog wire 03

42



Table 7: PLAYBACK DEVICE

| ID | Playback device
Po1 All-in-one PC speakers
P02 Creative A60 speakers

Genelec 8020C studio monitor

Genelec 8020C studio monitor (2 speakers)

Beyerdynamic DT 770 PRO headphones

Dell laptop internal speakers

Dynaudio BM5A speaker

HP Laptop internal speakers

VIFA M10MD-39-08 speaker

ACER netbook internal speakers

BQ Aquaris M5 smartphone

P12 Logitech low quality speakers
Desktop PC line output
P14 Labtec LCS-1050 speakers

Edirol MA-15D studio monitor

Lenovo Ideatab S6000-H tablet

Logitech S120 multimedia speakers

MacBook pro internal speakers

P19 | Altec lansing Orbit USB iML227 portable speaker

Samsung GT-19100 smartphone

Samsung GT-P6200 tablet

Behringer Truth B2030A studio monitor

Focusrite Scarlett 2i2 audio interface line output

Focusrite Scarlett 2i4 audio interface line output

Genelec 6010A studio monitor

AKG K242HD Headset
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Table 8: THE RECORDING DEVICES USED IN THE ASV DATASET

| ID | Recording device |

Zoom H6 handy recorder
BQ Aquaris M5 smartphone
RO3 Low-quality headset
Nokia Lumia 635 smartphone
Rg@de N'T2 microphone
Rgde smartLav+ microphone
Samsung Galaxy S7 smartphone
Desktop PC microphone input
Zoom H6 recorder with Behringer ECM8000 mic
Zoom H6 recorder with MSH-6 microphone
Zoom HG6 recorder. with XY microphone
iPhone 5¢ smartphone
iPhone 7 plus smartphone
iPhone 4 smartphones
R15 Logitech C920 webcam
miniDSP UMIK-1 microphone
Samsung Galaxy Trend 2 smartphone
Samsung GT-19100 smartphone
Samsung GT-P6200 tablet
Samsung Trend 2 smartphone
AKG C3000 microphone
SE electronic 2200a microphone
Focusrite Scarlett 2i2 interface line input
Focusrite Scarlett 2i4 interface line input
Zoom HD1 handy recorder
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5.2 Preprocessing of the Dataset
5.2.1 Signal to Noise Ratio of the ASV spoof Dataset

The replayed version of the RedDots dataset was generated by using replay configura-
tions (Section 5.1.2.3) to simulate the replay attacks that occur in the wild conditions.
These replay configurations include unwanted noise signals in the audio recordings,
and these noise signals have an adverse impact on the learning process of deep learn-
ing models [55]. All of the train, development, and evaluation subsets were produced
by different amounts of low /high dB replay attacks. To overcome the negative effects
of noisy signals, the signal-to-noise ratio (SNR) was calculated for each sample and
utilized as side knowledge in the decision logic. The louder sounds have higher dB
values, and they are easier to detect by the human ear. A ratio smaller than 0 dB
refers to more noise than the signal, and a ratio greater than 0 dB refers to more
signal than noise. In general, the SNR scores, which were denoted as 7, of the less
clear recordings perform in between 0 dB and 15 dB. The values between 15 dB to 40
dB accept as virtuous recordings, and the intensity of the clearest recordings expect

to be higher than 41 dB.

Table 9: THE SNR RESULTS OF THE ASV DATASET

| Datasets | -9.36< r >15.43 | 15.43< r >39.94 | 39.94< r <61.42 | Mean |

Train 2453 559 2 10.07
Development 1527 182 1 8.19
Evaluation 8086 5082 134 13.92
| Total | 12,066 | 5,823 137

As the Table 9 indicates, the evaluation dataset has less noisy speech signals com-
pared to the train and development subsets. The 81% of the training dataset consists
of the speech recordings that contain a high amount of background noise, as well
as 89% of the development dataset consists of noisy samples. On the contrary, the

evaluation dataset consists of 61% noisy recordings. Almost all of the best quality
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recordings given with the evaluation dataset, and these samples are harder to detect
by the neural nets. An educated guess made for the observations related to the r
scores, which are the systems trained with a noisy dataset and tested by more quality

samples.

In [56], the discussion centers on how using several recording and replay devices
affect the speech signal and how it contributes to the overfitting risk. Lantian et
al. (2017) used the F-ratio probing tool to analyze the effects of using several fac-
tors: the speaker identity, speech content, playback, and recording device. The study
concluded that the devices were the ones that contributed to the most of the general-
ization problem that occurs in the ASV spoof 2017 dataset. The intensity, high /low
frequency, and background noise dissimilarities of the professional (spoof left) and
less quality (spoof right) devices exposed by the spectrograms that were indicated
in Figure 8. The effects of devices on the audio signals can be observed clearly.
The spoof samples that are denoted as easily detectable (up right), has a clear ap-
pearance compared to the harder ones (up left). The genuine samples are (below
left and right) vocalized by the same person using the same sentences in different

environmental conditions.
5.2.2 Data Preprocessing

The deep neural network architecture performs better with the equal-size inputs.
However, each of the audio recordings in the ASV spoof 2017 dataset has a differ-
ent duration. Therefore, the padding was applied to equalize their wavelengths into
64,000. If the audio recording has a longer wavelength (e.g., more than 64,000 wave-
length), they were shrunk by taking the last 64,000 wavelength of the input signals.
This method has provided a better EER score performance than concatenating all

the input samples into one matrix to separate them into a fixed size (e.g., 100) to
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Figure 8: The spectrogram of genuine and replayed audio (spoof) of the vocalization
“Birthday parties have cupcakes and ice-cream” from the same speaker. The hard de-
tectable spoof sample (top left) produced by "Edirol MA-15D studio monitor” replay
device, ” iPhone 7 plus smartphone” recording device and ”Anechoic room” environ-
ment. The easy detectable spoof sample (top right) produced by "Samsung GT-P6200
tablet” replay device, "Zoom HD1 handy recorder” recording device and "Balcony 01”
environment. Genuine sample 1 (below left) and genuine sample 2 (below right) taken

from the same speaker. The spectogram created by the transformation of amplitude
to dB.
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form equal-length matrices.

After forming the fixed-size speech signals, by using the information obtained from
the Section 5.2.1, the mel-frequency cepstral coefficients (MFCC) is used to transform
the audio signals into the time T" and feature F' matrices. The application details are

provided in Section 5.2.3.

Finally, before the X is given to the feed-forward system, it is normalized by the
zero-mean and unit-variance normalization algorithm. The mean p and variance o>
of the all samples X € R™¥ computed with the Equations (28) and (29), where T
and F referred to time and feature. N denoted to the total number of the input

samples. X is formed by concatenating each sample into the one matrix form.

L
M:N;xi (28)

2 _ Zf\;(xz —p)?
o= N (29)

Where, x; € R was denoted to the sample input vector and ¢ enumerates the
total number of the samples. The zero-mean and unit-variance normalization was

applied to the input matrix X with the Equation (30).

Where, i was enumerated each samples in X.
5.2.3 Mel-Frequency Cepstral Coefficients

The Mel-frequency cepstral coefficients (MFCC) [57] were introduced in the early
1980s to be used in the speech recognition systems and after that, it was frequently

used for the speaker recognition systems [12]. The MFCCs are the representation of
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the short-term power spectrum of the sound signals. They are computed by using
the mel-filterbanks of the spectrums and the discrete cosine transform (DCT) of
the log-filterbank energies. To generate a robust SCS, extracting features using the
MFCC algorithm is recommended by the study [12]. The dimension of the static
features are commonly chosen from the small numbers such as 13, 20, or 30 [58]. In
our case, setting the MFCC feature dimension into 24 provided the best results. To
integrate additional information into the feature values of the MFCC outputs, which
also suggested by the study[12], the 1st (delta A) and 2nd (double-delta A?) order time
derivatives of the MFCC sequences were taken. Instead of using the 24-dimension
MFCC features F', after this method the F' values increased to 72. This resulted with

the improvement of classification in the system.
5.2.4 Experimental Setup for the Neural Network Architectures

The MFCC algorithm was applied to all the neural network models: FNN, RNN,
ResNet, and LCNN. All systems were trained using the train and development subsets.
Training was implemented with the Pytorch library. The batch size is set to 32 and all
systems were normalized using zero-mean and unit-variance normalization operation.
All of the models were trained for 50 epochs, and the epoch that performed the best

EER score is taken as a result.

5.3 Performance Metrics

5.3.1 Equal Error Rate

The equal error rate (EER) is a point where the false acceptance rate (FAR) and the
false rejection rate (FRR) intersect. The false acceptance ratio (FAR) and the false
rejection ratio (FRR) are inversely proportional to each other. The ideal system is
accepted to be able to produce 0% EER while keeping a good balance between these
factors. The EER is accepted as the official evaluation metric for the ASV spoof2017

challenge to provide an threshold-free score system. The input matrix xfj € RB** and
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true labels L;; € R along with the k-dimensional class given as the input parameters
where, i = {1,...,N}, j = {1,..., B}. The N and B denoted as the total number of
the samples and the batch size. The EER calculation is provided in Equation (31)
28].

#{spoof trials with score > 6}

#{total spoof trials} ’

#{human trials with score < 6}
#{total genuine trials}

Pfar<9) =
(31)
P (0) =

Let denote FAR and FRR as Py, and Py, at the threshold 6, The 0pgpr refers
to the EER threshold where, P, (0pgr) = P (0ppr). The countermeasure scores
Si; € R? calculated as Sij = x%zl — x?j:Q. The bob.measure.eer _rocch library is
applied to compute the (EER) outputs. The (EER) calculation of the bob.measure
library is replicated from the Bosaris toolkit [59], which calculates the EER score
based on the convex hull (ROCCH-EER) and it is accepted as the official library to
calculate EER for the ASVspoof2017 challenge. Finally, eer calculated by %}%

where, total is the total number of the eer scores.
5.3.2 Probability Distribution Function (PDF)

The probability distribution function (PDF) is a statistical function that is used to
describe all the possible probabilities and likelihood values that a random variable
possibly takes. PDF is used to analyze the estimated class probability scores of the
neural networks. The logits were given to the PDF where, x;; € RE**F i = {1 ..., N},
and j = {1, ..., B}. B were referred to the batch size, and N were denoted to the
number of samples over k-dimensional class. The dimension of the logits scores z;;
were reduced as z;; = :E?szl — x:fj:z, where z;; € RE*1and then given to the h(x;;)

to convert them into the sigmoid (Equation 32) outputs to extinguish negative logits

scores.
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h(wy) = h (;> (32)

14 e %is
In this work, the sigmoid outputs were separated into true classified and misclas-
sified samples, and these samples were given to the PDFs to analyze the uncertainty
of the models. The direction of the estimated class probabilities towards their true

labels were accepted as a measurement for the uncertainty of the models.
5.3.3 ROC Curve and AUC

The Receiver Operating Characteristics (ROC) Curves determines the trade-off be-
tween the true-positive tpr and the false-positive ratios fpr to measure the prediction
performance classifiers against various thresholds. The Area Under the ROC Curve
(AUC) determines the quality of the estimated class probabilities of the predictive
models without considering the applied threshold. The ROC and AUC operations
are used to compare the uncertainty performances of the neural networks by using
their estimated class probabilities. The logits matrix z;; € R®** over is given as the
input over the k-dimensional class where, i = {1,..., N}, j = {1, ..., B}. The missus,

and true., parameters denoted as mfj € RB** and tfj € RP*k. The Equation (33)

refers to the calculation of the mf;, and t};.
(
LL’Z'J', lf xij = Lij
trueeqs =
\None, otherwise
% (33)
Tij, if zi; # Lij
MASSys =
\None, otherwise
The roc curve computed by the Equation (34).
fpr,tpr = R(X, L) (34)
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Where, the ij € RP** is formed by concatenating the mfj, and tfj parameters.

The Lf; € R?*¥ which is denoted to the true labels of the #7;, and it generated by

'lj’
the concatenation of 0 and 1 repeated as the same size with m;; and ¢;;. The fpr,
and tpr refers to false positive ratio, and true positive ratio parameters. The area

under the curve is computed by using the parameters fpr, and tpr. R(.), and AUC

methods are calculated using the sklearn.metrics library.
5.3.4 Signal to Noise Ratio (SNR)

The signal-to-noise ratio (SNR) is the ratio between the desired signal power (e.g.,
the information) and the undesired signal power (e.g., background noise), and it
expresses in decibels (dB). Accordingly, the SNR algorithm was applied to measure
the noise in each of the audio recordings which comes with the .wav format. In
general, the prerecorded audio samples have the possibility to contain noisy signals
at the beginning and end of the recordings. Correspondingly, the noisy signals were
discovered at the first and last 30ms of each audio recording, and these signals were
used in the SNR calculation as a noise signal. The averages of the first py., and last

Pena Noise signals are calculated in the Equation (35).

p=5 S| fiwor,) P (3)

i=1 j=1

Where, z; € R” and j were enumerated the each frame which was the result of
the fft(.) applied on a window taken from the input signal X € R. The sample rate of
each speech signal was 16,000 and the window size L was set to 10ms. The x; made
element-wise multiplication with the hamming window denoted as w. The window
applied on z; by skipping every 5ms. To transform time signal into frequency, the
Fast Fourier Transform method was used and it was denoted as fft(.) and i was
enumerated the number of the each frames’ noise energy. After calculating the py,

and penq, to obtain the average noise m, the Equation (36) is used.
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_ DPreg + Pend (36)
noise frame

Where, the noise frame was denoted to the total number of the noise frames.
The remaining of the input signal X was given to the Equation (37) as x; to compute

speech signal s € R.

5= 3| fit(w o ) (37)
j=1
Thereafter, to compute SNR score in Equation (38), the noise m, subtracted from
the noisy speech signal s for getting the speech signal without noise.

|5_mp|

N
1
SNR = Zl 10 % log 10 <—) (38)

mp

Where, ¢ was enumerated the number of the audio recordings.

5.4 Training Process

5.4.1 Environment

In this work, the Ubuntu operating system was used with version 16.04. To speed
up the training process, the NVIDIA GeForce GTX 1080 was used as the Graphics
Processing Unit (GPU) along with the NVIDIA driver with version 440.33.01. Due
to a compatibility issue, the CUDA Toolkit with version 10.2 was applied with the
proper CuDNN library. Each neural network was generated using the pytorch library

with version-1.4 and the python-3.5 environment.

5.4.2 Architecture Selection
5.4.2.1 Fully Connected Network Architecture

To develop the FNN model, at first, the architecture was generated by using only 3
fully-connected layers. Then, based on the research [60] conducted by Huy (2016),

which supports the positive effects of using 1-dimensional max-pooling to the noisy
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audio signals, a 1-dimensional max-pooling layer was applied as a feature extractor.
Also, the studies [61, 62], which had the best two EER results in the ASV spoof 2017
challenge, utilized max-pooling in their base models to improve their performances.
After the 1-dimensional max-pooling operation, the EER score of the FNN was de-
creased. To experiment only with the fully-connected layers, any convolutional layer
before the 1-dimensional max-pooling operation was not included. In general, the
highly complex neural network models do not work well with the ASV spoof 2017
dataset and since the FNN network has the highest number of the parameters, 1-
dimensional max-pooling layer was used to decrease the complexity of the network.
In order to prevent overfitting, the 70% of the outputs of fully-connected layers were
eliminated by using a dropout operation [46]. Compared to the sigmoid, the ReLU
was performed much better as an activation function. The FNN was failed to perform
well with a high number of the neuron sizes. When the neuron sizes were increased
to 2000, 3000 or more, the performance of the network was decreased also with the
EER score. Therefore, the highest node size was determined as 1024 and for the other
layers in the system the dimension was reduced by half of it. The node size of the
last hidden layer was set to 128 instead of 256 due to a small decrease in the EER
score. The FNN model was able to outperform the EER score of the base model of

the challenge.
5.4.2.2  Recurrent Neural Network Architecture

The RNN architecture is similar to the FNN model except for a few differences. An-
other approach they have used to improve the robustness of the SCSs was to employ
a Bi-LSTM layer. In [63], the GMM and Bi-LSTM models were used to generate a
robust SCS and they have accomplished the 5th best EER performance of the ASV
challenge 2017. Also, in [64], they have utilized the Bi-LSTM layer to generate a SCS

for the ASV spoof 2017 challenge. According to the study [65], which was conducted
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by using the TIMIT ! a speech dataset stated that the Bi-LSTM based neural net-
work model was able to outperform both of the GMM and the DNN neural networks.
Another study [66] applied Bi-LSTM based model to improve the performance of

their base system by using the same dataset.

Accordingly, the 1-dimensional max-pooling layer was replaced with a bidirec-
tional long short-term memory (Bi-LSTM) layer to be used as a feature extractor.
That directly increased the classification performance of the system by decreasing
the EER score. The study [67] suggests to apply a dropout operation to the LSTM
layers by only implementing them to the non-recurrent connections. Therefore, in
our system, the dropout was not applied to the outputs of the each Bi-LSTM layer
to prevent its memorization ability to corrupt the information carried by units. The
number of hidden layers that applied to the Bi-LSTM layer selected according to its
effect on the performance of the EER score. According to the findings, the 8-layers

presented the best classification performance.

Another approach was done by applying the batch normalization [49] operation
to the RNN system. The study [49] states that the batch normalization decreases
the internal covariate shift of the input samples and provides higher learning perfor-
mances. Also, the same study suggests not to use the batch normalization with the
dropout operation, in case it decreases the performance of the batch normalization
on input samples. As another study [68] stated, combining both operations reduces
the error of the network and improves classification performance for some applica-
tions. However, the study suggests to apply the dropout operation after the batch

normalization layer by using a small probability value. Another study [69] stated that

ITIMIT is a speech dataset that has recordings taken from 680 speakers which consist of 8
American and English speakers. The speakers were reading ten various sentences in a noise-free
environment.
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the dropout reduces the effects of overfitting in speech and object recognition tasks.
According to the related studies, the batch normalization layer was applied to each
fully connected layer before the activation function. Also, the dropout probability
was decreased from 70% to 50%. The default value of the epsilon was changed to
0.001 to attain a better performance from the batch normalization. To decrease the
complexity of the network the highest node size of the fully-connected layer was set
to 512. The Rest of the neuron sizes of the network were determined by decreasing
the 512 by half. The final form of the RNN system succeeded to outperform the FNN

model.
5.4.2.83 ResNet Architecture

Another preferred neural network architecture by the ASV challenge participants
was the ResNet model. In [70], the best model was a fusion system composed of
the MFCC-ResNet and the CQCC-ResNet networks. With this model, they achieved
the 3rd best EER score in the challenge. Another study [64] stated that the ResNet
reveals a promising potential for an end-to-end SCS. Therefore, the MFCC-ResNet
model which was proposed in [52] was applied as the ResNet architecture. The model
was developed to be used in the ASV spoof 2019 challenge, which studies the three
major forms of the spoofing attacks: speech synthesis, voice conversion and replay
attack. As stated in [52], the ASV Spoof 2019 dataset has more realistic replay attack

samples compared to version-2017.

In this study the MFCC was used as a feature extractor. Therefore, the obtained
model from the study [52] was the MFCC-ResNet architecture for this work. First,
the retrieved model was applied with the same architecture that was used in the re-
lated study. However, because of the number of the ResNet block layers (e.g., high

complexity), it has performed worse than the RNN system. Therefore, the number
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of the ResNet blocks were reduced from nine to three. Then, the Leaky Relu was re-
placed with the ReLLU activation function. Some of the max-pooling operations were
causing an unnecessary dimension reduction for the input matrix, and this was caus-
ing an critical information loss during the backpropagation process. At first, the last
two max-pooling operations were canceled and this has caused a small improvement
in the EER scores. And then, the stride values of the two max-pooling operations
were reduced from 3 to 1 instead of canceling them. That presented a better classi-
fication improvement than canceling the max-pooling layers. In the studies [52, 61],
the probability of the dropout values were determined as 70%. Therefore, for this

architecture, the probability of the dropout operation was set to 70%.

The ResNet block was kept similar to the original. The channel sizes of the
convolutional layers were kept small. The maximum channel size was determined as
32 for not to increase the complexity of the network so much. When the channel size
was set into 64, no significant performance improvements occurred in the SCS, and
when the channel size increased even more, the EER score began to increase. The
final form of the ResNet architecture succeeded to outperform the FNN and RNN

networks.
5.4.2.4  Light Convolutional Neural Network Architecture

Xiang et al. (2017) has developed a system called Light CNN to produce outstanding
classification performances for the face recognition systems. The network contains the
Max-Feature-Map (MFM) activation function, which is a special case of the max out
operation. Xiang stated that the MF'M operation provided a neural network model to
perform a better generalization ability against noisy labels, and as the study claimed,

it has outperformed the performance of the ReLU activation function [53]. Since the

57



ASV spoof 2017 challenge dataset was designed to measure the generalization perfor-
mance of the neural network systems, the Light CNN model is used in this work to

outperform the base ASV system.

The LCNN architecture was replicated from the studied [53]. In the study, they
have released three different versions of the LCNN architectures. The Light CNN-9
model was employed due to its complexity, instead of using the Light CNN-4 and
Light CNN-29. The system has outperformed the EER score of the ResNet model.
Also in the study [61], they have utilized the same architecture to outperform the
base system of the ASV spoof 2017 challenge. They have succeeded in obtaining the
best EER result from the challenge with their fusion system. Their fusion model
was composed of LCNN, SVM, and CNN-+RNN neural nets. In the CNN+RNN
architecture, they have used a bidirectional gated recurrent unit layer (Bi-GRU) [71]
before the fully-connected layers. Accordingly, in the LCNN system, the Bi-GRU layer
was implemented before the fully-connected layers. However, this method decreased
the evaluation performance of the model by increasing the EER score. When the
channel sizes were increased in the convolutional layers, similar to the previous neural
networks, it did not provide any successful classification performances. Therefore,
the channel sizes of the convolutional layers were set between 8 to 32, which was also
similar to the study [61]. The LCNN model successfully outperformed all the other

neural network models used for this work according to the EER score performance.
5.4.3 Hyperparameter Arrangement

In this work, the learning rate, batch size and Adam optimizers’ epsilon parameter
were tuned. The learning rate was selected as 0.001. Increasing or decreasing the
learning rate more than 0.001 did not provide any noticeable improvement on the

SCS. As the study [72] suggested, the epsilon parameter of the Adam optimizer was
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set to 0.1. This method has improved the classification performance of the SCS more
than using the default value. The optimum batch size for this work was set to 32.
Training the predictive models with 16, 64 and 128 batch sizes gradually decreased
the robustness of the SCS. Similar findings about the batch sizes were also stated in

7).

5.5 Results and Discussion

5.5.1 Evaluation of the Equal-Error-Rate Scores of Models

The first experiment was conducted by using the FNN architecture with only 3 fully-
connected layers and the EER scores obtained for the development and evaluation
datasets was 20% and 26%. The SCS was underfit after training it by using only 3
fully-connected layers. To prevent this problem, the 1-dimensional batch normaliza-
tion was applied for each of the fully-connected layers. Using the batch normalization
alone did not prevent the underfitting problem, and the EER score of the evaluation
dataset increased to 28%. Instead of using batch normalization, the dropout layer
was applied for each of the fully-connected layers with a probability 70%. And fi-
nally, the 1-dimensional max-pooling layer was employed to use as a feature extractor
against the noisy input samples. Note that no convolutional layers were used before
the max-pooling layer. Because, the FNN model was generated to experiment only by
using the fully-connected layers. The dropout and max-pooling layers improved the
classification performance of the system that was trained with the noisy dataset by
decreasing the EER score. As shown Figure (10), the dropout and max-pooling layers
improved the classification performance of the SCS by decreasing the EER score of

development and evaluation subsets to 19.20%, and 24%.

As a next step, the architecture was updated by replacing the 1-dimensional max-

pooling layer with a bidirectional LSTM layer, which was formed with 4-hidden-layers
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and 8-hidden-sizes. This modification caused the SCS system to overfit by increas-
ing the validation accuracy more than the training accuracy. As referred in section
4.2.2, to prevent the overfitting problem, the 1-dimensional batch normalization was
employed for each of the fully-connected layers, and the probability of the dropout
layer was reduced from 70% to 50%. These changes improved the classification per-

formance of the model considerably.

The replay spoofing attacks (RA) in the each subsets of the ASV spoof 2017
dataset was prepared by using various replay/recording devices, acoustic environ-
ments and replay configurations to cause a generalization problem [20]. Especially
using various devices (e.g., studio recording device, telephone, laptop) to produce the
replay spoofing attacks have reduced the generalizability of the SCSs [56]. Since RAs
were produced by using different devices, each input sample may have a different dis-
tribution. The batch normalization is reducing the internal covariate shift between
the input samples (caused by different distributions) [49] and this might be the reason

why the robustness of the SCS has improved after employing the batch normalization.

Using the batch normalization with dropout caused EER scores of the develop-
ment and evaluation datasets to decrease to 1.87% and 20.49%. Another notable
performance improvement occurred when the epsilon? parameter of the batch nor-

malization increased to 0.001.

The same system was tested by using the LSTM layer without the bidirectional
form. However, this method did not provide any significant changes in the EER score.
As illustrated in Figure (10), the final form of the RNN architecture has outperformed

the EER score of the FNN architecture.

2it adds to the denominator for the numerical stability
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In the following, the ResNet architecture was tested as a spoofing countermeasure
system. At first, the system was containing 9-ResNet blocks, then it was decreased
to 3-Resnet block layers to reduce the complexity of the system. Then the stride of
the 2nd and 3rd max-pool layers were dropped from 3 to 1 to preserve the dimension
of the input matrix. The system was formed by a 2-dimensional batch normalization
and reducing the probability of the dropout layer from 70% to 50% did not affect
the EER score of the system significantly. Reducing the complexity of the system
and the stride parameter has improved the classification performance of the system
by decreasing the EER score into 19% on the evaluation dataset. However, the EER

score of the development dataset was increased to 2.05%.

In addition, the convolutional layers of the ResNet blocks were tested with a
higher filter size (e.g., 8 x 32 for blockl, 32 x 64 for block2 and 64 x 64 for block3)
and the EER score did not improved. However, decreasing the filter sizes (e.g., 4 x 8
for blockl, 8 x 16 for block2 and 16 x 8 for block3) has dropped the EER scores of

the development and evaluation subsets noticeably.

As demonstrated in Table (10), the final form of the ResNet system has outper-
formed the FNN and RNN architectures with the 0.42% EER score for the develop-

ment dataset and 18.04% EER score for the evaluation dataset.

Finally, the LCNN architecture was tested. As shown in Table (10), the sys-
tem has performed 4.96% EER score for the development dataset and 17.22% EER
score for the evaluation dataset by providing the best EER score. Therefore, the
LCNN¢g model was accepted as the conventional cross entropy loss metrics and soft-

max function SCS of the ASV spoofing 2017 challenge. Even though the number of
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the convolutional layers were changed to decrease or increase the complexity of the
architecture, the EER did not improve. Also, similar to the work in [61], the bidi-
rectional gated recurrent unit (Bi-GRU) was employed for the LCNN system before
the final fully connected layer. However, after the modification, the EER score of
the system was increased considerably. Similar to the other systems (FNN, RNN,

ResNet), smaller filter sizes have performed better with the noisy samples.

The EER score of the LCNN system, which was obtained in this study, was dif-
ferent from the work in [61] (7.37%). Since they have eliminated some of the noisy
samples from the training subset to prevent the overfitting problem, the training sub-

sets of both studies were different from each other.

The MFM activation function was able to discriminate the informative features
from the noisy ones and it has increased the robustness of the SCS by eliminating the

low-activation neurons (noise).

As indicated in Table (10), the overall best score has been obtained with the
LCNNgpr, model, which was formed by the EDL loss function (detail in Section
2.4). To decide the best, multiple EER scores were obtained from the LCNN¢g and
LCNNEgpy, systems, and the lowest score was accepted as the best. According to the
EER scores that are listed in Table (10), the Bayesian approach has improved the
classification performance of the LCNNgg by decreasing the EER score of the both

subsets.

During run-time, the Graphical Processing Unit (GPU) processes the deep neural

network parameters simultaneously. Therefore, to achieve an accurate analysis for
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Table 10: THE EER SCORES OF THE NEURAL NETWORKS MODELS

] Architectures \ Development \ Evaluation ‘

[ CQCC-GMM (Base System) [ 11.0% [ 283% |
MFCC-FNN 19.20% 24.10%
MFCC-RNN 1.87% 20.49%
MFCC-ResNet 0.42% 18.04%
MFCC-LCNN¢g 4.96% 17.22%
MFCC-LCNNgpy, 0.37% 16.79%

the complexity of the SCSs, the run-times of each system during the evaluation pro-
cess (only evaluation dataset was used) are shown in Table (11). Additionally, the
run-time of the models were also measured for the Central Processing Unit (CPU) to

compare with the GPU.

As shown in Table (11), the MFCC-RNN model has the longest run-time compared
to the other SCSs. The MFCC-RNN model is containing an Bi-LSTM layer, which is
a recurrent operation, and this might be the reason why the run-time of the system
has increased more than other models. On the contrary, the fastest system has
appeared to be the MFCC-FNN model. Even though using only full-connected layers
has increased the number of the parameters of the model, the model can still process
faster than the other systems.

Table 11: THE LIST OF THE RUN-TIMES OF EACH NEURAL NETWORK
MODEL

Systems # Parameters | Time (sec)
CPU | GPU
MFCC-FNN 4.9M 3.299 | 1.327
MFCC-RNN 1.2M 80.836 | 9.570
MFCC-ResNet 441K 19.482 | 2.425
MFCC-LCNN¢g 563.3K 23.785 | 2.087
MFCC-LCNNgpr 563.3K 22.849 | 3.398
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5.5.2 Bayesian Approach for the Confidence Measurement

The selected SCS for the Bayesian approach was determined according to the EER
scores that are illustrated in Table (10). As the table indicates, the best EER score
was produced by the LCNN system. Therefore, the LCNN model was redesigned using
the Bayesian approach to generate LCNNgp;, model and the LCNNgp;, was investi-
gated to outperform the uncertainty measures of the conventional cross entropy loss
metrics and softmax function spoofing countermeasure system (e.g., LCNNgg). The
LCNNgpr, and LCNN¢ g networks are very similar to each other except their loss func-
tions and classification layers. As mentioned in the section 2.4, the Bayesian approach
was applied to the LCNNgpy, system by replacing its cross entropy loss function with
the EDL loss and its softmax layer with an activation layer (e.g., exp®™, where z;
refers to logits over i-dimension). To compare the uncertainty of the LCNNgp and

LCNNgg systems, the PDF and ROC curve metrics were employed.

To illustrate the distribution of the predicted class probabilities of the systems, the
sigmoid outputs of the networks were used and they were computed with z; = h(x;),
where h(.) was denoted to the sigmoid function and z; was denoted to the logits
over the i-dimension. In each figure, the misclassified samples P,;sqs (left) and true
classified samples Py, (right) of the neural networks were visualized separately to be
discussed as individual. As shown in Figures (9) and (10), the estimated class prob-

abilities of each model were expected to approach to their true label values (e.g., 0, 1).

When the figures were compared with each other for the P,,... values, it is apparent
that the estimated class probabilities of the LCNNgpy, model between the intervals
{0.5 < py, ...y pn < 1.0} (e.g., true label 1.0) and {0 < py, ..., p, < 0.5} (e.g., true label
0) were approached to their true labels more than the probabilities of the LCNNgg

system.
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Another considerable change was observed between the P,,..s distributions of
the systems. As discovered in Figure (10), the P,,;sqs samples of LCNNgp, model
were appeared more separated compared to the P,,;s.s probabilities of the LCNN¢g.
Because these were misclassified samples, if they were to converge on their cor-
rect labels, they would appear more towards the central section of the PDF (e.g.,
{0.40 < py,...,pn < 0.60}). Therefore, the Bayesian network might be increasing
the predicted probabilities of the misclassified samples when the system believes the

mistakenly classified samples were correct.

According to the SNR scores shown in Table (9), the ASV dataset contains highly
challenging replay spoofing attacks (e.g., high (dB)), which were almost indistin-
guishable from authentic recordings [28], and the network might be producing high

probabilistic opinions for these samples when it misclassifies them.

As the PDFs indicated, the Bayesian model has decreased the uncertainty of the
true classified samples by approaching their probabilities Pj... to their true labels.
However, because of the effect acquired from the Bayesian network for the P,;sqs
scores, it was hard to claim that the Bayesian network has decreased uncertainty of
the LCNNgg model. Therefore, the ROC curve was used to compare the uncertainty
of the systems to come up with a final decision.

To illustrate the ROC curve, the logits L were separated to their misclassified
Lnisas and true classified Ly samples. And also the L,,;sqs and L. Scores were
used as class types instead of using spoof and genuine. According to Figure (11), the
LCNNgpy, system was able to decrease the uncertainty of the conventional cross en-
tropy metrics and softmax function SCS (e.g., LC'N Ngpy) considerably by increasing
the AUC value 14%.
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As demonstrated in the ROC curve, the LCNNgg system has performed poorly
with a 66% AUC value. On the other hand, the Bayesian network was able to
separate the true classified (e.g., true-positive and true-negative) and misclassified
(e.g., false-positive and false-negative) samples better than the LCNNgg. In this
way, the Bayesian network provided the LCNNgg system to be more certain about
its decisions by increasing its ability to discriminate its true (e.g., L) and false
(€.g., Limiscs) choices about the samples that were obtained from the ASV spoof 2017

challenge dataset.

1.0 1 — EDL AUC: 0.80
—— Cross Entropy AUC: 0.66

0.8

0.6

0.4 1

True Positive Ratio

0.2

0.0

T T
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Ratio

Figure 11: The ROC Curve of the Networks
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CHAPTER VI

CONCLUSION AND FUTURE WORK

6.1 Conclusion

In this work, the Bayesian approach (e.g., LCNNgpy) was applied to decrease the un-
certainty of the conventional cross entropy metrics and softmax function SCS (e.g.,
LCNN¢gg). These two systems were compared by using the PDF, AUC value and
ROC curve metrics. According to the PDFs of the systems, the LCNNgp, decreased
the uncertainty of the true classified (e.g., true positive and true negative) samples
compared to the LCNNgg network. However, the Bayesian approach also caused
the estimated class probabilities of the false negative and false positive samples to
approach their wrongly decided class labels more. Therefore, the decrease in the un-
certainty of the system could not be explained by the PDF results and accordingly
the ROC curve was employed to compare the both systems to come up with the final
decision. According to the AUC and ROC curve results, the Bayesian approach was
able to decrease the uncertainty of the system by increasing the AUC value 14%. Con-
currently, the Bayesian approach has performed the best EER score (16.79%) among
other networks and this novel approach has successfully increased the robustness of

the conventional cross entropy metrics and softmax function SCS.

6.2 Future Work

In this work, the LCNNgp, and LCNNgg models were compared based on their best-
performed (e.g., lowest EER score) epochs. Comparing these systems’ uncertainty
measures by taking many evidence scores from each network to evaluate their overall

performances is also an important evaluation approach. In future work, the Monte
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Carlo Dropout will be applied during the validation process. And also, the LCNNgp,,
and LCNNgg networks will be converted into probabilistic networks by getting each
input samples’ estimated class probabilities 100 times and the mean of them will be
taken as a final score. Those scores will be used to measure the uncertainty of the

systems.
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CHAPTER VII

APPENDIX

The algorithm of the FNN architecture:

class FNN(nn.Module):
def __init_ _(self):
super (FNN, self).__init__ ()
self.feature = nn.Sequential(
nn.MaxPool1d(6, stride=2, ceil mode=True),

)

self .main = nn.Sequential(
nn.Linear(in_features=4284, out_features=1024),
nn.RelLU(),
nn.Dropout(0.7),
nn.Linear(in_features=1024, out_features=512),
nn.RelLU(),
nn.Dropout(0.7),
nn.Linear(in_features=512, out_features=128),
nn.RelLU(),
nn.Dropout(0.7),

)

self.logits = nn.Linear(in_features=128, out_features=2)

The algorithm of the RNN architecture:

class RNN(nn.Module):
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def __init__(self):

super (RNN, self)._ _init__ ()

self.lstm = nn.LSTM(input_size=72, hidden_size=8, num_layers=4,

batch_first=True, bidirectional=True, dropout=0)

self .main = nn.Sequential(
nn.Linear(in_features=2016, out features=512),
nn.BatchNorm1d (512, eps=0.001, momentum=0.1),
nn.ReLU(),
nn.Dropout(0.5),
nn.Linear(in_features=512, out_features=256),
nn.BatchNorm1d (256, eps=0.001, momentum=0.1),
nn.RelU(),
nn.Dropout(0.5),
nn.Linear(in_features=256, out_features=128),
nn.BatchNorm1d (128, eps=0.001, momentum=0.1),
nn.RelLU(),
nn.Dropout(0.5),
)

self.logits = nn.Linear(in_features=128, out_features=2)
The algorithm of the ResNet architecture:

class ResNet(nn.Module):
def __init__(self):
super (ResNet, self)._ _init__ ()
self.convl = nn.Conv2d(1, 8, kernel size=3, stride=1, padding=1)
self.blockl = ResNetBlock(8, 16, True)
self .mp = nn.MaxPool2d(2, stride=3, padding=1)

self.block2 = ResNetBlock(16, 32, False)

71



self .mp_stride_1 = nn.MaxPool2d(2, stride=1, padding=1)
self.block3 = ResNetBlock(32, 16, False)

self .mp_stride_2 = nn.MaxPool2d(2, stride=1, padding=1)
self.dropout = nn.Dropout(0.7)

self.fcl = nn.Linear (144, 64)

self.relu = nn.ReLU()

self.fc2 = nn.Linear (64, 2)

class ResNetBlock(nn.Module) :
def __init__(self, in_depth, depth, first=False):

super (ResNetBlock, self). _init__()
self.convl = nn.Conv2d(in_depth, depth,
kernel size=3, stride=1, padding=1)
self.bnl = nn.BatchNorm2d(depth)
self.relul = nn.ReLUQ)
self.dropout = nn.Dropout(0.3)
self.conv2 = nn.Conv2d(depth, depth,
kernel_size=3, stride=3, padding=1)
self.conv3 = nn.Conv2d(in_depth, depth,
kernel_size=3, stride=3, padding=1)
self.bn2 = nn.BatchNorm2d(depth)

self.relu2 = nn.RelLU()

The algorithm of the LCNN architecture:

class LCNN(nn.Module) :
def __init__(self, num_classes=2):
super (LCNN, self)._ _init__()

self.features = nn.Sequential(
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mfm(1, 8, 5, 1, 2),
nn.MaxPool2d (kernel size=2, stride=2, ceil mode=True),
group(8, 16, 3, 1, 1),
nn.MaxPool2d (kernel size=2, stride=2, ceil mode=True),
group(16, 32, 3, 1, 1),
nn.MaxPool2d(kernel size=2, stride=2, ceil mode=True),
group(32, 24, 3, 1, 1),
group(24, 24, 3, 1, 1),
nn.MaxPool2d(kernel size=2, stride=2, ceil mode=True),
)
self.block = nn.Sequential(
nfm (960, 256, type=0),
nn.Dropout ()
)

self.logits = nn.Linear(256, 2)
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