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ABSTRACT

Most of the deployed wireless networking technology relies on Wi-Fi communica-
tions that depends on IEEE 802.11 standard. IEEE 802.11 consists of a set of pro-
tocols for medium access control (MAC) and physical layer (PHY) communications.
Distributed Coordination Function (DCF) included in IEEE 802.11 employs a single
channel in the MAC layer. However, network traffic load on a single channel leads
to high packet collision and performance degradation. Single-Radio Multi-Channel
(SRMC) Medium Access Control (MAC) protocols aim to transmit in parallel on
distinct channels while reducing the hardware cost. Initially, we consider dynamic
multi-channel access problem with independent and stochastically identical channels.
We formulate the problem as a Restless Multi-Armed Bandit (RMAB) process and
propose a novel load-adaptive frequency hopping method, namely Index-Based Chan-
nel Hopping (IBCH) algorithm, with the goal of optimal spectrum allocation and
throughput maximization. We classify previous efforts by their spectrum decision
mechanisms and rendezvous characteristics as single- and multi-rendezvous protocols.
Multi-rendezvous protocols have the capability of supporting simultaneous handshak-
ing on different channels whereas with single-rendezvous protocols only asynchronous
channel negotiations are allowed. Later on, we compare performance of IBCH with
various protocols from both rendezvous classes at varying transmission range, net-
work size and spectrum availability. Simulation results show that IBCH significantly
outperforms other spectrum assignment methods from both rendezvous classes. In
the second part of the thesis, we focus on IEEE 802.22 based Wireless Regional Area
Networks (WRANSs). IEEE 802.22 WRAN standard is aimed at using cognitive radio
(CR) to avoid user interference and congestion. Cognitive Radio (CR) is a promising

technology for emerging intelligent wireless communication systems due to its effi-
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cient utilization of the frequency bands. CR systems enhance temporal and spatial
efficiency, therefore, ease spectrum scarcity by exploiting temporary idle periods in
the frequency usage, known as spectrum holes. Dynamic Spectrum Access (DSA)
improves spectrum utilization by allowing secondary users (SUs) to opportunistically
access temporary idle periods in the primary user (PU) channels. Previous studies on
utility maximizing spectrum access strategies mostly require complete network state
information, therefore, may not be practical. Model-free reinforcement learning (RL)
based methods, such as Q-learning, on the other hand, are promising adaptive solu-
tions that do not require complete network information. In the second section, we
tackle this research dilemma and propose deep Q-learning originated spectrum access
(DQLS) based decentralized and centralized channel selection methods for network
utility maximization, namely DEcentralized Spectrum Allocation (DESA) and Cen-
tralized Spectrum Allocation (CSA), respectively. Actions that are generated through
centralized deep Q-network (DQN) are utilized in CSA whereas the DESA adopts
a non-cooperative approach in spectrum decisions. We use extensive simulations to
investigate spectrum utilization of our proposed methods for varying primary and sec-
ondary network sizes. Our findings demonstrate that proposed schemes outperform
model-based RL and traditional approaches, including slotted-Aloha and Whittle in-

dex policy, while %87 of optimal channel access is achieved.



OZETCE

Giiniimiizde kullanilan kablosuz ag teknolojilerinin ¢ogu, IEEE 802.11 standardina
bagli Wi-Fi iletigimine dayanir. IEEE 802.11, orta erigim kontrolii (MAC) ve fiziksel
katman (PHY) iletigimleri i¢in bir dizi protokolden olugur. IEEE 802.11°de bulu-
nan Dagitilmis Koordinasyon Iglevi (DCF), MAC katmaninda tek bir kanal kullanir.
Bununla birlikte, tek bir kanaldaki ag trafigi yiikii, yiliksek paket ¢arpigmasina ve per-
formans bozulmasina yol agar. Tek Radyo Cok Kanalli (SRMC) Orta Erigim Kontrolii
(MAC) protokolleri, donanim maliyetini digiiriirken farklh kanallarda paralel olarak
iletim yapmay1 hedefler. Baglangicta, bagimsiz ve stokastik olarak 6zdeg kanallarda di-
namik ¢ok kanalli erigim problemini ele aliyoruz. Sorunu Huzursuz Coklu Kumar Mak-
inas1 (RMAB) siireci olarak formiile ediyoruz ve optimum spektrum tahsisi ve verim
maksimizasyonu amaciyla yeni bir yiik uyarlamali frekans atlama yontemi, yani In-
deks Tabanli Kanal Atlama (IBCH) algoritmasi 6neriyoruz. Onceki ¢abalari spektrum
karar mekanizmalar1 ve bulusma 6zellikleriyle tek ve ¢cok bulugma protokolleri olarak
siniflandiriyoruz. Cok bulugmali protokoller farkli kanallarda egzamanlh tokalagmay1
destekleme yetenegine sahipken, tek bulusmali protokollerle sadece asenkron kanal
goriismelerine izin verilir. Daha sonra, IBCH'nin performansini degigen iletim ar-
aliginda, ag boyutunda ve spektrum kullanilabilirliginde her iki bulusma sinifindan
gesitli protokollerle karsilastiriyoruz. Simiilasyon sonuclart IBCH’nin her iki bulus
siifindan diger spektrum atama yontemlerinden 6nemli 6l¢iide daha iyi performans
gosterdigini gostermektedir. Tezin ikinci boliimiinde, IEEE 802.22 tabanhi Kablosuz
Bolgesel Alan Aglarina (WRAN’lar) odaklaniyoruz. IEEE 802.22 WRAN standardi,
kullanicr etkilegsimini ve tikamkligini 6nlemek igin biligsel radyo (CR) kullanmay1
amaglamaktadir. Biligsel Radyo (CR), frekans bantlarimi verimli kullanmasi nedeniyle

ortaya ¢ikan akill kablosuz iletisim sistemleri i¢in umut verici bir teknolojidir. CR sis-
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temleri, zamansal ve uzamsal verimliligi arttirir, bu nedenle spektrum delikleri olarak
bilinen frekans kullaniminda gegici bosta kalma siirelerinden yararlanarak spektrum
kithigini azaltir. Dinamik Spektrum Erigimi (DSA), ikincil kullanicilarin (SU) birincil
kullanic1 (PU) kanallarindaki gegici bogta kalma stirelerine firsatg1 olarak erigmesine
izin vererek spektrum kullanimini geligtirir. Spektrum erigim stratejilerini en iist
diizeye ¢ikarmaya yonelik daha 6nceki ¢aligmalar ¢ogunlukla ag durumu bilgilerinin
tamamini gerektirmektedir, bu nedenle pratik olmayabilir. Ote yandan, Q-6grenme
gibi modelsiz takviye 6grenme (RL) tabanli yontemler, tam ag bilgisi gerektirmeyen
uyarlanabilir ¢oziimler vaat ediyor. Iki béliimde, bu arastirma ikilemini ele aliyoruz ve
ag fayda maksimizasyonu igin sirasiyla Q-6grenme kaynakli spektrum erigimi (DQLS)
tabanli merkezi olmayan ve merkezi kanal se¢im yontemlerini, yani DEcentralized
Spectrum Atama (DESA) ve Merkezi Spectrum Atama (CSA) Oneriyoruz. Merkezi
derin Q-ag1 (DQN) araciligiyla tiretilen eylemler CSA’da kullanilirken, DESA spek-
trum kararlarinda igbirlik¢i olmayan bir yaklagim benimsemektedir. Degisen birin-
cil ve ikincil ag boyutlarina yonelik onerilen yontemlerimizin spektrum kullanimini
aragtirmak i¢in kapsaml simiilasyonlar kullaniyoruz. Bulgularimiz énerilen planlarin
modele dayali RL ve oluklu Aloha ve Whittle indeks politikasi dahil geleneksel yak-
lagimlardan daha iyi performans gosterdigini ve en iyi kanal erigiminin % 87’sinin elde

edildigini géstermektedir.
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Chapter 1

INTRODUCTION

Wireless communications is a fundamental part of our daily life in today’s world.
High use of smartphones, tablet PCs, drones and other electronic devices creates an
ever increasing traffic load on wireless networks. Satisfying the need for location-
independent communication and providing robust mobile services has become a im-
placable challenge for the global information communication technology (ICT) indus-
try. Although, many protocols incorporating processes, requirements and constraints
have been defined for network-enabled devices, reliable transport of data is one of the
primary concerns to achieve a high degree of efficiency in ever-growing wireless com-
munications. Medium access control (MAC) protocols play a central role in wireless
networks by governing decisions on the optimal sensing, transmission times and coor-
dination among network users for spectrum decisions in the data link layer. This thesis
is concerned about analyzing and proposing medium access schemes for throughput
maximization and reliable communication purposes in Wi-Fi and Wireless Regional

Area Networks (WRANSs) considering various network topologies.

1.1 Multi-Channel Communications in Wi-Fi Networks

Wi-Fi networks are based on TEEE 802.11 family of standards and used for Wire-
less Local Area Networking (WLAN). Greater part of ICT depends on the seamless
interaction of devices using radio bands defined by the IEEE 802.11. Distributed Co-
ordination Function (DCF) is the essential MAC scheme in IEEE 802.11 networks that
employ carrier-sense multiple access with collision avoidance (CSMA /CA) with binary

exponential back-off algorithm. Traditional spectrum decisions by the DCF exploit a
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single channel in the frequency spectrum. Proposed MAC schemes in the literature
aim to enhance functionality in multi-domain for enhancing network throughput and
causing less mutual interference. Using multiple transceivers for multi-channel MAC
is shown be a robust approach [1]. However, providing multiple radios to each node
increases the hardware cost. Considering the scalability of Wi-Fi networks and inves-
tigating reliable communication with minimum cost we only examine multi-channel

MAC protocols with single transceiver operation.

1.2 Cognitive Radio Networks

Communications in WRANSs are governed by IEEE 802.22 standard that use frequen-
cies allocated to a broadcasting service referred to as white spaces. IEEE 802.22
standard define WRAN specifications for using white spaces in the television (TV)
frequency spectrum. Nodes in WRANs are generally digital TV (DTV) base sta-
tions (BS) in rural areas that allocate resource blocks available by the orthogonal
frequency-division multiple access (OFDMA) digital modulation scheme. Communi-
cation in WRANS relies on cognitive radio (CR) technology for efficient utilization of
multiple frequency opportunities. CR allows configuration of transceivers based on
best spectral opportunities available in the allocated bandwidth. CR networks ease
spectrum scarcity by exploiting temporary idle periods in the frequency usage, known
as spectrum holes. Cognitive networks generally consist of a primary network and
a secondary network that have multiple tiers. Primary BSs are users that have ex-
clusive rights to a certain spectrum bands. Secondary BSs allocate primary channels
according to the interference that will be caused by their transmission to secondary

recelvers.

1.3 Main Contributions

Main contributions of this thesis are listed as follows.

e Rendezvous and spectrum access based classification of Single-Radio Multi-
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Channel (SRMC) Wi-Fi MAC protocols.

e We formulate the dynamic multi-channel access problem in SRMC domain as
a Restless Multi-Armed Bandit (RMAB) process and propose a novel multi-
randezvous multi-channel MAC approach, namely Index-Based Channel Hop-

ping (IBCH).

e We analyze impact of transmission range, network size and spectrum availability
on aggregated throughput for the proposed and examined SRMC MAC schemes

with different operational characteristics.

e Proposal of deep Q-learning originated spectrum access (DQLS) based decen-
tralized and centralized channel selection methods for network utility maxi-
mization, namely DEcentralized Spectrum Allocation (DESA) and Centralized
Spectrum Allocation (CSA).

e Performance comparison of proposed DSA methods with model-based reinforce-
ment learning and traditional approaches, including slotted-Aloha and Whittle

index policy.

1.4 Thesis Outline

This thesis is organized as follows.

Chapter 2: In this chapter, we have provide a classification of IEEE 802.11 based
SRMC MAC protocols based on their spectrum decision mechanisms and rendezvous
characteristics. Later on, we consider dynamic multichannel access scenario in SRMC
domain with independent and stochastically identical channels and formulate the
problem as a Restless Multi-Armed Bandit (RMAB) process. Based on this for-
mulation, we propose a novel multi-randezvous frequency hopping method, namely
Index-Based Channel Hopping (IBCH) algorithm, for throughput maximization with

optimal spectrum allocation. Furthermore, we compare IBCH with various protocols
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from both rendezvous classes at varying transmission range, network size and spec-
trum availability. Simulation results show that IBCH results in higher throughput
values compared to other protocols with its optimal policy for channel selection and
frequency hopping behaviour.

Chapter 3: In this chapter, we present multi-agent deep reinforcement learn-
ing based spectrum selection with wideband sensing capability for multi-user utility
maximization during DSA. Previous studies on utility maximizing spectrum access
strategies mostly require complete network state information. However, model-free re-
inforcement learning (RL) based methods, such as Q-learning,are promising adaptive
solutions that do not require complete network information. This enables practi-
cal solutions for networks with no prior information. We propose deep Q-learning
originated spectrum access (DQLS) based decentralized and centralized channel se-
lection methods for network utility maximization, namely DEcentralized Spectrum
Allocation (DESA) and Centralized Spectrum Allocation (CSA), respectively. We
use extensive simulations to investigate spectrum utilization of our proposed meth-
ods for varying primary and secondary network sizes. Our findings demonstrate that
proposed schemes outperform model-based RL and traditional approaches, includ-
ing slotted-Aloha and Whittle index policy, while %87 of optimal channel access is

achieved.



Chapter 2

INDEX-BASED CHANNEL HOPPING FOR
MULTI-RENDEZVOUS MULTI-CHANNEL MAC

2.1 Introduction

Most of the deployed wireless networking technology relies on IEEE 802.11 standard.
Distributed Coordination Function (DCF) included in IEEE 802.11 employs a single
channel in the MAC layer. However, network traffic load on a single channel leads
to high packet collision and performance degradation. Exploiting the multi-channel
structure with channel switching capability is a common approach for enabling simul-
taneous transmissions on distinct channels. Dynamic multi-channel access schemes
aim to increase performance and enhance network utilization by resulting in less mu-

tual interference, higher spatial reuse and enhanced network throughput.

Many studies have been proposed to improve functionality in the multi-channel
domain [1]. These approaches can be categorized based on the number of receivers
and/or handshaking methods. Although multi-transceiver enabled multi-channel
MAC protocols might be more robust, providing multiple radios to each node in-
creases the hardware cost. To investigate reliable communication with minimum cost,
we only examine multi-channel MAC protocols with single transceiver operation. The
classification of Single-Radio Multi-Channel (SRMC) MAC protocols is demonstrated
in Table 2.1.

Single transceiver operation based on the control channel depends on maintain
alternating exchange phases between the control channel (for handshaking) and data
channels (for transmissions). Due to non-simultaneous handshaking resulting from a

single transceiver on a single control channel both Dedicated Control Channel (DCC)
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Single-Radio Multi-Channel MAC Protocols
Single-Rendezvous Multi-Rendezvous
Dedicated Control Channel Common Hopping Frequency Hopping
Fixed phase Yariable Synchronous Asynchronous Peenro mudom Cyclic quorum Latin square Whittle index
length phisse hopping hopping gencratr sk based hopping based hopping based hopping
= length = hopping = “
12], 131 14]. 15] 161, 171 18] 19]. 110] [ 112] IBCH

Table 2.1: Classification of single-transceiver multi-channel MAC protocols

protocols [13]| and split phase protocols [2,4]| perform single-rendezvous functionality
in SRMC networks. Therefore, we classify these protocols as DCC-based spectrum
decision schemes. Another approach that also has single-rendezvous capability is the
common hopping. In common hopping, nodes are deployed with a common channel
selection strategy that requires them to periodically jump to the next channel in the
frequency spectrum based on the predetermined hopping sequence [6]. Compared to
DCC-based schemes, common hopping protocols utilize all of the channels for data
transmissions. Simultaneous frequency hopping is performed if the global clock syn-
chronization is available at nodes. Therefore, these networks can perform synchronous
common hopping. Otherwise, resulting hopping behavior becomes asynchronous [§].

Schemes employed by the frequency hopping protocols are generally designed to
enable multi-rendezvous functionality. However, their approaches to determining the
hopping sequence may vary. Nodes running the pseudo-random generator based pro-
tocols employ a common pseudo-random function in all nodes for determining the
hopping sequence or awake time period [9,10]. On the other hand, frequency hopping
sequence of the nodes can also be created by merging non-intersecting difference sets
as a cyclic quorum. Rotation closure property of difference sets enables any two nodes
to communicate with a nonzero probability in a given cycle without the need of global
synchronization or a dedicated control channel [11]. Another approach to designing

a frequency hopping scheme is the utilization of latin squares for ensuring concurrent
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spectrum decisions. However, this approach guarantees overlapping transmission slots

only when global synchronization is available [12].

Previous efforts have shown that multi-rendezvous protocols can outperform single-
rendezvous schemes [1]. It has been also shown that latin square based frequency
hopping has superior performance compare to other multi-randezvous approaches [12].
However, optimal spectrum allocation and a detailed comparison of randezvous classes

is yet to be provided.

The original contributions of this section is twofold. First, we provide a detailed
classification and performance comparison of SRMC MAC protocols based on their
rendezvous characteristics and spectrum decision approach. Second, we propose novel
performance optimal multi-randezvouz multi-channel spectrum decision scheme based
on Restless Multi-Armed Bandit Formulation (RMAB), namely Index-Based Channel
Hopping (IBCH).

2.2 System Model

Network architecture that has been chosen for dynamic multi-channel access problem
is based on IEEE 802.11 DCF as the medium access scheme. Therefore, operational
principles of the protocols are compatible with the IEEE 802.11 standard. System
implementation requires nodes equipped with a single radio and a physical medium
with multi-channel availability. Physical layer assumed to accommodate up to 13
channels in the frequency spectrum. Adopted network topology is non-hierarchical in
nature and consists of uniformly deployed nodes that are operationally independent
and have the same transmission range. All nodes are capable of acting as a sender or
receiver. Horizontal and vertical distance between adjacent nodes is constant through-
out the topology. Availability of clock synchronization is assumed among all devices

for concurrent spectrum decisions.
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Figure 2.1: Adopted 2D Mesh Network Topology

2.3 Background

2.3.1 Dynamic Multichannel Access

Consider N independent Markov chains representing N frequency sub-bands under
Gilbert-Elliot channel model [14]. Each chain ¢ consist of two states 1 (good) and
0 (bad) with transition probability matrix P; = {pg.f,)c}j,ke{o71}. Each channel ch; is
selected for a maximum available throughput Th; (i = 1,..., N). At the beginning of
each time slot ¢, K (1 < K < N) out of N channels are selected as the default channel
set, IC(t), for transmission and probing purposes. Considering state-space S;(t) € [0, 1]
for each channel ch;, S;(t) = 1 represents that T'h; unit of reward /throughput obtained
upon transmission. Otherwise, S;(t) = 0, no throughput is obtained. Total expected
reward /throughput obtained at a given time slot ¢ from channel set IC(t), can be

calculated using

Rew(t) = Y Sit)Th; (2.1)
i€k(t)

In order to obtain maximum amount of throughput /aggregated reward from trans-
missions, a policy, which determines optimal way of selecting the transmission chan-

nels at each time slot, have to be found.
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P
Py = Poo
(> o)

Figure 2.2: Gilbert-Elliot channel model [21]

2.3.2  Restless Multiarmed Bandit (RMAB) Formulation

Multi-Armed Bandit (MAB) problems are stochastic scheduling formulations that
have been a part of reinforcement learning and probability theory literature for many
years [15]. These set of problems aim to provide solutions for utility maximization
while allocating pre-determined scarce resources in the presence of competing choices.
MAB consists of a player with a full knowledge of the environment (states of arms)
that activates one of N markovian arms and receives a corresponding reward. While
the activated arm chances its state, other states of passive arms are frozen. MAB
problems aim to find the optimal policy for activation order in order to obtain maxi-
mum expected reward over an unlimited time, a.k.a infinite horizon. RMAB problems
are generalizations of MAB where S;(¢) € {0,1} for any K such that 1 < K < N
and SN, S;(t) = K |16]. Similarly, dynamic multichannel access scenario can be
modeled as a RMAB problem, where K channels are assigned for transmission source

and destination (S-D) pairs out of N available frequencies.

Considering channel states are not observable without spectrum sensing, each node
has to infer the state of the channel based on its previous experiences. Conditional
probability w;(t) of a channel ch; is in good state S;(t) = 1 has been shown to be
sufficient statistics for optimal decision making [17]. Therefore, at each time step ¢
a belief vector/information state Q(t) = {w;(t), we(t), ..., wn(t)} can be used as the
sufficient statistics in the optimal policy calculation. One-step belief update using

results of spectrum decision at time ¢ can be denoted as follows;
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.

Py i € K(t), Si(t) = 1

wi(t+1) = 9 pi, i€ K(t),Si(t) =0 (2.2)

| wi(Ophy + (1= wi®)hy i ¢ K()

Using policy 7(£2(t)) notation for transmission/default channel set K(t) selection
under information state (t), expected total discounted reward over infinite horizon

can be calculated using

E” {gvt”&(mm(ﬂ‘&?(l)} (2.3)

where 0 < v < 1 is the discount factor for decreasing contribution of future

rewards in the expected reward calculation. RMAB with discounted reward criterion

can be denoted as a tuple ((1), {P;}¥,, {Th}Y,, 7).

2.3.3 Index Policy

Index policy for dynamic spectrum access assigns index to each of the available channel
states at any given time slot. Spectrum decisions are regulated based on the indices
provided by the index policy. Channel indices for a given time slot are ordered
based on the expected discounted reward/throughput that calculated using outcome
of previously selected transmission channels. Gittin index policy has been shown to
be optimal for MAB problems, where a priority index is assigned for determining
the order of arm activation [18]. Whittle index policy is the generalization of Gittin
index that offers an optimal solution to indexable RMAB problems with the relaxed
constraint that average number of activated arms over the infinite horizon equals to
K. Although, not all RAMBS are indezable, Whittle index offers an optimal solution
to indexable RAMBs such as our adopted dynamic multichannel access scenario with

semiuniversal structure such that p;; > pig for any given N stochastically identical
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channels and K selections [37].

Strongly decomposable index policies are used for arms and/or channels whose
index solely depends on its characteristics and not on other arms and/or channels.
Thus, decoupling reduces complexity of N-dimensional spectrum assignment into N
independent problems of size 1-D. As an example of such policy, myopic policy ignores
future rewards and focuses on the expected immediate reward. Myopic action and/or
channel selection A(t) at time t can be calculated with following equation, where
Th(i) represents expected throughput of channel ch; and w;(¢)Th(i) is the myopic

index

~

A(t) = argmax Y w;(t)Th; (2.4)
AWM eaw)

2.4 Approach

Next, we propose our Indez-Based Channel Hopping (IBCH) protocol based on RMAB
formulation and corresponding Whittle index policy. Whittle index policy becomes
identical to the myopic policy and has a queue-based structure for stochastically
identical positively correlated channels (pi; > ph;) as shown in Fig. 2.3. Resulting
indexing strategy has been shown to be the optimal policy for N and K such that
1 < K < N [37]. Similar to [12], at each time slot IBCH separates the available
spectrum into default channels and switching channels. Nodes assigned with a default
channel, default nodes, stay idle and wait for incoming transmissions on their default
channels. On the other hand, switching nodes, assigned with a switching channel,
switch to the default channel of their intended destinations for transmission.
Algorithm 1 is executed for implementing Whittle-index policy based frequency
hopping behaviour. Queue-based transmission is triggered upon obtaining node, chan-
nel and set limit information. Channel queue (Queue) is updated based on the Whittle
index policy provided in [37|. Initially, each node is assigned with a default channel

based on its id (Lines 1-2). Corresponding channel number of each node is computed
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Algorithm 1: Index-Based Channel Hopping (IBCH)
Input: C +Channels, N' <~ Nodes, K <« set limit

Data: Queue: channel queue, 7: cycle length
for each node n; € N'| i€ {1,..., N} do

=

2 | Assign n;.channel < i(mod)|C|

3 Initialize Queue <—random_order(C)

4 Compute default channel_set < SAT(Queue)

5 for each time_slot t;,j € {2,..,T} do

6 for each channel chy € default channel set do
7 Get Tlf;l < transmission over chy, at t;_;
8 if Ta/ " == Success then

9 | Update Queue.insert_ front(chy,)

10 else

11 L Update Queue.insert rear(chy,)

12 Compute default channel_set < SAT(Queue)
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by the formula i(mod)|C|, where i is node id and |C| is the cardinality of the chan-
nel set. Assuming nodes are deployed sequentially based on their ids, this approach
guarantees that neighbouring nodes do not have non-overlapping default channels.
Channel assignment is followed by queue initialization based on random ordering for
regulating transmissions at the first time slot ¢; (Line 3). Using Switch and Transmit
(SAT) algorithm with the initialized queue structure Queue, nodes are separated into
default and switching nodes. Default nodes, whose default channels ids are among first
K elements of the queue, stay idle and wait for incoming transmissions from switching
nodes with switching channel ids. Upon completion of the transmissions at the first
time slot, a set for representing the default nodes channel ids (default channel_ set)
is returned (Line 4). Rest of the procedure is iterated for remaining time slots of a
given time cycle with length 7 (Lines 5-12). While iterating over each channel chy,
initially, result of transmission over chy at the previous time slot is obtained T: x,i_l
(Line 7). Later on, based on the result of the transmissions, channel ids in the queue
are reordered for organizing transmission channels at the upcoming slot (Lines 7-11).
After reordering, first K channel ids at the beginning of the queue become the default

channels for the upcoming time slot [37].

Algorithm 2: Switch-And-Transmit (SAT)
Input: Queue: channel queue
Output: default channel set
Data: N < Nodes, K <« set limit
Initialize default channel set<« Queue[l : K|
Initialize switching set<— Queue[K +1: N]
for each channel chg € switching set do
Compute set*" < get ch_nodes(N, chg)
for each source_node n; € set*”*" do
Compute n; + find_ destination_ node(n;)
Get chp < n;.channel
Set n;.channel + chp
Compute n,.transmit_to(n;)

© 00 N O Uk W N

Algorithm 2 is run for queue-based frequency switching and S-D pairing. Based
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on the updated queue structure (Queue) and set limit (K') provided by Algorithm
1 procedure, channels are separated into default and switching channels (Lines 1-2).
Later on, for each of the switching channel ids corresponding nodes are computed
setswich (Line 3-4). Procedure continues by computing destination nodes and initi-
ating transmission for each of the nodes n; € set*““" corresponding to the switching

node ids chy (Lines 5-9).

2.5 Protocols

In the interest of an elaborate examination, we have selected synchronous and asyn-
chronous common hopping schemes, CHMA and DSMMAC, as the single-rendezvous
protocols in our analysis. On the other hand, LACH has been chosen as the multi-
rendezvous approach for outperforming cyclic quorum and pseudo-random generator
based frequency hopping schemes [12]. A comparison of protocol strategies for channel

selection is presented in Table 2.2.

Channel Selection Strategies

CHMA LACH DSMMAC

R;=imodn
SB; = (i+ |i/n]) modn

¢ = sy modm IDS; = (SB; + R;) mod n ®=(nk2)
IDC; = SB; mod m
3 Channels 3 Channels
10mod 25 - 10 (25, 8,1) ={1,2,4,8,12,13,21,23}
10 4 110/25D mod 25 — 10 (25,8,1) ={3,10,11,15,16,19,20,22}
3 Channels (10 +110/25]) mo 5B, (25,9,2) ={ 5,6,7,9,14,17,18,24,25}
10mod3—>1 (10 + 10) mod 25 — 20 10mod3— 1
c IDS; IDC;
5 Channels 5 Channels
5 Channels 10 mod 25 — 10 (25,8,1) ={1,2,4,8,12,13,21,25}
10 mod 5 0 Ri (25,8,1) ={3,10,11,15,17,19,20,22}
¢ (10 +110/25) mod 25 > 10 (25,7,1) ={6,7,9,14,16,18,24}
(10 +10) mod 25 — 20 10mod 5= 0 {5h{23}

Table 2.2: Channel selection strategies

2.5.1 Channel-Hopping Multiple Access (CHMA)

Elimination of hidden-terminal interference requires a consensus on the timing and

order of channel switching between frequency-hopping nodes in the network. CHMA
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exploits this fact by assuming a common frequency hopping sequence [6]. Transmis-
sion request is achieved by sending a Request-to-Send (RTS) message to intended
destination on the common channel that all nodes listen to at any given time. In
case of successful handshake completion, S-D pair stops their hopping sequence and
continues data transmission on that channel. However, remaining idle nodes pursue
hopping until an idle channel is detected. Channel of the hopping sequence at time ¢
can be calculated with ¢; = s; mod m, where m represents the number of channels and
s is the slot index at time ¢. After the completion of the data transmission, S-D pair
calculates the channel and joins rest of the nodes at the common hopping sequence.
There are several drawbacks of this approach. First of all, nodes that are engaged in
a transmission are unaware of the current status in the network such that they have
no prior information of which devices and channels are occupied. On the other hand,
hopping behavior is frequently repeated and nodes may switch to channels that are

already occupied by a transmission.

2.5.2  Difference-Set-Based Multi-Channel MAC (DSMMAC)

Difference sets have been exploited in the literature for designing power-saving sleep
scheduling algorithms, in which main objective is to minimize nodes wake-up duty
cycle [11]. Using difference sets in MAC design is an effective approach for maxi-
mizing number of overlapping slots between S-D pairs. DSMMAC aims to maximize
rendezvous probability of the nodes by combining mutually exclusive difference sets
and exploiting the rotation closure property for ensuring nodes to meet at each cy-
cle with a certain probability regardless of global synchronization [8]. Design of the
hopping sequence is accomplished by combining non-intersecting difference sets that
have high rendezvous probability. Later on, each difference set is assigned to a dis-
tinct channel where elements of the difference set correspond to the time slots of a
given cycle. Selected difference sets determine the spectrum decision of the nodes
at any given time slot. If the combined difference sets can not span a whole cycle,

remaining time slots are allocated with randomly selected channels. A difference set
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of length k with rendezvous probability A calculated from a cycle of length n can be
represented as ® = (n, k, ). For each r € {1,...,n — 1}, there exists A\ ordered pairs
(d;,d;) such that d;,d; € ® and r = (d; — d;) mod n [8]. Similar to CHMA, S-D pair
that successfully completes the handshake procedure starts data transmission over
the channel and stops its hopping sequence. Nodes return to the difference set based

common hopping sequence only after the transmission is completed.

2.5.3 Load-Aware Channel Hopping (LACH)

Initial time and channel allocation mechanism of the LACH protocol utilizes latin
squares for load sharing. Latin squares have been adopted as a MAC protocol or a
network coding scheme [?]. Using latin squares for channel hopping scheduling design
creates multi-rendezvous functionality. After the network initialization phase, where
nodes determine their initial channel hopping sequence, nodes periodically update
their hopping sequence in order to adapt to the changing network traffic. For the co-
ordination of time and frequency domain allocations, nodes get assigned with default
and switching slots based on the latin square that is used for the implementation.
Default slots are time periods where nodes are not allowed to transmit and obliged
to listen for incoming transmission requests from their neighbors. On the other hand,
nodes that are willing to transmit, switch to the channel of their intended receivers
during the switching slots. Initially, row (R;) and symbol (SB;) values are calcu-
lated for each node i. Using these two parameters, initial default slot (IDS;) and
initial default channel (IDC;) values are determined for the implementation [12].
This approach ensures nodes with successive IDs to have unique default slot and
default channel assignments. Continual adaptation to traffic load is maintained by
changing the number of extended default slots based on the utilization function pro-

vided in the related paper [12].
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2.6 Performance Evaluation

2.6.1 Simulation Setup

The goal of the simulations is to evaluate the performance of IBCH, CHMA, DSM-
MAC and LACH protocols in terms of aggregate throughput using ns-3 and python
simulations. Three different simulation scenarios have been conducted at varying
transmission range, network size and spectrum availability. Rendezvous between a
S-D pair is assumed to be realized when nodes can accomplish a successful handshake
procedure on the predefined hopping sequence. In total 100 nodes are uniformly
deployed in a grid area of 800 x 800 meters, forming a 2D mesh network. Ideal
transmission environment have been adopted, where there is no propagation loss and
default transmission range of each node is 230 m, if not otherwise specified. A bursty
traffic model have been simulated with a traffic arrival probability uniformly dis-
tributed between 0 and 1. Burst length is uniformly distributed between 200 and 300
packets, where packet size is 1000 bytes. Nodes select a random neighbour from their
transmission range during the handshaking process in order to initiate a transmission.
Each cycle consist of 25 time slots of length 10 ms. For the implementation of LACH

protocol a latin square of size 25 have been chosen in order to match the cycle length.

2.6.2  Simulation Results
Number Of Channels vs. Aggregate Throughput

Fig. 2.5 shows the aggregate throughputs resulting from IBCH, CHMA, DSMMAC
and LACH protocols with respect to number of available channels. Aggregate through-
put obtained from IBCH surpasses other protocols as the number of available channels
increases in both of the network configurations. Although, multi-rendezvous approach
LACH with 60 nodes has overall better performance compared to single-randezvous
protocols, CHMA and DSMMAC, it is outperformed by CHMA as the number of
available channels increases in the 140 node configuration. Nodes with LACH de-

ployment are incapable of differing their transmissions to an upcoming slot due to
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Figure 2.5: Aggregate throughput with different number of channels

its utilization based cyclic scheduling mechanism for default slots. Therefore, slot-
based transmission approach of CHMA results in a better aggregate throughput than
LACH in case of greater channel and node availability. DSMMAC has the worst
performance among all the protocols in terms of aggregate throughput, due to nodes
inability to change their difference set based assigned frequencies in case of varying
channel utilization. It is observed that in a configuration of 140 nodes, IBCH obtains

significantly greater throughput values.

Number Of Nodes vs. Aggregate Throughput

Fig. 2.6 shows the aggregate throughput values obtained from the experiments with
5 and 11 channels. Increasing bandwidth availability is reflected to the acceleration
of the increase in the observed aggregate throughput values. Similar to the previ-
ous experiment IBCH significantly outperforms other protocols as the network size
increases. Multi-rendezvous protocol, LACH, has better performance compared to
single-rendezvous protocols, CHMA and DSMMAC, while 5 channels are available.
On the other hand, LACH is outperformed by the CHMA protocol in case of greater
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Figure 2.6: Aggregate throughput with different number of nodes

node and frequency spectrum availability due its consideration of cycle-based utiliza-
tion instead of a slot-based approach, as mentioned above. Furthermore, DSMMAC
is again outperformed by the CHMA and LACH protocols due its lack of adaptability

to interference with increasing bandwidth availability.

Transmission Range vs. Aggregate Throughput

Fig. 2.7 shows the performance of IBCH, CHMA, DSMMAC and LACH protocols
under various transmission ranges. We consider three different transmission ranges
of 100, 230 and 350 meters. The main objective of the experiment was to examine
the effects of changing interference and node availability. These transmission ranges
allowed nodes to hear and randomly select pairs from their 1-hop, 2-hop and 4-hop
neighbourhoods respectively. It’s evident that multi-randezvous protocols IBCH and
LACH allows better spatial reuse and generates higher aggregate throughput with
decreasing transmission ranges. On the other hand, examined single-rendezvous pro-

tocols, CHMA and DSMMAC, behave completely different with the increasing trans-



20  Chapter 2: Index-Based Channel Hopping For Multi-Rendezvous Multi-Channel MAC

70 '
-=- IBCH
o CHMA
[ 65 -8~ DSMMAC
= ~ LACH
= 60
(=™
it
ol
2 55
At
F
2 50
[=11]
=]
%
> 451 5 .

| 1]
40# = =
100 150 200 250 SGD 350
Tranmission Ranges (m)
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mission range. As all of the nodes listen to the same channel at any given slot with
single rendezvous protocol deployment, increasing transmission range allows them to
be more aware of their surrounding transmissions. It is observed that resulting de-
crease in interference causes an increase in the aggregate throughput obtained from
the single rendezvous protocols. However, IBCH shows greater aggreagated through-

put in all of the simulated transmission scenarios.



Chapter 3

DISTRIBUTED DEEP REINFORCEMENT LEARNING
WITH WIDEBAND SENSING FOR DYNAMIC
SPECTRUM ACCESS

3.1 Introduction

Ever-increasing demand in wireless networks results in an excessive usage of frequency
bands in the Radio Frequency (RF) spectrum. Cognitive Radio (CR) is a promising
technology for emerging intelligent wireless communication systems due to its effi-
cient utilization of the frequency bands. CR systems enhance temporal and spatial
efficiency, therefore, ease spectrum scarcity by exploiting temporary idle periods in the
frequency usage, known as spectrum holes. Dynamic Spectrum Access (DSA) plays
a central role in CR networks by allowing secondary users (SUs) to opportunistically
access these holes in the primary user (PU) channels. Throughput maximization
during DSA requires efficient frequency selection and minimal interference by the
users in the secondary system. Reinforcement learning is an adaptive online-learning
technique that is widely-used for utility maximization in multi-agent systems [24].
Due to its complex and autonomous nature, CR environment can be modeled as
a multi-agent system. Therefore, reinforcement learning is a promising solution for
spectrum assignment and throughput maximization in CR networks. On the other
hand, deep reinforcement learning (DRL) combines reinforcement learning with deep
neural network (DNN) architectures for approximating utility values during the learn-
ing process [25]. Using DRL enables solving high-dimensional spectrum assignment
problems without any prior knowledge about the environment. Up to now, several

works with RL and/or deep RL (DRL) have been proposed with the aim of interfer-
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ence avoidance and/or utility maximization in CR networks. DRL based frequency
allocation has been investigated for maximizing the number of successful transmis-
sions in [26]. A similar approach has been proposed in [27] to maximize the network
utility during spectrum access via Deep Q-network (DQN). Deep Q-learning (DQL)
and narrowband sensing policy has been examined for heterogeneous networks that
operate different MAC protocols [28]. However, narrowband sensing adopted in these
studies limits the usage of multiple spectral opportunities. [29] examines multi-agent
RL with wideband sensing for learning sensing policies in a distributed manner. Dif-
ferent from the proposed architecture, we focus on spectrum assignment and primary
system frequency allocations. Wideband sensing with DQN based access policy has
been investigated for utility maximization of a single SU [30]. However, existence of
multiple cognitive agents in different primary network settings and effect of centralized
policy learning is omitted in the presented work.

In this section, we propose DQL and wideband sensing based multiple SU util-
ity maximization for the first time in the literature. The original contribution of
this study is threefold. First, we develop a Markov Decision Process (MDP) formu-
lation for utility maximization during secondary system decision making based on
wideband sensing. Second, we propose novel decentralized and centralized spectrum
selection methods based on wideband sensing, namely DEcentralized Spectrum Allo-
cation (DESA) and Centralized Spectrum Allocation (CSA), respectively. Third, we
investigate the spectrum utilization of the proposed spectrum allocation methods for

varying primary and secondary network sizes.

3.2 System Model

Fig. 3.1 represents IEEE 802.22 standard and Wireless Regional Area Network (WRAN)
adopted network architecture. PUs and SUs are assumed to be WRAN Base Station
(BS) of a digital television (DTV) system. We consider N primary system users as-
signed to N frequency sub-bands where each PU allocates all of the resource blocks

available by the orthogonal frequency-division multiple access (OFDMA) as in [30].
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Figure 3.1: PU & SU DTV base stations

Each channel can be modeled as an independent Markov chain that is either occupied
or idle at any given time slot. Transition probabilities of channel occupancy states
are not known by the secondary system and uniformly distributed between 0 and 1
for each channel. Secondary BSs that are willing to transmit to their receivers are
attempting to access idle PU channels without causing interference to primary system
transmissions.

Secondary system consists of K cognitive agents that are capable of wideband
spectrum sensing. Each of K SUs can stay idle or switch to one of N PU channels for
transmission. Furthermore, each of K SU is capable of sensing N primary channels
in a decentralized manner. In the centralized scenario, on the other hand, distributed
sensing by the secondary system is assumed to be collected at the central DRL unit via
distributed sensing [29]. Transmitters and receivers in SU WRAN cells are assumed
to be synchronized and no prior knowledge of primary system spectrum occupancy

patterns is provided.

3.3 Problem Formulation

MDP is a method used for modeling discrete time stochastic processes. In this sec-

tion, we first present the MDP formulation of multi-agent decision making considering
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the secondary system spectrum access problem in DSA. Later on, we elaborate on
value functions for estimating utility values of SU spectrum decisions given the pri-
mary system channel occupancy at any time slot. Policy defines way of behaving for
each SU that is learning PU access patterns. We calculate spectrum decision policy
approximating the utility values in the absence of switching behaviour information
(transition probabilities) of PU channels. Therefore, we also discuss Q-learning for
obtaining optimal spectrum decision policy by recursively approximating value func-

tions.

3.8.1 Markov Decision Process

Our model for the RL task consists of a finite MDP that can be defined using finite
set of states and set of actions as well as one-step dynamics of the environment [24].
State space S = { sy, ..., S5 } represents possible scenarios of primary system frequency
occupations where each observed s; € {0,1}" represents the PU channel allocations
at a given time slot ¢. Each action, a; € {0,...,N + 1}, from the action space
A ={ay,...,ax }, represents a selected PU channel for the decentralized SU j. Action
a; = N + 1 represents remaining idle, whereas a; € {0, ..., N} are for primary channel
numbers. In the centralized implementation, N + 1 possible actions for each of K SU
results in an action space of size (N + 1)¥, of which a single encoded action value
a € {0,...,(N + 1)%} is selected for representing channel selection of all secondary
system members.

Each action taken by the SUs determines successor states that are new occupations
in PU channels a.k.a states. An action a; taken from state s, results in a successor
state s with a state transition probability of P(¢, k) and incurs an immediate reward
of R(t,j). Overall, we can define MDP as a tuple (S, A, R, P,~) with a reward
function R and a discount factor + for contribution of possible future rewards during

possible action scenarios. We define our MDP model as follows:

1. S : {s1,...,55} state space, where each state s; represents primary system

channel occupations.
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2. A: {ay,...,ax } action space, where each action represents a decentralized

spectrum decision.

3. R:S x A— R reward function that represents reward observed r;, € R by the

secondary BS while accessing an idle PU channel at a given time slot.

4. P : State transition probability P(s|s’) that denotes probability of primary
channel occupations in the upcoming slot s’ given the current state s. We
adopt model-free learning approach for our MDP formulation with unknown

transition probabilities that are independent of actions taken by SUs.

3.5.2 Value Functions

RL is an effective way of solving stochastic optimal control problems. Therefore, we
propose RL based solution for our MDP model with unknown transition probabili-
ties. In RL, value functions are equations for estimating expected sum of discounted
rewards from a given state considering the possible future actions [24]. Expected
return of a state s under a policy 7 can be defined using value function v™(s). E™[]
represents the expected utility of following policy 7. For any time step ¢, r;, s; and a;
represent observed reward, state and action at time ¢ as shown in Table 3.1. Value of
a state at time ¢, v™(s), can be calculated with the following equation, where discount
factor v* is used for decreasing contribution of future state values during expected

value calculation

v"(s) = E7 [Z ik

k=0

5 — ] (3.1)

Similarly, action-value function ¢™(s,a) represents the value of taking action a
at time t from state s under policy 7 and it can be calculated using the following

equation;
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qw(sa a) = Eﬂ{ Z’Ykrt+k+1 St = S,ar = a} (3-2)

k=0

There exists an optimal deterministic stationary policy for each MDP model [31].
This policy maximizes the expected reward returned from a state in the MDP model
with unknown transition probabilities. Optimal state-value function v, and optimal

action-value function ¢, for all s € S and a € A under policy 7 can be denoted as

follows;
v4(8) = maxv™(s) (3.3)
g«(s,a) = maxq" (s, a) (3.4)

3.3.83  Q-Learning

Q-learning is a widely-used control algorithm for policy independent approximation
of optimal action-value function (gx) based on Bellman optimality equations. In the
absence of state transition probabilities P, optimal policy calculation requires ap-
proximation of optimal value functions, ¢* and v, for utility maximization. Bellman
optimality equations allow policy independent representations and recursive calcula-

tion for optimal value functions [24]. These equations are;

v.(s) = méixE[rtH + YU(St41) | ¢ = 5,0; = a (3.5)
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q«(s,a) = E[r411 + ”Ymaf(Q*(StHaatH) | s =5,a; = a
at4

(3.6)

Learning algorithm uses multiple experiences and one-step look-ahead approach

for recursively approximating ¢ values, in which, experience represents a sample

taken from the MDP model. An FEzperience at time slot ¢ can be denoted using

e = (S¢, a4, 1, S¢11). Q-learning uses the following update rule for solving the MDP

formulation and approximating g¢* values;

q(s,a) < q(s,a) + Aq(s,a)

using learning rate o, Aq(s,a) is defined as;

Aq(s,a) = « [rt + 7 max q(Se+1, at) — q(se, ar)

Table 3.1: Reinforcement Learning Notation

Notation Description
~ Discount factor
s Policy
T Reward observed at time ¢
Sy State at time ¢
ay Action taken at time ¢
v™(s) State-value function under policy 7
q(s,a) Action-value function under policy 7
v.($) Optimal state-value function
q+(s,a) Optimal action-value function

er = (S¢, Gy, Tty Sr1) Experience at time ¢
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3.4 Approach

Next, we describe our DQN architecture and algorithms for DQL based spectrum al-
location. First, we explain our DQN architecture detailing hyperparameters selected
for the learning procedure. Later on, we present wideband sensing based DQL al-
gorithm for single SU frequency selections. Finally, we elaborate on our proposed
centralized and decentralized DRL architectures for multi-user utility maximization

during secondary system spectrum decisions.

3.4.1 Deep Q-Network

Q-learning calculation requires memorization and representation of Q-values during
the expected reward calculation. DQN is a deep reinforcement learning method that
uses deep neural network architecture for value storage and expected utility approx-
imation during Q-learning procedure. Using DQN allows complex mapping of high-
dimensional state-space representations to action-values [26,27]. Our DQN training
procedure uses experience replay technique. With this approach, we ensure conver-
gent and stable training of DQN model by sampling past experience at each batch

and training on decorrelated examples [32].

Table 3.2: Hyperparameters for DQN

Hyperparameter Value
Number of episodes 200
Number of time slots 10000
Number of layers )
Batch size B 10
Memory size 2000
Learning rate « 0.001
Discount factor 0.95
Exploration rate ¢ 1.0 — 0.01
Epsilon decay 0.997
Loss function Huber

Optimizer Adam
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Feed-forward network consists of 5 fully connected layers, where input is the
state s;. Input layer is of size 12 N and output layer is a vector of action set A.
Hidden layers are of size 30, 20, 10 and use ReLU activation function that com-
putes f(x) = max(z,0). Last layer of the network uses softmaxz activation function
o(z;) = €%/ . e" for predicting Q-value of each action. We chose Adam gradi-
ent descent optimization algorithm for updating weights during DQN training [33].
Huber loss has been chosen as the loss function during back propagation due to its
robustness against outliers [34]. At each iteration ¢, Adam algorithm is used to update

weights 0; of the DQN for minimizing loss function

Ll — O.)2 W
Li(6) = 5w — Qi) forly; —Qi| < c (39)

clys — Qi] — 3% otherwise

where y; = E[7;11 + 7 maxy ¢«(si11,a’)] is calculated with the DQN using weights

0;_1 from previous iteration, Q; = q(s;, alf;) and ¢ = 1.0 as presented in Table 3.2.

3.4.2 DQL originated Spectrum Access Algorithm (DQLS)

Algorithm 3 is executed for learning spectrum decision policies based on detected
PU channel allocations. Learning is triggered upon receiving primary system channel
information from the environment using wideband sensing. First, two DQN imple-
mentations (DQN*" DQN™9¢) are initialized for the experience replay procedure
using state space S and action space A (Line 1). Training lasts for a predetermined
amount of episodes (Lines 2-16). At each episode randomly generated PU spectrum
decisions are determined using wideband sensing (Lines 3-15). Action a; correspond-
ing to the highest expected utility is returned by the DQN%" given the current PU
channel occupations s; (Line 4). Training procedure uses e-greedy policy for choosing
random actions over actions that return highest expected utility with probability e
(Line 5). Ezxploration is necessary in order to find better action selections that result

in higher reward signals. We linearly decrease the exploration rate € (1.0 9997, 0.01)
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Algorithm 3: DQL originated Spectrum Access (DQLS)

Input: S < primary system channel occupation
Output: DQNerset
Data: Mem : Memory, b : minibatch

1 Initialize DQN*" DQN"9¢ <~ DQN (S, A)

2 for each episode & do

3 for each state s, € & do

4 Compute a; = DQN" " get action(s;)

5 a; < exploration with prob. €

6 Compute 7, = DQN"" get reward(s;, a;)
7 Get next state s;41

8 Store Mem.store(e; = (si, ar, e, Si41))

9 Update s; < s411

10 if |[Mem| > B then

11 Compute b = Mem.sample(B)

12 for each e; in b do

13 Compute t = E[r; 1 +ymax,,., ¢.(Sit1, @it1)]
14 L Compute DQN"" train(s;,t)

15 | Update DQNtrset 299" by ptrain

by epsilon decay for a balanced exploration-exploitation trade-off. Immediate reward
obtained by the selected action is recorded for the rest of the training procedure (Line

6).

After getting the channel occupation in the subsequent time slot current state is
updated and an experience e; is stored in the memory Mem using action a;, states
St, 811 and immediate reward r; (Lines 7-9). As the experience count surpasses the
predetermined batch size B, experiences are randomly sampled from the memory to
form a minibatch and train on decorrelated experiences (Lines 10-11). Based on the
information contained in each experience, Q-value Q(s,a) of that state-action pair
is calculated and DQN model DQN'%" is trained (Lines 12-14). After each episode
learned weights by the training model DQN%" is used for updating the target model
DQ@N'r9¢t (Line 15).
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Algorithm 4: Centralized Spectrum Allocation (CSA)
Input: K <—number of SUs, N < number of PUs
Output: Set®t" : Secondary system actions
Data: s; «+ state during i-th slot

Compute |A| + (N +1)%

Initialize Sete'°" = {} assigned® = 0

Train DQN9¢ DQN*n < DQLS

Compute a = DQN™9 get action(s;)

while assigned® # K do

Update [A| < (N + 1)K-assigned™ =1
Compute PU index = |(a/|A|)]

Update Set®™" " append(PU _index)
Update a = a mod |A|

Update assigned™® += 1

© 00 N O A W N =

-
o

3.4.8  Centralized Spectrum Allocation Algorithm (CSA)

Centralized DQL architecture uses Centralized Spectrum Allocation Algorithm (CSA)
for learning spectrum decision policies. After obtaining primary system channel oc-
cupation patterns using distributed sensing [29], Algorithm 4 is run for determining
secondary system spectrum decisions. Initially the number of possible actions, action
space size, is calculated considering each of K SUs has (N+1) actions for N detected
PU channels (Line 1). An empty set of actions Set®"" is created with a variable
assigned™ for counting the number of assigned SU actions (Line 2). Centralized
DQN is trained and an action number for encoding all individual actions of K SUs
is computed using single DQN based DQLS algorithm (Lines 3-4). Action code a,
generated by the central DQN for a given state s;, is decoded into separate action
numbers until all SUs have an assigned action (Lines 5-10). For each individual SU
action this procedure keeps the action of remaining SUs as a subset and divides the
action code to possible number of remaining actions (N + 1)K—assigned™ =1 (T ineg 6-7).
During the rest of the procedure action code representing the cumulative actions of
remaining SUs and number assigned SU actions are updated (Lines 9-10). After the

calculation of the current channel assigned to the SU, immediate reward signal is
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obtained from the environment and total utility is updated (Lines 12-13).

3.4.4  Decentralized Spectrum Allocation Algorithm (DESA)

Decentralized policy learning architecture consists of non-cooperative secondary BSs
that perform independent wideband sensing and policy learning during DSA. Initially,
each secondary BS SU performs wideband sensing individually and determines pri-
mary system channel allocations. Based on spectrum occupancy information, SUs
are trained using the proposed DQLS algorithm (Lines 1-2). Upon completion of the
training procedure, secondary BSs choose the S action and primary channel index,
which provide the highest expected utility given state s; at the current time slot j

(Lines 3-4).

Algorithm 5: Decentralized Spectrum Allocation (DESA)
Input: S < primary system channel occupation
Output: a; : PU channel at j-th slot
Data: s; < state at j-th slot

for each SU € secondary system do
| Train DQNg*', DQN#™ < DQLS

for each SU € secondary system do
L Compute a; = DQN& get _action(s;)

N =

oW

3.5 Simulations

3.5.1  Simulation Setup

Simulations of CSA and DESA algorithms have been implemented for centralized
and decentralized spectrum decision scenarios using open-source neural-network li-
brary Keras [35] and numerical computation library TensorFlow [36]. CSA uses a
single DQN for generating secondary system actions during DSA. Central DQN in
the CSA is aware of the primary system channels, which are detected by the SUs
using wideband sensing approach. During the DESA, each SU has been modeled
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as a learning cognitive agent that is capable of performing sensing and policy learn-
ing operations independently. We have modeled PU channels as independent 2-state
Markov chains that can either be in 1 (occupied) or 0 (vacant) state. Similar to pre-
vious work in [30], namely DQN-based access policy (DQNP), we have implemented
DSA for N = 20 channels each assigned to a different PU with randomly generated
transition probability matrices {P;}?,.

Network utility performance under CSA and DESA have been compared with
classical slotted-Aloha protocol, optimal policy performance and model-based RL
approach. Expected channel throughput under slotted-Aloha protocol at a given time-
slot 7 is given by n;p; = (1—p;)™ ™!, where p; represents transmission probability and n;
is number of SUs in the CR environment [27]. Whittle index policy for stochastically
identical negatively correlated channels has been implemented as the model-based RL
approach [37]. For the optimal policy performance comparison we have implemented
fixed-pattern channel switching based optimal policy (OP) algorithm proposed in [26].
Each of the simulations were carried out for T = 10,000 time slots and E = 200
episodes. We have used average SU utility per episode as the performance evaluation

metric for representing average cumulative reward gained by SUs at each episode.

3.5.2  Simulation Results

We first present simulation results for spectrum decisions of a single SU coexisting
with multiple PUs in the CR environment. Fig. 3.2 shows average SU wutility per
episode obtained by a single SU spectrum decisions under DQLS. Note that network
scenario with 1 SU and 20 PUs corresponds to the architecture proposed for DQNP.
We have two observations from Fig. 3.2. First, average SU throughput under DQLS
increases with the increasing number of detected PU channels. High cardinality of
the action space enables SU to be aware of more spectral opportunities and learn a
better channel selection policy. Second, convergence to DQN-based access policy takes
longer with increasing number of detected PU channels. Increasing complexity in the

CR network results in higher dimensionality of action and state space representations,
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—— DQLS 1 SU 20 PU (DQNP)
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Average SU Utility per Episode

Figure 3.2: DQLS versus optimal channel access policy

hence policy learning from channel occupancy observations slows down.

Fig 3.3 shows comparison of centralized and decentralized spectrum selection per-
formance for varying primary network sizes. Number of SUs is set to 3 while the
number of primary base stations vary as 15 and 25. Similar to the results presented
in Fig 3.2, decentralized SUs under DESA perform better with DQN-based channel
selection strategy as the number of available PU channels per SU increases. Due to
increasing complexity of primary channel allocations, centralized learning approach
results in a lower performance with increasing number of primary BSs. Different
from slotted-Aloha based medium access, average utility under Whittle index policy
increases with increasing number of SU. Furthermore, DESA spectrum policy perfor-
mance surpasses all of the other spectrum decisions approaches achieving up to 80%

of optimal policy performance.

Fig 3.4 depicts the performance of proposed MAC schemes with different number of
SUs. Similar to the results depicted in Fig 3.2 and Fig 3.3, DESA-based channel access
results in a better performance as the number of primary channel per SU increases.
It’s evident that DESA-based spectrum assignment outperforms other approaches.

Furthermore, performance gap with CSA increases as the number of SU reaches to
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Figure 3.3: CSA versus DSA for changing primary system

4. Compared to results obtained by centralized spectrum assignment under CSA, we
observe that independent policy learning in the decentralized scenario results in higher
average network utility values. Average utility obtained by the proposed schemes

surpasses other approaches with 2 SU availability in the CR environment.
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CONCLUSION

This thesis addresses reliability of spectrum access problems in wireless networks
focusing on Wi-Fi and wireless regional area networks. Prosing data-driven spectrum
decision solutions for the reliable frequency allocations is the major contribution of

the presented work.

In chapter 2, we have initially provide a classification of IEEE 802.11 based SRMC
MAC protocols. Later on, we propose a novel Whittle index based multi-channel spec-
trum decision scheme, IBCH, using our RMAB formulation of dynamic multi-channel
access problem. We also compare MAC design schemes with different operational
characteristics by changing network configurations such as transmission range, net-
work size and spectrum availability. In general, IBCH results in higher throughput
values compared to other protocols with its optimal policy for channel selection and
frequency hopping behaviour. On the other hand, single-rendezvous approach com-
mon hopping protocol (CHMA) outperforms LACH and DSMMAC as the compu-
tational complexity and overhearing increases due to its slot-based decision making
flexibility. As future work, we aim to concentrate on mobility and traffic load adap-

tation of index-based channel hopping.

In chapter 3, we present multi-agent deep reinforcement learning based spectrum
selection with wideband sensing capability for multi-user utility maximization during
DSA. Initially, DQN-based spectrum decisions of a single SU coexisting with multiple
PUs have been derived. Later on, we propose novel algorithms for DQL and wideband
sensing based centralized and decentralized spectrum selection, namely DESA and
CSA. Decentralized channel access results in a better performance as the number of

primary channel per SU increases. Moreover, we observe that independent policy
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learning in non-cooperative manner under DESA results in more effective spectrum
decisions than centralized spectrum assignment under CSA. Going forward, our future
work will focus on extending both the system model and proposed algorithms. We
will concentrate on efficient utilization of OFDMA resource blocks and analyzing
aggregated interference at primary receivers during secondary system transmissions.

We also plan to implement other DRL approaches such as policy gradient methods.
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