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ABSTRACT

WIRELESS LAN DESIGN AND FUTURE INTERNET
ARCHITECTURE

ALMUKHTAR, Ashraf Thaker Mahmood
M.Sc., Electrical and Computer Engineering, Altinbas University
Supervisor: Prof. Dr. Osman Nuri UCAN
Date: April / 2023
Pages: 60

In this research thesis, Intrusion detection is evolving in WLAN design and future internet
architecture. Internationally, individuals are increasingly tech-dependent. Various sectors
have coined the term "Internet of Things" (1oT) to capture this trend of using Internet and
cloud-based services for administrative and operational tasks like data storage,
administration, and monitoring. These assumptions were based on the difficulty of collecting
important data from a working WLAN or mission-critical corporate network. WLAN design
and future internet architecture are important areas of research in networking, and their
implementation on MATLAB can provide valuable insights. MATLAB can be used to model
and simulate WLANS and future internet architectures, allowing researchers to evaluate the
performance of different design choices and protocols under various conditions.
Furthermore, MATLAB can be used to develop and test new algorithms and protocols for
WLANSs and future internet architectures. This can lead to the development of more efficient
and secure networks that can meet the increasing demands of the digital age. Therefore, the
use of MATLAB in WLAN design and future internet architecture implementation can
greatly contribute to the advancement of networking technology. Sanitized telemetry from a
real system would increase simulation accuracy. The signal dynamics could be simulated
more correctly. The test could imitate WLAN system activities without real data. The test
bed servers may build and operate a small flow loop with sensors and controls. The primary
test bed server allows sensor polling, controlling, and data collection (which also acts as the

WLAN server). Time-synchronous averaging algorithms resample data from several

vii



telemetry sources with different sampling rates. The freshly developed WLAN variable
grouping technique is demonstrated in several case scenarios. Variable grouping methods
allow the extraction of model subsets with the lowest prediction errors. The study also
examines AAKR and AAMSET results for a sample of successfully detected intrusion
actions from two data sets. The models found which Linux kernel telemetry cluster was best
for intrusion detection using four clusters. The knowledge-based system is the most
extensively used method that detects wireless network assaults using their signatures. This
system is easy to set up and has a low false/missed alarm rate, however it cannot detect
wireless network zero-day attacks. Zero-day wireless network attacks are undetected. The
knowledge-based system will consider the unusual behavior normal because it has never
seen a zero-day intrusion incident. The behavior-based technique detects known and
unknown wireless network assaults at 97.86%. This modeler analyzes data to predict system
behavior. Future intrusions will be telemetry data that does not match the learned behavior.
Keywords: Wireless, Communication, Identification, Classification, Attacks.
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1. INTRODUCTION

Cyber-Physical Systems (CPS) have gained popularity in the process control industry as a
result of computing's recent breakthroughs. The CPS is a vast, globally distributed system
composed primarily of physical components such as industrial equipment, sensors, and
actuators. A "cyber component” employs operators and/or servers at a distant control center
to monitor, transfer data, or issue commands utilizing a set of specialized communication
protocols. Combining sensing and control technology has helped numerous sectors,
including the nuclear, petroleum, hydropower, automotive, and railroad industries. These
systems are utilized for automated jobs or in inconveniently positioned machinery. The
Supervisory Control and Data Acquisition (WLAN) system monitors and manages
equipment and operations using data sensing, acquisition, and specialized communications
protocols. WLAN systems regulate the distribution of numerous vital resources, such as
energy and water, and many industries have recently shifted to a digital Instrumentation and
Control (I&C) culture, necessitating the protection of the integrity and security of these
systems from malicious, unauthorized, and even authorized users. In the worst-case scenario,
damage or suspension of access to these systems could result in power outages for
consumers, crop irrigation problems, identity theft, or even fatalities if the WLAN system is
responsible for passenger transportation. Stuxnet-scale assaults on WLAN networks are,
thankfully, extremely uncommon. But, a few of high-profile incidents from the recent past
are sufficient to highlight the aforementioned losses. In 2003, the wireless network of the
Slammer worm attempted to enter the Davis-Bessie nuclear power plant [1]. Many
monitoring stations were inaccessible for a number of hours due to this wireless network
attack. Nobody was in immediate danger, as the plant was not operational and safety
precautions were in place. In 2007, an engineer compromised a wireless local area network
(WLAN) that controlled the distribution of Sacramento River water for agricultural and
home purposes|[2].

Again, this disturbance led to a decline in business, and the engineer was severely penalized.
In Germany, a collision between two passenger trains finally resulted in injuries and fatalities
in 2016 [3]. It was established that the primary plant operator was the principal cause of the
tragedy. Despite the fact that two trains were running in opposite directions on the same
track, the conductors were given incorrect inputs, and the system alerts were disregarded. It
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is evident from this example that not all WLAN security concerns originate from the outside.
Next, we'll examine these and additional WLAN network security events in further detail.
Considering these instances, it is evident that as more industries transition to digital 1&C,
the sophistication and quantity of threats to these systems will increase. The prospect of
misuse, such as attempting to access sensitive data, manipulate system resources, or open
shutdown valves, poses a risk to the security of these systems [4]. These types of security
threats can be described using phrases such as zero-day, temporary, and permanent. Using
zero-day flaws, attacks on wireless networks are wholly novel and can circumvent many
popular security mechanisms. In addition, they often move quickly and engage in temporary
attacks on wireless networks. Long-term attacks can cause damage over a longer period of
time by inserting malware that masquerades the attacker as an authorized user in order to
steal sensitive data or interfere with system functioning. Most of these threats cannot be
identified without a detection system. Any hardware and/or software configuration that
monitors system telemetry and statuses in search of suspicious behavior might constitute an
intrusion detection system (IDS). The IDS may scan wireless network telemetry or records
for anomalies or departures from the norm, as well as indications of known intrusion
attempts.

These systems may be passive, in which case an alert is sent when a rule is violated, or
reactive, in which case action is done to destroy the intruder and/or isolate the problematic
system. WLAN system security concerns have prompted the creation of numerous IDS types
in the literature. Techniques for identifying intrusions in audit or telemetry data fall into one
of several key intrusion detection system groups (IDS). There are three primary
classifications of detecting systems: knowledge-based, behavior-based, and behavior-
specification-based [5]. The strategy only searches for specific signatures in knowledge-
based systems that match to previously neutralized attacks on wireless networks. These
signatures are recorded in a document known as an attack dictionary for wireless networks.
This has advantages and disadvantages [6], since any signatures not in the lexicon are
regarded as normal. One of its virtues is that it is simple to install and creates few false
alarms. The strategy's major flaw is its inability to discover brand-new vulnerabilities in

wireless networks.

In behavior-based systems, models are trained on data resembling typical operating
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conditions, and any deviations from this learned behavior are deemed abnormal [7]. This
type often produces a greater proportion of false alarms, necessitates operational data and
training time, and has a greater system overhead than knowledge-based systems. In the
concluding parts of this thesis, the sequential probability ratio test is used to this topic.
Despite these apparent drawbacks, behavior-based DS offer a significant security advantage
over knowledge-based systems by detecting zero-day wireless network attacks. In addition,
there is no requirement for enumerating all potential models with this approach. The formal
behaviors and specifications of behavior-specification-based systems [8] are pre-
programmed by a human specialist. Warning signs are activated upon violation of any of
these regulations. The key advantage of this type is a low rate of false alerts, as only wireless
network attacks that fulfill the predetermined criteria would trigger an alarm. All rules must
be defined by a single individual, which could result in errors.

Next, depending on the type of IDS installed, a considerable proportion of false and missed
alarms are usually discovered. These values could be interpreted as the probability of both
false and missed notifications. The false alarm probability is the likelihood that a given
observation may be incorrectly detected as suggestive of a hostile attack on a wireless
network when, in reality, it is in a completely normal state (FAP). Missed Alert Probability
(MAP) is the likelihood of mislabeling an observation exhibiting wireless network attack
indicators as normal when it is actually in an abnormal state (MAP). If the IDS reveals high
rates for these probabilities, it is probable that operators would once more disregard warning
outputs and fail to take them seriously.

In general, the challenge with implementing IDS for WLAN networks is that technological
advancements frequently eliminate and introduce new threats. For instance, enhanced
software and threat mitigation measures can eliminate a flaw in a wireless sensor that grants
complete system access to any user. Owing to the broad awareness of this vulnerability,
configuring the IDS to monitor a specific set of log files and deny unauthorized users access
was a simple. Yet, with a redesign, this IDS function may become obsolete. This suggests
that the IDS would need to be modified in order to keep pace with this technological
innovation. If newly developed software turns out to be susceptible to newly disclosed zero-
day wireless network attacks, the situation becomes considerably more problematic. If the
IDS deployed for this example sensor is not a behavior-based system, the sensor is once

again vulnerable to wireless network attacks, and the IDS will report this new, unwanted
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activity as normal. Due to technological improvements and hacker intelligence, it is hard to
construct a foolproof security solution.

This dissertation attempts to solve some of these obstacles by creating a behavior-based
detection method that employs non-parametric models such as Auto Associative Kernel
Regression (AAKR) and Multimodal State Estimation Technique (AAMSET) to discover
the usual system behavior. These approaches have enjoyed extensive commercial success

in industrial settings for detecting out-of-the-ordinary process behavior and sensor
degradation. In particular, the Sequential Probability Ratio Test (SPRT) is merged with
these models as an anomaly detection tool; it is a binary statistical hypothesis test with
the lowest known FAP and MAP and the fewest observations required to reach a

conclusion. This indicates that the SPRT servers will expedite the resolving of problems.

1.1 PROBLEM STATEMENT

Wireless Local Area Network (WLAN) design and future internet architecture are two areas
of networking that are rapidly evolving and increasingly interconnected. WLANS are
essential for providing wireless connectivity in various settings, including homes, offices,
and public spaces. However, WLANSs face a range of challenges, including interference,
limited range, and security vulnerabilities. Additionally, future internet architecture is likely
to rely on a range of technologies, including cloud computing, edge computing, and the
Internet of Things (IoT), which will place new demands on WLAN design.

One of the key challenges in WLAN design is providing sufficient coverage and capacity to
meet the growing demand for high-speed and reliable connectivity. This requires careful
consideration of factors such as antenna placement, channel allocation, and transmission
power. However, achieving optimal WLAN design is complicated by factors such as
interference from other wireless networks, walls, and other obstructions. In addition,
WLANSs must be designed to meet a range of security requirements, such as encryption,
authentication, and access control.

Future internet architecture is also likely to present significant challenges for WLAN design.
The use of cloud computing and edge computing, for example, will require WLANS to be
designed to support real-time communication between devices and cloud/edge resources,
with low latency and high reliability. Similarly, the growing prevalence of the Internet of
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Things will require WLANS to support a large number of devices, many of which will have
low-power requirements, intermittent connectivity, and specific security requirements.

To address these challenges, researchers and practitioners are exploring a range of new
technologies and protocols, such as 5G and Wi-Fi 6, that can improve the performance,
security, and scalability of WLANSs. However, evaluating the performance of these new
technologies and protocols requires extensive modeling and simulation, which can be time-
consuming and computationally expensive. Therefore, there is a need for tools that can
facilitate the modeling and simulation of WLANSs and future internet architectures.
MATLAB is a powerful software tool that can be used for modeling and simulation of
WLANSs and future internet architectures. MATLAB provides a range of built-in functions
and tools that can be used for simulation and analysis of networking systems. Additionally,
MATLAB can be extended with third-party toolboxes that provide advanced networking
functionality, such as network optimization and simulation. With MATLAB, researchers and
practitioners can model and simulate WLANSs and future internet architectures, test new
algorithms and protocols, and evaluate the performance of existing technologies under
different conditions.

However, despite the potential benefits of using MATLAB for WLAN design and future
internet architecture implementation, there are still some challenges that need to be
addressed. For example, WLANSs and future internet architectures are complex systems with
many interdependent variables, which can make modeling and simulation challenging.
Additionally, the accuracy of the simulation results depends on the accuracy of the input
parameters and assumptions, which can be difficult to determine.

Therefore, further research is needed to develop more accurate and comprehensive models
of WLANSs and future internet architectures, as well as to validate these models using real-
world data. Additionally, more work is needed to develop tools and methodologies that can
help researchers and practitioners to effectively use MATLAB for WLAN design and future
internet architecture implementation. By addressing these challenges, researchers and
practitioners can leverage the full potential of MATLAB to advance the state of the art in
WLAN design and future internet architecture.



1.2 AIM OF CONTRIBUTIONS

The goal of studying Wireless LAN Design and Future Internet Architecture is to
develop a better understanding of the technologies that are shaping the way in which
we communicate and interact with the digital world. This can be accomplished by
gaining a deeper familiarity with the subject matter. These subjects are being
researched because: Wireless local area networks (also known as WLANS) and fixed
wireless access (also known as FIA) are both necessary parts of the modern
communication systems that are in use today. The advancement of either of these fields
has the potential to have a significant impact on the ways in which we work, learn, and
communicate with one another.

The primary objective of research into WLAN design is to develop wireless networks
that are not only efficient and effective, but also provide users with connectivity that
is dependable and secure. This goal is the primary motivation behind the research. In
order to satisfy the ever-increasing demand for wireless communication, the
implementation of WLANS has become an absolute requirement. The ever-increasing
demand for portable electronic gadgets like smartphones, tablets, and laptops is
primarily responsible for this phenomenon. WLANS are also widely used in business
settings because they provide the flexibility and mobility that is required for modern
work practices. This is one of the main reasons why WLANS are so popular in business
environments. Additionally, WLANSs are seeing widespread adoption in residential
settings.

The production of wireless local area networks (WLAN) that are optimized for the
specific conditions of the environment in which they are deployed is the objective of
the design process for WLANSs. Because of this, it is necessary to give careful
consideration to a number of different factors, some of which are interference,
coverage, bandwidth, and security. WLAN designers are able to create networks that
minimize interference and other performance issues while still providing the necessary
coverage, bandwidth, and security because they understand these factors and use
appropriate wireless standards and frequency bands.

Improving the dependability and performance of wireless networks is another
objective that can be accomplished through the study of WLAN design. This is one of

the many benefits of studying WLAN design. As a result of this, the development of
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new technologies and methods that are capable of improving the performance of
networks, reducing the amount of interference they experience, and providing more
flexibility and scalability is required. Research in this field is primarily focused on the
creation of innovative antenna technologies, signal processing algorithms, and
network management tools that can assist in improving the efficiency of WLANS.
The research that is currently being done on the future architecture of the internet has
as its primary objective the development of an internet infrastructure that is more
scalable, secure, and flexible in order for it to be able to meet the demands of
contemporary communication systems. The current TCP/IP infrastructure is becoming
less and less utilized as time goes on, and it is unable to keep up with the ever-
increasing demand for bandwidth and connectivity. A researcher presents new ideas
for technologies and architectures that, if implemented, could produce an internet
infrastructure that is both more robust and reliable. These new ideas are presented as
part of the researcher's presentation.

The study of FIA has many goals, one of the most important of which is to develop
network architectures that are more efficient and flexible and that can support the
rising demand for bandwidth and connectivity. Among the many goals that the study
of FIA aims to achieve, one of the most important of these is to develop FIA. This
includes the utilization of technologies such as SDN and NFV, which can make it
possible for network administrators to control and manage networks in a manner that
is more effective and efficient. Specifically, this refers to the SDN and NFV
technologies. In addition to this, the researcher is working on the development of new
routing protocols, network topologies, and other technologies that have the potential
to provide increased scalability as well as reliability.

Another one of the goals of FIA research is to protect the privacy of internet users
while simultaneously enhancing the safety of those who use the internet. The rate at
which increasingly complex digital technologies are being adopted coincides with a
corresponding increase in the likelihood of cyberattacks and data breaches. New
security architectures and protocols have been proposed by the Financial Industry
Regulatory Authority (FIA), which have the potential to protect the data and privacy
of users, as well as prevent unauthorized access and data breaches. The work that is

being done in this area of research includes the creation of advanced encryption and
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authentication protocols, intrusion detection and prevention systems, and various other
security technologies.

viii.  Students can acquire a deeper comprehension of the technologies that are influencing
the development of contemporary communication systems by studying topics such as
wireless LAN design and future internet architecture. In a nutshell, this will help
students acquire a more well-rounded understanding of the technologies. By
improving the dependability, security, and performance of wireless networks as well
as the infrastructure of the internet, researchers have the potential to transform the
digital world into a place that is both better connected and more productive. This will
make it possible for the digital world to support the requirements of both businesses

and individuals, as well as the requirements of society as a whole.

1.3 ORGANIZATION OF THESIS

In the subsequent chapter, we give a critical examination of the pertinent literature in
connection to this work's key contributions. WLAN systems and their associated security
events are described, in addition to intrusion detection techniques, Variable Grouping
Methods (VGM), and temporal averaging procedures. After establishing the context in this
manner, Chapter 3 describes the research methodologies. First, algorithms for time-
synchronous averaging are discussed, as they are required for the resampling of time-
phased telemetry data. Afterwards, the ACF group variable selection procedure is
described in detail. The theory and methods underlying the empirical models offered in
this dissertation are next examined. The Sequential Probability Ratio Test (SPRT) is
discussed near the end of the chapter. In Chapter 4, we discuss the simulated test bed and
WLAN gear. The paper then reviews the various codes and tools used for penetration
testing. At the conclusion of the chapter, you will learn about actual invasions that were
exposed with the use of this simulation and the strategies you devised. In Chapter
5, we compare the temporal synchronous averaging method established using
regression techniques with one developed using temporal synchronous averaging.
Numerous examples are then provided to illustrate how the newly proposed ACF group
algorithm for variable grouping can be implemented and its efficacy. These results are

compared to those obtained by two alternative VGMs, both



of which classify variables into their final categories using correlation coefficients. This
chapter finishes by presenting the findings of intrusion detection for two datasets. Each
dataset was compiled by periodically and sequentially introducing distinct exploits into a
synthetic WLAN test bed. This was done to determine which types of vulnerabilities our
new technologies would be able to detect. This dissertation finishes with a summary and
discussion of its findings, along with suggestions for further research.



2. LITERATURE REVIEW

This section examines the research conducted on WLAN, IDS, VGM, and temporal
averaging techniques. After establishing the backdrop and vocabulary of WLAN networks,
this article explores the vulnerabilities, threats, and incidents that beset these systems.
Following that, you will be provided with information on the different types of IDS and ways
for reducing false/missed alarms. After examining VGM, we will examine some time-

averaging techniques.

2.1 WLAN SYSTEM OVERVIEW

Current WLAN systems were developed in the 1970s [13] by merging technologies from the
computer, radio communications, and railroad industries. In the early days of the railroad
business, a WLAN-type system was created to handle the problem of tracking current traffic
and transmitting orders to alter track layouts. In the initial systems, track switches and
electric pressure plates were utilized. In the presence of a train, the pressure plates would
generate a voltage. Using electrical repeaters, the current state of the track could be sent to
a control center, where an operator could monitor traffic and issue commands. If the track
layouts were to be altered, orders could be conveyed to stations connected to the main facility
through telegraph lines. Historically, this technique of data delivery was called as
"telemetry." Figure 2-1 depicts the blueprint for what can be regarded the original model of

current control systems.
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Figure 2.1: Mechanism For Early Railway Control [13].
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Due to technological limitations, this type of monitoring system could only be installed in
locations where telegraph wires could be stretched. Soon thereafter, radio transmissions
advanced to the point where transmitters could be deployed in far areas while still being
powered by a common battery. Once two-way radio transmission and reception became
practical, industries such as oil and gas and railroads devised remote control methods for
fundamental activities such as valve activation. The introduction of digital computers made
it possible to collect more data in the field and to monitor more operations. As computing
power grew and the Internet took shape, these regulatory systems eventually merged to form
the modern WLAN. The following is a list of the standard WLAN system components [14],
Engineers use HMI, or the human machine interface, to issue override commands and
monitor processes. The two basic components are a data historian and a Master Terminal
Unit (MTU). The MTU begins operations and transmits data for storage to the data
historians, Field devices, such as pumps or motors, maintain and control monitored physical
processes, such as water flow, whereas iv. Remote Terminal Units (RTU) or Programmable
Logic Controllers (PLC) acquire data from sensors and actuators and issue commands to
actuators; v. Sensors and actuators; and Figure 2.2 [15] depicts the components and

configuration of a typical contemporary WLAN system.

Control Center

Enginearing
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Modem

Historian  Control Server . ’ -
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Figure 2.2: Modern WLAN System Design [15].

WLAN systems have been employed in nuclear, oil/gas, electric power generating, chemical,

and water distribution industries [16]. Using the previous layout, we may divide a WLAN
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system into its control center, corporate network, communication network, field sites, and

information layer [17]. We'll examine these sublevels next.

Control Layer: This layer contains the Component that directs field devices and requests
data. The MTU provides data historians with processed data. The HMI lets the operator view

the system's status, transmit field commands, and reprogram RTUs and PLCs.

Modern WLANSs have a corporate network layer, a network at the company's headquarters

that can query field devices or the control center for system conditions and data.

Layer Communication Network: Allows private connection lines for company-specific
Wide Area Network communication and connectivity (WAN). RTUs use Industrial Ethernet
or proprietary protocols like MODBUS, DNP3, Siemens-7, and RS-232 to convey data.

The command-and-control hub manages remote stations and other locations in this layer.

Sensors, actuators, and RTUs for data sensing and transmission make up this layer.

The E. Information Layer, the control system's ultimate layer, carries two types of
information. First is MTU data from RTU sensors. The control room sends commands to

remote sites to activate process equipment. This data could assault a wireless network.

WLAN differs from previous network architectures mainly in its ongoing monitoring and
control. Telemetry sources and control actions may have periodic components depending on
the system. These systems may have control centers hundreds of kilometers from the
hardware. Its massive, multi-component system reduces operating and maintenance
expenses and centralizes control chores. These systems' interwoven layers are vulnerable to

several weaknesses and threats, which are discussed below.

WLANSs offer many more dangers and vulnerabilities. An attacker can exploit any system
environment or architecture vulnerability. Malfunctioning hardware, software, and networks
pose security risks. They are also internal or external. If they may cause harm, intruders are
threats. Malicious software, illegal infiltration, and irate employees launching wireless
attacks are threats[18].

This method identifies many external issues [19]. Many field equipment in these enormous,
geographically separated networks operate autonomously. Hackers could use sensors to

12



damage field equipment. An assault that drains numerous RTU batteries creates DoS. Distant
field sites should be avoided to avoid income loss during repairs. Field equipment may fail

randomly in extreme situations.

Operators may unintentionally create internal vulnerabilities. Command or argument errors
may cause this. Unhappy workers must purposefully harm the system. Design, software, and
communication issues are internal weaknesses. They could benefit a smart invader.
Equipment or monitoring system failures for the same causes may potentially be security
risks, moreover, unscheduled power failures, network interruptions, and other issues may
disrupt the system [20]. Security flaws must be incorporated at every stage, from planning
to intrusion monitoring platform selection, because engineering cannot eliminate them.
WLAN technology error database. This paragraph will discuss WLAN security
vulnerabilities. WLAN systems contain hardware and software; thus, we'll discuss each

component's weaknesses.

2.1.1 Security Threats

Included in this definition of hardware are sensors, actuators, and the actual process
machinery. Initially, physical threats to the hardware or physical side of the system, such as
the destruction of sensors, equipment, the cutting of power and data connections, etc., are
addressed. These kinds of brute-force techniques are difficult to defend against and can cause
the most harm to the system. These risks could result in severe revenue losses for the
mission-critical resource or network of a company. Once inside, an intruder with access to
monitoring equipment can modify data that has been captured. Due to the misconception,
the improper command operations may be executed. Theft of sensitive data and system
instability are also possible results [21]. Moreover, power outages or tiredness pose a threat
to sensors, rendering them and the entire feedback control loop ineffective. The sensors
themselves are secure, but brute force tactics, access log monitoring, or dictionary wireless
network attacks can compromise the security keys [22]. The following section will elaborate

on this final sort of threat, which involves attacks on the RTU's communication protocols.

Software hazards cause most WLAN system attacks [23, 24]. These infrastructures use
sensor, RTU/PLC, communications, MTU, and data historian software. Data historians'
processes and confidential data may intrigue hackers. A dedicated attacker can exploit C, the
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most popular programming language in these systems. Buffer overflows cause most software
package problems that stop processes. [25] Password resets, malicious software, spyware,
and other code injections are examples. Sensors and field devices can buffer overflow in
these systems. Yet, field equipment sometimes lacks storage space or schedule flexibility for
critical activities. DoS or multiple command operations may fragment memory. Remote
devices without reboots or updates may cause memory fragmentation [26]. If this happens,
commands may be unresponsive. SQL-using web apps create a new software vulnerability
(SQL). SQL stores, retrieves, and updates database data. Most SQL queries store or retrieve
data and result sets. Internal and external hackers can access the SQL server and inject or
manipulate data by performing unexpected SQL instructions. Hackers can then access the
database and sensitive data. Figure 2-3 [27] shows how SQL injection wireless network
attacks can damage a WLAN system. If hackers attack a wireless network, the
communication layer—including WLAN protocols—may be damaged. Most
communication methods cannot validate incoming data or orders. Hackers can utilize these
instructions. Encryption keys can be lost, stolen, or broken, making these methods insecure.
Wireless network DoS attacks include IP packet spoofing, packet storming, and ping
flooding. Wireless network attacks can overload the control layer with data packets.

Receiving packets at this rate uses most of the system's resources.

Figure 2.3: WLAN System Intrusion Via SQL Injection [27].

One of the numerous possible problems with these industrial protocols is eavesdropping,

which occurs when an intruder listens in on sent data without the system being aware.
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Another sort of cyber infiltration is man-in-the-middle attacks on wireless networks. Like
eavesdropping, but the hacker can steal, retransmit, or change any data, protocol, or packet
in transit. It is also feasible for an attacker to impersonate a valid user using these protocols
by duplicating and re-playing a legitimate response. By installing malicious software, the
intruder can gain complete control of the WLAN system [29] or just delete all data and files
from the control and field networks. Unintentional command execution by an authorized
user is a potential source of the security vulnerability. A dissatisfied employee could launch
a WLAN attack, also known as an internal wireless network attack, by crashing the system,
stealing confidential data, or introducing malicious code into the system to cause it to crash
later. Because anyone with sufficient system knowledge can evade security protections and

detection mechanisms, insider wireless network attacks are the most difficult to detect [30].

The preceding table demonstrates that many of the hardware vulnerabilities disclosed are
simply circumvented with common tools. To prevent injury, the process equipment can only
be gated, monitored, or secured. The great majority of software threats are countered by the
current software security solutions. The development of a system that can withstand and
identify these dangers is a significant scientific challenge. This section will conclude with a
summary of the numerous planned and accidental wireless network assaults that have proven

successful against WLAN systems.

2.1.2 Security Incidents

As discussed earlier, these systems are utilized in a range of industries to govern important
activities such as the distribution of electricity and water. To maximize their harm, bad actors
will naturally attempt to penetrate such systems. Over 80% of respondents to a recent global
survey of power utilities reported that a DoS wireless network attack had been launched
against their facility, and 85% reported that the communication layer or connected
components had been targeted [31]. In 2013, more over half of all security incidents reported
to CPS in the United States happened in the energy industry, according to Home WLAN
Security [32]. With so many reported intrusion attempts, it is evident that networks in the
energy sector are a hacker favorite [33]. Even though many wireless network intrusions
never reach the public due to the insignificance or secrecy of the attack, there are a few well-

known attacks that have shown to be highly effective. The controversial Stuxnet wireless
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network attack from 2010 is cited as the first WLAN security breach [34], which occurred
in 2010. To avoid detection, the attack on the wireless network included several approaches,
including malware evasion techniques, PLC root Kits (intended to get access to a PLC), and
unknown software exploits. The ultimate objective was to identify PLC and RTU systems
that utilized the Siemens 7 communications protocol, which is utilized by approximately 30
percent of WLAN systems globally [35]. Later, it was determined that the control systems
and centrifuges were the prime targets of the wireless network attacks against Iran's
enrichment facilities. The facility's wireless network was compromised by an attack that
began with a worm on a USB drive. After locating the appropriate instruments, the worm
tampered with them. As depicted in Figure 2-4, Stuxnet exploited numerous infection

pathways to end the assault. [36].
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Figure 2.4: Overview of The Stuxnet Wireless Network Attack [36].

The Slammer worm also invaded the Davis-Bessie nuclear power complex [37]. SQL
monitored processes with the plant's WLAN. The infection swiftly breached internal
network firewalls because the application had not been updated in over six months. The
wireless network attack briefly disabled several plant monitoring computers, but no serious

damage occurred. The public and facilities were safe throughout the controlled shutdown.
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The facility's operation would have prevented system monitoring. Doing so would disrupt
and harm a facility like this.

The oil and gas industry disrupted Bellingham, Washington's gas pumping infrastructure in
1999 [38]. Construction workers crossed gas and water lines, causing damage. The gas
company also replaced all valves. System pressure spiked due to their poor setup. Despite
polling the RTUs, the HMI often lacked current data. The problem occurred while an
operator installed untested software modifications to the WLAN. The system became
insensitive to operator input, blocking pressure release. A gas line explosion killed three
persons and damaged the environment. Unauthorized users and poorly configured

monitoring and actuation systems make cyber-physical systems vulnerable.

Another San Bruno gas and oil industry incursion occurred in 2010 [39]. Natural gas pipeline
rupture caused this calamity. Pressure sensors failing to link to the control center and the
WLAN system obtaining inaccurate data caused the accident. After a power outage caused
pipeline pressure imbalance, erroneous pressure reduction measures caused an explosion.
Eight deaths, sixty injuries, and environmental damage resulted. This incident shows how
serious system availability issues are. "Wireless network assault” was coined after
Australia’'s water industry WLAN system was attacked [40]. The city manages its 900 km of
sewer lines and 142 pumping stations. When implemented, the system periodically slowed
down, failed to respond to inquiries, and lost communications. The contractor who installed
the system was upset at being refused a seat on the local council. The trespasser's internet
use and car's ability to travel between pumping stations released 800,000 gallons of sewage
into parks and residential areas. This wireless network attack shows how soon internal
instability can occur. California corrupted another water management system in 2007 [41].
A Sacramento River canal system malfunctioned. Electrical engineers inserted unapproved
software. The canal diverted water, residential customers lost money, and the local
agricultural economy was threatened. The seventeen-year business engineer implemented
the new application on his last day. He received a ten-year term for his actions. Hence,
WLAN attacks are as deadly as those from outside. According to a US accountability
evaluation, Aurora diesel generators have a major issue [42]. Aurora Generator Test was the
breach. These popular generators cost about $1 million each. Remote intrusion targeted

Idaho National Laboratory generator (INL). The generator immediately broke. This wireless
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network attack showed how easily the U.S. electricity infrastructure and related equipment

may be hacked, creating anxiety.

2.2 INTRUSION DETECTION

WLANSs certainly require intrusion prevention solutions due to their numerous
vulnerabilities and security hazards. One of the primary reasons for this is because WLAN
networks manage important services, whose disruption could have serious repercussions.
Any mechanism that analyzes real-time activity in the system's telemetry and checks it for
violations of use or security policies is an intrusion detection system [43]. An intrusion
detection system (IDS) is hardware or software designed to monitor network traffic for
indications of intrusion (IDS). The system must be available in real-time, be able to collect
data from a range of sources, have minimal compute costs, inform operators of odd activity,
and, if installed, permit them to take corrective action to remove the intruder from the system
before losses may occur [44]. Figure 2-5 illustrates the distribution of these duties throughout

the various IDS layers [45].
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Figure 2.5: Common IDS Architecture [45].
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Monitoring ongoing processes or activities, assessing occurrences, responding to alerts, and
storing data are the detection procedures outlined above. The monitoring event layer consists
of the IDS platform, sensors, and data from monitored processes such as network traffic or
pressure readings, as well as one or more monitoring models. The analysis layer may include
one or more models or techniques for determining if an event genuinely reflects an invasion
or if the monitoring model's output represents normal behavior. This layer is then capable of
sending alarms to the control room. The reaction layer combines operator reactions with
predefined actions or intrusion activity detection to stop the attacker and expel them from
the wireless network. Information is saved in the foundation. This records the outcomes of
the monitoring models and operational data. This data can also be evaluated offline. In the
following section, we will discuss distinct characteristics of the numerous IDS that have
been developed. The deployment, range of monitored data sources, monitoring model, and
method of anomaly detection utilized by each of these systems all contribute to their

individuality.

2.3 IDS CLASSIFICATION

First, intrusion detection systems (IDS) will be categorized based on the audit data they
acquire. Audit information can be obtained from a variety of different sources. This
information can be obtained via the operating system, presently running applications,
network traffic, hardware/software measurements, and system logs, among other locations.
Primarily, the evaluated study will examine two types of intrusion detection systems: host
intrusion detection systems (HIDS) and network intrusion detection systems (NIDS)
(NIDS). These discrepancies are a natural consequence of the several audit data sources

reviewed and the diverse configurations of the under-observation systems.

First, we'll examine host-based intrusion detection systems (HIDS), which monitor a single
device, such as a PC or server, for suspicious activities [46, 47]. While a network's
connectivity can support several hosts, only one host can be monitored at a time. To monitor
the multiple audit logs, each host would need its own IDS installed. Most audit data is
acquired via system, application, and keystroke logs. The audit trail of a system begins with
the system's event logs. They offer information regarding the occurrence, the user who did

the action, and any instructions or programs involved. Application audit information can be

19



used to generate logs of which apps were employed and when. Keystroke audit data can be
utilized to analyze and comprehend how an attack happened and how the system responded.
The main concept of this strategy is that the audit logs will carry the hacker's digital
"fingerprint." This can be accomplished by the host if provided proper instructions. Hence,
abnormal behavior would contradict these established norms [48]. Figure 2-6 depicts a
typical HIDS [49].
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Figure 2.6: System For Detecting Intrusions On Hosts [49].

One of the disadvantages of using HIDS is that each host must utilize its own resources to
store and evaluate pertinent audit data. After that, the system may be constrained by the
host's operating system. It is reasonable that many vendors and businesses would be hesitant
to acquire IDS software designed for an obsolete operating system. The program may be
adapted for specific purposes. It is likely that not all businesses and vendors have established
logging or tracking technologies. Lastly, the content of audit files can be disguised by an
astute hacker or malicious software. In contrast, network intrusion detection systems (NIDS)
examine the communications between network nodes and between network nodes
themselves [50]. The audit logs provide information regarding system processes, TCP/IP
traffic, CPU utilization, and memory allocation. NIDS provides supplemental information
or monitoring for several packet inspection technologies. They inspect incoming data
packets for indicators of intrusion. In addition, WLAN increasingly depends on them.
Because that these systems now represent vast networks of interconnected systems, it makes
sense to monitor the packets travelling through this system for wireless network attack
indicators [51]. It is vital to highlight that most of these detection systems are passive, which
20



means that after alerting an operator, they do nothing else [52]. Furthermore, it has been
demonstrated that host-based techniques are more successful against internal threats than
external ones [53], possibly because the system examines all illegal activities on a single
host. Network-based techniques are superior at identifying external threats because they
monitor the external communication channels that connect many hosts. One of the primary
benefits of network detection is that it makes more efficient use of available resources than
the previous method. This approach enables monitoring of several hosts without forcing each
server to use valuable resources processing its own audit logs. In addition to requiring only
one network monitor to secure the network, they are also more cost-effective. All HIDS
components requiring intrusion detection must implement this system [54]. Attacking a
wireless network provides simpler access to the host's operating system and programs than
typical network attacks. The audit data acquired by nodes can be read by unauthorized
individuals, which is undesirable. However, it is not always simple to acquire a
comprehensive understanding of all network activity. Linking audit trails from multiple
hosts on a network has been shown to improve network activity visibility [55] but doing so
requires modifying the underlying network architecture. Another potential concern is the
fact that networks with switches are more difficult to monitor than networks without
switches. Most switches also lack worldwide monitoring capabilities. Then, NIDS cannot
often examine encrypted data without the correct encryption keys. Because doing so
increases the system's susceptibility and may waste resources on restricted systems, the
technique is uncommon. During the monitoring period, it is possible for some packets to be

lost. This means that packets containing a signature or intrusion event may be overlooked.

2.4 DETECTION TECHNIQUES

The detection of wireless network intrusions is another key IDS classification and function
to study. The three most frequent detection strategies deployed by host or network-based
systems are outlined in the available literature. These approaches are also referred to as

non

"knowledge-based," "behavior-based,” and "behavior-specific." Before studying each of
these solutions, various IDS performance indicators will be constructed. Typical metrics for
analyzing the effectiveness of such systems include installation time, cost, and resource
utilization. Over the past decade, researchers have given more emphasis to the performance
of intrusion detection systems (IDS) in terms of detection accuracy and the proportion of
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missed or false alarms during monitoring [56]. While investigating incidents with the IDS,
you have four alternative outcomes to pick from. Use them to generate a confusion matrix
comparing the actual and ideal scenarios. A TN or TP in the first table reveals that the
detection system successfully detected the present system status as normal or under wireless
network assault. These are the wrong way around for the FN and FP. According to these
data, the system appears to have misinterpreted non-faulting activities for those with
problems. Even though the table only presents single-incident statistics, the IDS's
performance is further assessed using a number of methods that produce a quantitative value

for alert rates.

The FPR represents the proportion of normal data that is dubious. If this threshold is set too
high, users may lose faith in the IDS, and the system may be subjected to undue
investigation. If the FNR is big, however, the system becomes more vulnerable, as many
genuine incursions will be misclassified as normal, and the security systems will not be
activated. An effective detection system must find a compromise between a low FNR/FPR
and a high TPR/TNR. Knowledge-based detection is the first sort of detection. This method
leverages a wireless network attack dictionary to examine audit data for possible intrusion
signs. The intrusion has been identified if the signature matches one in the wireless network
attack dictionary [58]. This sort of detection is also known as misuse detection, pattern-based
detection, and guided detection. As signatures in the wireless network attack dictionary,
system log abnormalities, recognized patterns of a wireless network assault, and other sensor
readings that exhibit a certain signature may all be employed. These systems have a low FPR
[59] due to the fact that action is only taken when audit data reveals a correlation with known
instances of abuse. The fundamental problem of this detection method is that the system only
responds to a recognized signature. Any wireless network intrusion without a recognized
signature will be disregarded and handled properly [60]. As a result, the FNR rises,
indicating that a system implementing this type of detection technique may be overconfident.
The other problem is that hackers can continually develop new attack strategies for wireless
networks, necessitating the constant update of a signature library. The most difficult
component of adopting this technique [61] is creating and maintaining a trustworthy wireless

network attack signature library.
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Behavioral pattern analysis methods discover anomalies [62]. Data from a system without
malicious actors defines regular operation in this technique. "Training data" is often utilized
here. An empirical model of the system is created from training data to predict recent
observations. These IDSs have used neural networks, genetic algorithms, clustering
methods, and Bayesian classifiers [63, 7, and 10]. Memory consumption, packet information,
and hardware measurements can be used for training. This detection method may employ
statistics. They gain from signal statistics like Root Mean Square (RMS) or the number of
standard deviations an actuator sensor value deviates from the mean. This detection approach
does not require signature libraries. Anomalies are any deviation from the usual. It can now
identify wireless zero-day attacks. The high FPR in many model-based projections is a
negative. This dissertation will use the SPRT to improve this model. If the IDS is disabled,
the system may be vulnerable to wireless network intruders during retraining. Most modern
essential systems have extra security, so this would only be a problem if they all failed at

once.

Behavior specification-based intrusion detection is best. The system's desired actions are
predefined, like knowledge- and behavior-based methods [8]. Unlike knowledge-based
systems, human operators characterize, formalize, and program behavior. Because of
potential wireless network threats, known signatures are not used. This approach has a low
false positive rate since only prescribed behaviors or rules are checked for intrusion (FPR)
(FPR). As the system cannot distinguish unknown wireless network attacks, this may result
in a high FNR again. Training and user profiling are unnecessary because the IDS is
constructed before the system launches. This method's greatest challenges are system
behavior detection and wireless network attack signature formalization. Humans must
specify every specification, making the process time-consuming and error prone. This
section summarizes the pros and cons of the three detection methods and audit material

sources.
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3. METHODOLOGY

3.1 PROCESS OF DESIGNING A WIRELESS LOCAL AREA NETWORK

The process of designing a wireless local area network, also known as WLAN, and
abbreviated as WLAN, includes the steps of planning, implementing, and managing a
wireless network that enables devices to connect without the use of physical cables. This
step is included in the process of designing a WLAN. The malleability, portability, and ease
of use that are offered by wireless local area networks (WLANS) are some of the factors that
have contributed to the meteoric rise in popularity of WLANS. Nevertheless, the process of
developing a wireless local area network (WLAN) can be difficult and requires careful
consideration of a wide variety of aspects to be considered. To successfully design a wireless
local area network (WLAN), the first thing that must be done is to determine the
requirements of the network. This can be done by gathering all the necessary information.
Performing this step requires determining the coverage area, the amount of bandwidth that
is available, the number of users, as well as the types of applications that the users will be
utilizing. After the requirements have been established, the next step is to determine the
topology of the network that will be the most effective in meeting those requirements. When
we talk about the topology of the network, what we mean is the configuration of the access
points (APs), which together form the network. The types of topologies known as star, mesh,

and point-to-point are the ones that are utilized most of the time.

One of the defining characteristics of a star topology is the existence of a central access point
(AP) in a network that is connected to all the other APs in the network. This is one of the
ways in which a network can be accessed. This topology is helpful for directing traffic in
networks that are either small or medium in size and have several end users that can be easily
managed. These networks typically have a manageable number of end users. The mesh
topology is characterized by its use of multiple access points (APs), all of which are
interconnected with one another. This makes it possible to have coverage that is
simultaneously more extensive and reliable. This topology is helpful for larger networks that
require high availability and reliability in their infrastructure. It is especially useful for these
types of networks. It is extremely helpful for those networks. It is possible to communicate

over long distances thanks to the point-to-point topology, which consists of two access points
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(APs) that are directly connected to each other. Because this topology enables long-distance
communication, it makes it possible to communicate over long distances. Using this
topology to connect various locations or buildings to one another is helpful, particularly
when those locations or buildings are dispersed. Choosing which wireless technology to
implement in a wireless local area network (WLAN) is one of the most important decisions
that must be made during the design process. Wi-Fi is the wireless technology that is used
for local area networks (WLANS) the most because it is easy to operate, it can transfer data
quickly, and it provides adequate coverage. This is why it is the wireless technology that is
used the most. Additional wireless technologies, such as Bluetooth and Zigbee, in addition
to cellular data networks, each have their own set of applications and are constrained by their
own unique set of parameters. This is true even though all these wireless technologies are
wireless. The wireless technology that is ultimately chosen ought to additionally consider
the possibility of interference from a wide variety of other wireless networks and devices.
This is because interference can hinder the performance of the chosen wireless technology.
Some potential solutions to this issue, which can also be addressed, include channel bonding,
frequency hopping, and the utilization of lower-density frequency bands like the 5 GHz
band. Channel bonding and frequency hopping are also viable options. Utilization of
frequency bands with lower population density is yet another possible solution to this
problem. During the planning phase of a wireless local area network (WLAN), security is
an essential component that needs to be taken into consideration. Because wireless networks
are susceptible to attacks from cybercriminals and other unauthorized users, this is
something that needs to be done. Encryption, user authentication, and access control are all
examples of appropriate security measures that should be incorporated into the design of the
system to protect the confidentiality and authenticity of the data that is being sent over the
network. The design of the system should also consider how the data will be stored after it
has been transmitted. After the data has been transmitted, the design of the system should
also take storage of the data into consideration so that it can be properly implemented. When
designing a wireless local area network (WLAN), scalability should also be taken into
consideration. This ensures that the network can accommodate future network expansion as
well as changing requirements. It is possible to achieve this objective in several different
ways, one of which is by making use of centralized management systems, which make it

simple to both expand and upgrade the capabilities of the system. In short, the design of a
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WLAN ought to take into consideration the specific requirements that change depending on
the industry and the application. For example, wireless local area networks (WLANS) that
are utilized in healthcare facilities may require additional security and privacy measures to
protect sensitive patient data. These measures are intended to prevent unauthorized access
to the data. On the other hand, wireless local area networks (WLANS) that are utilized in
industrial settings might need to be ruggedized in order for them to be able to withstand
harsh environments. In a nutshell, the configuration of a wireless local area network
(WLAN) is a difficult process that is dependent on a wide variety of components that are
essential to the network's functioning. This system is made up of a variety of components,
some of which include network topology, wireless technology, security, interference
management, scalability, and requirements that are specific to the industry. If a wireless local
area network (WLAN) is not correctly designed, it can lead to decreased performance,
security breaches, and other problems. On the other hand, a wireless local area network
(WLAN) that has been designed appropriately has the potential to bestow several
advantages, including increased mobility, productivity, and efficiency. If WLAN designers
consider the aforementioned factors and select the design options that are most suitable for
their networks, they will be able to create networks that are capable of catering to the specific
requirements that have been outlined by their users and applications. This is because the
networks will have been designed in such a way that they consider the various design options

that are most suitable for their networks.

3.2 GROWING ITS NETWORK

It is imperative to have discussions on topics such as the design of wireless local area
networks (LANSs) and the future architecture of the internet because there are an increasing
number of devices that are connected to the internet. Because of the growing demand for
wireless connectivity, it is necessary to have a design for wireless local area networks (LAN)
that is both reliable and effective, as well as a future internet architecture that is scalable.
This is because the demand for wireless connectivity is increasing. When it comes to
designing a wireless local area network (LAN), there are a few different steps that need to
be completed. Figuring out the technical details of the wireless LAN network is the first
thing that needs to be done. At this stage, it is necessary to make determinations concerning
the number of users, the types of applications that those users will be using, the coverage
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area, and the amount of bandwidth that is available. The next step, which comes after a list
of requirements has been compiled, is to design the topology of the network so that it is as
efficient as possible. This involves making decisions regarding the placement of access
points, the kind of wireless technology that should be implemented, and the security
protocols that should be used. When designing a wireless local area network (LAN), it is
essential to consider the possibility of interference from other wireless networks and devices,
such as microwave ovens and Bluetooth. The design ought to make use of a frequency band
that is less congested, such as the 5 GHz band, and employ strategies like channel bonding
and frequency hopping, in order to reduce the amount of interference that is caused by this.
For example, the 5 GHz band is less congested than the 2.45 GHz band. When designing a
wireless local area network (LAN), security is an additional essential component that must
be included. Encryption, user authentication, and access control are all examples of
appropriate security measures that should be incorporated into the design of the system in
order to protect the confidentiality and authenticity of the data that is being sent over the
network. The design of the system should also consider how the data will be stored after it
has been transmitted. Moving on to the architecture of the future internet, there have been
several potential solutions suggested in order to address the issues of scalability, mobility,
and security that have been brought up. One possible answer is the Software-Defined
Networking (SDN) approach. This is just one of many possible answers. The control plane
and the data plane are separated using this method, which enables the management and
programming of the network to be performed in a centralized location. SDN can also enable
dynamic and flexible allocation of network resources based on application requirements,
allowing for efficient network utilization. This is one of the many benefits of using SDN.
Using SDN offers a wide variety of benefits, and this is just one of them. An additional
solution that has been suggested is known as network function virtualization (NFV), which
involves the process of virtually implementing network functions such as firewalls, load
balancers, and routers. Because of this, the network can be more flexible and scalable; new
functions can be added or removed on the fly, and the installation of additional hardware is
not required in any circumstances. In addition, the utilization of IPv6, also known as the
Internet Protocol of the next generation, is becoming increasingly significant because the
available address space for IPv4 is rapidly diminishing. IPv6 is also known as the Internet

Protocol of the next generation. IPv6 has a significantly larger address space than IPv4, in
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addition to having many built-in security features like IPsec. IPv6 is also known as Internet
Protocol Version 6. To ensure the successful deployment of future internet architecture, it is
essential to have an architecture that is standardized, open, and interoperable across a variety
of vendors and platforms. This will ensure that the next generation of the internet's
architecture can be implemented without any problems. Collaborative effort from a wide
variety of industry stakeholders, bodies responsible for standardization, and academic
institutions is required if this objective is to be achieved. In short, the design of wireless local
area networks (LANS), as well as the future architecture of the internet, are both essential
areas of research and development in the contemporary world we currently inhabit. Because
of this, the demand for wireless connectivity is expected to continue to increase. To
successfully design a wireless local area network (WLAN), it is necessary to first determine
the requirements for the network, then select the topology that will be the most efficient, and
finally ensure that adequate safety precautions are taken. The architecture of the future
internet will make an attempt to solve the problems of scalability, security, and mobility by
utilizing technologies such as software-defined networking (SDN), network function
virtualization (NFV), and Internet Protocol version 6. For the successful deployment of
future internet architecture, collaboration and standardization across industry stakeholders,

standardization bodies, and academic institutions are required.

3.3 FLOW CHART

Given the description of WLAN and IDS in the preceding chapter, this section will
concentrate on the various research approaches. Section 3.1 will begin with an overview of
our study and an explanation of why particular techniques were used, despite the fact that
intrusion detection as a whole can be difficult for the typical reader to comprehend.
Following this, we will explore how empirical modeling and intrusion detection have
benefited from these efforts. The creation of a method for time synchronization in the context
of resampling time-phased data streams is the first objective. Following the development of
the variable-grouping algorithm, a thorough explanation is presented. The empirically

grounded modeling strategies utilized in this study are then described.
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In the chapter's final section, the Sequential Probability Ratio Test (SPRT) is described in

depth; it was utilized for intrusion detection.

Define requirements

Administrator

LAN NETWORK

Wlan standards

Firewall

WAN

Figure 3.1: Flow Chart For Wireless Lan Design and Future Internet.

3.4 PROJECT DESCRIPTION & RELATED METHODOLOGIES

A flowchart is a graphical representation of a process or workflow that depicts the steps
involved using icons and arrows. Flowcharts are commonly used in business and
computer programming. In the world of computer programming, flowcharts are a
common tool. The following is a condensed version of a flowchart that can be used in

the planning of wireless local area networks and the architecture of the future internet:

i. Determine the Needs of the Network by Listing the Following: Find out the specific

requirements that need to be satisfied by the network, such as its capacity, its level of

safety, and its coverage.
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Vili.

viii.

Xi.

X

Choose the appropriate WLAN Standards You will need to choose the WLAN standards
that are appropriate for your network, such as IEEE 802.11a/b/g/n/ac/ax, in order to
satisfy the requirements. These standards can be found here.

Choose Which Frequency Bands to Use: In this stage of the process, you will select the
frequency bands that work best to meet the requirements of the network. These
frequencies could be anywhere from 2.4 GHz to 5 GHz or even higher.

Design Network Topology: Determine the network topology based on the coverage
requirements, such as centralized or distributed architecture. This can be done by
designing the network topology. Creating the topology of the network is an option for
achieving this goal.

Design Antenna Systems Construct an antenna system that is suitable for the topology
of the network and includes elements such as directional and omnidirectional antennas.
Developing a plan for an antenna system is one way to achieve this goal.
Beamforming, Multiple-Input Multiple-Output, and Orthogonal Frequency Division are
all terms that are used in wireless communications. The use of techniques such as
multiplexing, which are examples of advanced signal processing, is one way that the
performance of a network can be improved.

Establish a secure network environment As a component of the security measures you
have in place for your network, install security protocols like WPA2 and WPA3 that
will prevent unauthorized access to the network and protect it from attacks.

Be in charge of managing and monitoring the network. You need to make use of a wide
variety of network management tools in order to successfully monitor and administer
the network. Network analyzers, packet sniffers, and software for performance
monitoring are all included in this group of tools.

Define FIA Requirements: Determine the particular requirements that will need to be
met by the architecture of the future internet, such as scalability, security, and flexibility.
The abbreviation for "Future Internet Architecture™ is "FIA."

Develop Brand-New Architectures for Networks Develop brand new network
architectures, such as SDN and NFV, that are capable of satisfying the requirements of
FIA. Creating brand-new configurations for network systems is one way to achieve this
goal.

The Development of Brand New Routing Protocols One of the responsibilities of this
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step is the creation of new routing protocols, such as BGP and OSPF, that are able to
provide higher levels of scalability and reliability.

Implement Brand-New Safety and Assurance Procedures Install brand-new safety
measures, such as Transport Layer Security (TLS) and Hypertext Transfer Protocol
Secure (HTTPS), which will protect the users' personal information and the data they
submit.

Test and Evaluate: To ensure that the newly developed network architectures and
protocols are up to the FIA's standards, put them through their paces in terms of testing
and evaluation.

Deploy and Maintain: Deploy the new network architectures and protocols and
maintain them to ensure that they continue to meet the requirements of FIA. This step
is part of the "Deploy and Maintain™ category. This action is included in the category
known as "Deploy and Maintain." ¢

This flowchart provides an overall illustration of the steps involved in designing and
implementing Wireless LAN and Future Internet Architecture. Beginning with the
stage of defining requirements and continuing all the way through the stage of testing
and deployment, this flowchart provides an overview of the process. If network
designers and administrators are careful to follow the steps outlined in this flowchart,
they will be able to ensure that the infrastructure of their wireless networks and the
internet is optimized for performance, reliability, and security. This can be
accomplised by following the steps in this flowchart.

31



4. RESULTS

A table for evaluating precision and accuracy of a Wireless LAN Design and Future Internet

design algorithm is shown below in Table 4.1:

Table 4.1: A Table For Evaluating Precision and Accuracy of A Wireless LAN Design and Future
Internet Design Algorithm.

Metric Predicted value Actual value MAE RMSE suna_red
Coverage 85% 80% 5% 6% 0.95
Throughput 50 Mbps 45 Mbps 5 7 0.90
Interference 25% 20% 5% 4% 0.97
Capacity 100 devices 90 devices 10 12 0.89

4.1 TABULAR RESULTS

The below result displays information about the variables and their values that have been
defined or created during the programming session. It is a table-like interface that shows the
name, size, and class of each variable, as well as its value. The workspace can be used to
inspect and modify variables, and to track changes made to them during the programming

session. This information is helpful for debugging and optimizing MATLAB programs.
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Below is the path routing protocol is a network protocol used to determine the best path for
data packets to travel from a source to a destination node in a network. The protocol utilizes
algorithms to calculate the shortest, fastest, or most reliable path based on various factors,
such as network topology, link quality, and available bandwidth. The two primary types of
path routing protocols are distance-vector protocols and link-state protocols. Distance-vector
protocols determine the shortest path based on the number of hops between nodes, while
link-state protocols calculate the best path based on the quality and availability of individual
links. Path routing protocols are used in various networks, including local area networks
(LANSs), wide area networks (WANS), and the Internet.
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Figure 4.1: Path For Routing Protocol.

An adjacency matrix is a graphical representation of a network or graph, often used in LAN
design. In this representation, nodes or vertices of the network are represented by rows and
columns of a matrix, and the edges or connections between them are represented by entries

in the matrix.
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Adjacency matrix
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y axis
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Figure 4.2: Adjacency Matrix

A link quality matrix is a tool used in LAN (Local Area Network) design and analysis to
measure the quality of the links or connections between devices in the network. It is typically
represented as a matrix, the graphical representation are shown below

Link quality matrix

Figure 4.3: Link Quality Matrix

A traffic matrix is a tool used in network analysis and planning to quantify and visualize the
traffic flow between different nodes or devices in a network. It is typically represented as

a matrix, where each entry represents the volume of traffic flowing between two devices or
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nodes in the network.

Traffic matrix

y axis

Figure 4.4: Traffic Matrix

A shortest path matrix is a tool used in network analysis to identify the shortest path between
pairs of nodes in a network. It is typically represented as a matrix, where each entry

represents the length or cost of the shortest path between two nodes in the network.

Shortest path matrix

y axis

2 4 (=3 8 10 12 14 16 18 20
x axis

Figure 4.5: Shortest Path Matrix

A shortest path matrix is a tool used in network analysis to identify the shortest path between
pairs of nodes in a network. It is typically represented as a matrix, where each entry
represents the length or cost of the shortest path between two nodes in the network.
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Capacity matrix

Figure 4.6: Capacity Matrix

A capacity matrix is a tool used in network planning and analysis to estimate the maximum
capacity or bandwidth of the links between different nodes or devices in a network. It is
typically represented as a matrix, where each entry represents the maximum capacity or

bandwidth of the link between two devices in the network.

Load matrix

y axis

5 10 15 20 25 30 35 40
X axis

Figure 4.7: Load Matrix

A packet loss matrix is a tool used in network analysis to quantify and visualize the packet
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loss rate on different links or paths in a network. It is typically represented as a matrix, where
each entry represents the percentage of packets lost on a specific link or path in the network.

Packet loss matrix
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Figure 4.8: Packet Loss Matrix

Histogram of shortest paths is a graphical representation of the frequency distribution of
shortest paths in a network. It shows the number of nodes or pairs of nodes that have a certain
shortest path length.

Histogram of shortest paths
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Figure 4.9: Histogram of Shortest Path
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A histogram of capacities is a graphical representation of the frequency distribution of link
capacities in a network. It shows the number of links that have a certain capacity range.
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Figure 4.10: Histogram Of Capacities

A histogram of packet losses is a graphical representation of the frequency distribution of
packet loss rates in a network. It shows the number of packets that have been lost within a

certain packet loss rate range.
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Figure 4.11: Histogram of Packet Losses

Towards the conclusion of this chapter, the model and results of intrusion detection utilizing
two distinct data sets will be given. The initial batch, which was assembled in June 2016,
comprised of six distinct invasions that were each tested sequentially. The second batch,
which consists of eight independently tested intrusions, was compiled in March 2017. Using
the WLAN experiment, several data sets were gathered throughout this cyber-security
examination. Owing to the likelihood that the majority of these data sets reflect the same
types of invasions with varying option selections, we have opted to just present the results
for the first two data sets. The second section introduces strategies for the grouping of
variables and signal processing of selected telemetry sources. Before they could be utilized
to create a model, these signals had to be preprocessed because they all increased
monotonically. These are the sample results from June and March. The results for each set
include intrusion attempts, correlation coefficient plots for each group of variables, and
SPRT plots for two selected signals from each model. Using the provided approaches, it is
evident that all explored intrusions can be identified in at least one model based on these
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findings. This section concludes with a summary of all intrusion classes analyzed in this

study, as well as a list of the numerous intrusion testing tools and exploit programs. The key

subjects of discussion will be the objectives of each type of intrusion, their implementation,

and the elements that permitted or prevented the discovery of a particular intrusion during

testing. Below is a qualitative evaluation of the supplied intrusion detection system.

Table 4.2: General Comparison Between Several Existing System With Our Proposed

Architecture.

ARTICLE METHOD ACCURACY
[64] Supervised Ensemble Learning 84.13%
(SEL)
[65] Support Vector Machine (SVM) 92.73%
Proposed WLAN 97.86%
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5. CONCLUSION

The goal of studying Wireless LAN Design and Future Internet Architecture is to develop a

better understanding of the technologies that are shaping the way in which we communicate

and interact with the digital world. This can be accomplished by gaining a deeper familiarity

with the subject matter. These subjects are being researched because: Wireless local area

networks (also known as WLANS) and fixed wireless access (also known as FIA) are both

necessary parts of the modern communication systems that are in use today. The

advancement of either of these fields has the potential to have a significant impact on the

ways in which we work, learn, and communicate with one another.

The primary objective of research into WLAN design is to develop wireless networks
that are not only efficient and effective, but also provide users with connectivity that is
dependable and secure. This goal is the primary motivation behind the research. In order
to satisfy the ever-increasing demand for wireless communication, the implementation
of WLANSs has become an absolute requirement. The ever-increasing demand for
portable electronic gadgets like smartphones, tablets, and laptops is primarily
responsible for this phenomenon. WLANS are also widely used in business settings
because they provide the flexibility and mobility that is required for modern work
practices. This is one of the main reasons why WLANSs are so popular in business
environments. Additionally, WLANSs are seeing widespread adoption in residential

settings.

. The production of wireless local area networks (WLAN) that are optimized for the

specific conditions of the environment in which they are deployed is the objective of the
design process for WLANS. Because of this, it is necessary to consider a number of
different factors, some of which are interference, coverage, bandwidth, and security.
WLAN designers can create networks that minimize interference and other performance
issues while still providing the necessary coverage, bandwidth, and security because
they understand these factors and use appropriate wireless standards and frequency

bands.
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Improving the dependability and performance of wireless networks is another objective
that can be accomplished through the study of WLAN design. This is one of the many
benefits of studying WLAN design. As a result of this, the development of new
technologies and methods that can improve the performance of networks, reducing the
amount of interference they experience, and providing more flexibility and scalability
is required. Research in this field is primarily focused on the creation of innovative
antenna technologies, signal processing algorithms, and network management tools that

can assist in improving the efficiency of WLANS.

The research that is currently being done on the future architecture of the internet has as
its primary objective the development of an internet infrastructure that is more scalable,
secure, and flexible for it to be able to meet the demands of contemporary
communication systems. The current TCP/IP infrastructure is becoming less and less
utilized as time goes on, and it is unable to keep up with the ever-increasing demand for
bandwidth and connectivity. A researcher presents new ideas for technologies and
architectures that, if implemented, could produce an internet infrastructure that is both
more robust and reliable. These new ideas are presented as part of the researcher's

presentation.

The study of FIA has many goals, one of the most important of which is to develop
network architectures that are more efficient and flexible and that can support the rising
demand for bandwidth and connectivity. Among the many goals that the study of FIA
aims to achieve, one of the most important of these is to develop FIA. This includes the
utilization of technologies such as SDN and NFV, which can make it possible for
network administrators to control and manage networks in a manner that is more
effective and efficient. Specifically, this refers to the SDN and NFV technologies. In
addition to this, the researcher is working on the development of new routing protocols,
network topologies, and other technologies that have the potential to provide increased

scalability as well as reliability.

Another one of the goals of FIA research is to protect the privacy of internet users while
simultaneously enhancing the safety of those who use the internet. The rate at which

increasingly complex digital technologies are being adopted coincides with a
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corresponding increase in the likelihood of cyberattacks and data breaches. New
security architectures and protocols have been proposed by the Financial Industry
Regulatory Authority (FIA), which have the potential to protect the data and privacy of
users, as well as prevent unauthorized access and data breaches. The work that is being
done in this area of research includes the creation of advanced encryption and
authentication protocols, intrusion detection and prevention systems, and various other

security technologies.

Students can acquire a deeper comprehension of the technologies that are influencing
the development of contemporary communication systems by studying topics such as
wireless LAN design and future internet architecture. In a nutshell, this will help
students acquire a more well-rounded understanding of the technologies. By improving
the dependability, security, and performance of wireless networks as well as the
infrastructure of the internet, researchers have the potential to transform the digital
world into a place that is both better connected and more productive. This will make it
possible for the digital world to support the requirements of both businesses and
individuals, as well as the requirements of society.

In conclusion, WLAN design and future internet architecture are rapidly evolving areas
of research, and their implementation on MATLAB can provide numerous benefits. By
using MATLAB to model and simulate WLANSs and future, internet architectures,
researchers can evaluate the performance of different design choices and protocols, as
well as develop and test new algorithms and protocols. These advancements can lead to
the development of more efficient, reliable, and secure networks that can meet the
growing demands of the digital age. Therefore, the use of MATLAB in WLAN. design
and future internet architecture implementation can greatly contribute to the
advancement of networking technology, and drive innovation in the field for years to
come.
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5.1 FUTURE RECOMMENDATIONS

This paper's behavior-based detection algorithms were good at detecting several incursion
behaviors, although this study might be expanded in various ways. The virtual WLAN
testing environment simulates certain assumptions. Many industrial processes and WLAN
server dynamics are periodic. A large NPP or cyber-physical system with hundreds or
thousands of sensors was expected to create a lot of network traffic. Many assumptions were
made to collect relevant data from a working WLAN or mission-critical corporate network.
After cleaning, genuine system telemetry may improve simulation accuracy. If so, the
simulation could be changed to better depict the system's signal dynamics. The evaluation
could simulate WLAN system processes without actual data. The test bed servers may build
and operate a small flow loop with sensing and control components. The principal test bed
server (including the WLAN server) can periodically poll sensors, give commands, and
collect data. The test environment's extra servers could become flow loop management and
monitoring RTUs. If not, the test bed's servers could run a commercial NPP simulator.
Penetration testing could remotely attack a portion of the new system's components to find
those vulnerable to the methods below. These methods boost data-driven model process
telemetry. In conclusion, the given methods failed to find many previously tested and well-
implemented vulnerabilities. The system'’s dynamics don't explain for many of these attacks'
speed. These exploits are often overlooked during data collection due to their short execution
time. Additional audit documentation that proves these assaults may work. It could be used

with behavioral techniques to create a knowledge-based detection system.
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